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1. [bookmark: _Toc508358939]Copyright Statement

All rights reserved,  Essex County Council grants its customers who have purchased a licence to use this document for the purposes of the administration and operation of the school to whom it has been sold.  For those purposes customers are permitted to use, adapt, publish and copy this document provided that every adapted or published version of this document must include this copyright notice in full.  No other use by other organisations or outside the terms of the permitted use stated above is permitted without the prior written permission of Essex County Council. Those infringing Essex County Council’s copyright may be subject to prosecution, claims for damages or other legal action.  
Reference made here to ‘the document’ refers to the main Information Governance Framework document and all documents embedded within it, unless the description of the document in Section D makes clear that a document within this framework is the property of another Organisation.
The reference number supplied to you on your License Certificate accompanying this document is your license number which evidences your purchase and confirms your entitlement to use this framework in accordance with the conditions detailed above. This should be quoted to Essex County Council in any challenge to validate the proper use of this documentation.



[bookmark: _How_to_use][bookmark: _Toc508358940]How to use this Framework

This framework is designed to be used to demonstrate compliance with Data Protection (and related) law. By using the document templates provided, amending and updating as appropriate, and saving current versions into this main document, this meets and exceeds the requirements under the General Data Protection Regulation (2016) to demonstrate compliance with the Data Protection principles (see GDPR Art.30 for details)
Please follow the step-by step guide below to ensure compliance tasks are completed in a logical order. References are links to documents in Section D.

[bookmark: _Toc508358941][bookmark: _Toc503647016]Basic Evidence Pack:
The following are activities to be undertaken to comply with the requirement to evidence legally compliant processing of personal data 
	A
	Use the documents in Section A to determine which individuals will act in the various roles which have responsibility for managing this framework, and which committees or teams will have what responsibilities.

	B
	Use document H1 (IAR Tab) to create a list of the categories of record you hold which contain personal data. Use the DLM tab to then record the ways in which you receive and share the information you have identified on the IAR tab, setting clear rules for how the data should be received and sent securely.

	C
	Use document H2 to explain how your technology and how your staff are going to keep personal data secure. Identify the various roles within your organisation and decide what training messages you need to deliver to each and how this will be best delivered.

	D
	Review, adopt and publish the Privacy Notice templates in the appendices of document D2

	E
	Review, adopt and publish the Policies in section C

	F
	Review the documentation you have which controls the services delivered to you by your suppliers who handle personal data on your behalf (Contracts, Agreements, Terms & Conditions etc) to ensure you hold appropriate commitments. Ask them for assurance that they comply with Data Protection law (Document E7). 

	G
	Ensure you have a current and compliant registration in place with the ICO (Use the templates in document D9)

	H
	Review the proposed retention rules in document D8. Match them to the information assets you have identified in document H1 and include the agreed retention periods in your Privacy Notices.





[bookmark: _Toc508358942]Processes: 
Processes to successfully manage certain activities where the law requires they are undertaken in a certain way
	2. Activity Management

	A
	Ensure new (or changes to existing) processes which involve personal data are assessed for whether a statutory Data Protection Impact Assessment needs to be undertaken, using documents G4 & G5

	B
	Ensure events which meet the criteria of a personal data security incident are handled according to procedure D6

	C
	When you are considering engaging the services of a supplier to process personal data on your behalf, review the risk of the activity (G3) and determine which of controls in documents E1-4 is appropriate. 

	D
	When you are sharing data with another Data Controller, ensure you have captured whether this is lawful and how it should be undertaken in your Data Flows register (H1) and there is an adequate Sharing Protocol in place.

	E
	When you are providing access to personal data to an individual who is not employed by a company with whom you have a contractual relationship, consider use of document E6

	F
	When a requestor makes a statutory request for information or to exercise their other rights under Data Protection law, ensure you have considered this appropriately and responded using standard text in documents F1-3



[bookmark: _Toc508358943]Report & Review:
Activities to review the effectiveness of the measures you have in place to comply with the law.
	3. Review

	A
	Collect and report data on how well you are managing your personal data activities. Use document B1 for this.

	B
	Undertake an annual review of your policies which relate to information governance (B2) noting changes and approvals in document D1

	C
	Undertake an annual review of your personal data risks (B2) using G2 to initially assess risks, G3 to rate risks, and G1 to gather, manage and present risks

	D
	Undertake an annual review of your contracts with suppliers to ensure they are being complied with

	E
	Undertake an annual review of the effectiveness of information governance training, using staff feedback and analysing the nature and frequency of security incidents (B1).

	F
	Undertake a review of you CCTV processes (if applicable) using the procedures in document (D5)

	G
	Ensure the content of your registration with the ICO has been reviewed as part of the process for making the required ICO annual payment (D9)

	H
	Ensure your Data Protection Officer has reviewed and commented on the review outcomes before they are reported to a governing body.



[bookmark: _Toc508358944]Records of Processing Activity

	Data Controller
	[Organisation Name]

	Contact Details
	Address
	

	
	Phone
	

	
	Email
	

	
	Website
	

	Data Protection Officer
	[Employee Name/ Outsourced Supplier Employee Name]

	Purposes of processing
	The purposes for which personal data is processed are detailed within the Organisation’s Privacy Notices provided below (Section D, D2) 

	Description of the categories of:

	Individuals 
	This information is detailed in the Organisation’s entry on the Register of Data Controllers available at this weblink [Insert hyperlink to Register entry]. This is supplemented by detail in the Information Asset and Data Lifecycle Mapping Register provided below (Section D, H1)

	Personal Data
	

	Recipients
	

	Details of transfers to third countries 
	This information is detailed in the Information Asset and Data Lifecycle Mapping Register provided below (Section D, H1) and is included in the Organisation’s Privacy Notices (Section D, D2)

	Retention schedule
	Our retention schedule is provided below (Section D, D7) with key retention practices published on our Privacy Notices (Section D, D2)

	Description of Technical and Organisational Security Measures
	An outline of our technical and organisational security measures is provided below (Section D, H2)


· 


· 
[bookmark: _Toc508358945]Framework Documentation

In this section you will find embedded document templates which support tasks explained above in the step-by-step compliance guide (Section B)

All documents should be reviewed, amended if necessary and all current versions should be saved back into this document under the appropriate reference. This then ensures that this Framework is a current, complete and accurate description of how you process Personal Data in your School, and can be presented to the regulator if requested as evidence of your legal compliance. 


	[bookmark: _Toc508358946]Roles & Responsibilities

	1
	

	Senior Information Risk Owner (SIRO): Role Profile

	
	
	Defined responsibilities of the SIRO to be used in addition to an existing substantive role profile. Usually this is a Headteacher’s role.

	2
	

	Data Protection Officer (DPO): Role Profile

	
	
	Defined responsibilities of the DPO to be used in addition to an existing substantive role profile or to held understand and work with an outsourced or shared role.

	3
	

	Information Champion: Role Profile

	
	
	Defined responsibilities of Information Champions to be used in addition to an existing substantive role profile, if the organisation decides that it wants a network of staff with additional responsibilities in this area.

	4
	

	Information Governance Board: Terms of Reference

	
	
	Defined role of the Information Governance Board. Can be wholly the responsibility of a group such as Senior Leadership Team, Full Governors, or a Governors Sub-Committee, the responsibilities can be shared between the various groups. 

	5
	
	Data Protection Officer (DPO) Activities

	
	

	A summary of the main activities to be provided by a Data Protection Officer.



	6
	


		NCC Data Protection Officer (DPO) – Responsibility Profile 

	This DPO responsibility profile produced by Nottinghamshire County Council
sets out the minimum duties to be incorporated into an existing school role. 







Back to Section B


	[bookmark: _Reporting_&_Reviewing][bookmark: _Toc508358947]Reporting & Reviewing

	1
	

	[bookmark: _Reporting_Template]Reporting Template

	
	
	A comprehensive overview of Information Governance performance data for review, analysis and action planning

	2
	

	[bookmark: _Performance_Reporting_and]Performance Reporting and Reviewing

	
	
	Detailing the processes in place to monitor information governance performance and to review the effectiveness of the governance framework

	3
	Embed Here
	Report Examples

	
	
	Examples of Reports and minuted evidence of meetings at which the reports were reviewed. Please embed copies of these documents as evidence of your information governance framework in action.


Back to Section B



	[bookmark: _Strategy_&_Policy][bookmark: _Toc508358948]Strategy & Policy 

	1
	

	Information Governance Strategy

	
	
	A strategy document providing a methodology for implementing solutions to improve and maintain Information Law compliance

	2
	

	Information Governance Framework Policy

	
	
	Supporting effective corporate management of Information Governance activities; including key roles and strategic policy and risk reviews

	3
	

	Data Protection

	
	
	General rules in complying with Data Protection law

	4
	

	Statutory Requests

	
	
	Requirements for managing requests for information to comply with the Freedom of Information Act 2000 (FOI), the Environmental Information Regulations (EIR), the Data Protection Act 1998 (DPA) and from 25th May 2018 the General Data Protection Regulations 2016

	5
	

	Acceptable Personal Use

	
	
	Explaining what is acceptable use of resources and assets provided by us, including IT facilities and covering personal use

	6
	

	Data Handling Security

	
	
	Responsibilities for managing IT equipment, removable storage devices and papers, in the office, in transit and at home or other work locations

	7
	

	Security Incidents

	
	
	Responsibilities for reporting and investigating breaches of Information Governance policy, including reporting to the Regulator

	8
	

	Records Management 

	
	
	Responsibilities for management of information to support secure access and effective retention, destruction and preservation processes

	9
	

	Policy Template

	
	
	Template document for consistent management of additional policies


Back to Section B



	[bookmark: _Toc508358949]Procedures

	1
	

	[bookmark: _Policy_Change_Log]Policy Change Log

	
	
	For managing changes to policies over time, approval recording and publication to the Organisation

	2
	

	[bookmark: _Privacy_Notice]Privacy Notice

	
	
	Ensuring Data Subjects are well-informed about the why their personal data is necessary and how it will be managed in line with their statutory rights

	3
	

	Consent

	
	
	Ensuring processing under consent is appropriate and that the quality of consent is compliant with the law

	4
	

	Personal Data Minimisation

	
	
	Ensuring the processing of personal data is kept to a necessary minimum in accordance with the law 

	5
	

	[bookmark: _Surveillance_Management]Surveillance Management

	
	
	Ensuring effective processes are in place for the management of equipment which records personal data in video in accordance with the law and relevant codes of practice

	6
	

	[bookmark: _Security_Incident_Management]Security Incident Management

	
	
	The process of investigating and managing instances of breaches of Information Governance policy

	7
	

	Records Management Best Practice Guide

	
	
	Guidance published by the Information & Records Management Society (IRMS) on best practice for managing records, including a list of the main record types held by schools and their associated retention management provisions. This document is owned by IRMS.

	8
	

	[bookmark: _Retention_Schedule]Retention Schedule

	
	
	Template for publishing an approved set of retention rules. Content is derived from the IRMS document above.

	9
	

	[bookmark: _ICO_Notification_-]ICO Notification - Register of Data Controllers

	
	
	Standard details provided by the ICO for Data Controllers to describe the nature of their personal data processing. This document content is owned by the ICO. 

	10
	

	Procedures Template

	
	
	Template document for consistent management of additional procedures


Back to Section B

	[bookmark: _Sharing_Data_with][bookmark: _Toc508358950]Sharing Data with Suppliers and Partners

	1
	

	Contract Schedule

	
	
	Standard clauses to provide basic contractual controls over Data Processor compliance with information law

	2
	

	Third Party Information Policy Requirements 

	
	
	Complementing the contractual clauses with additional agreement from Data Processors to comply with key Organisation policies

	3
	

	Procurement Stage 1

	
	
	This document should be completed by all bidders for procurement exercises relating to services which process personal data.

	4
	

	Procurement Stage 2

	
	
	This document should be completed by all preferred bidders involved in  procurement activities which have been categorised as high risk data processing

	5
	

	Information Sharing Protocol

	
	
	A template for public agreements for personal data sharing with partners through the Whole Essex Information Sharing Framework. For use where there is no existing sharing agreement and one therefore needs to be initiated. This document is owned by WEISF.

	6
	

	[bookmark: _Non-Disclosure_Agreement]Non-Disclosure Agreement

	
	
	Confidentiality agreement for individuals not employed by an organisation with whom a contract or similar agreement exists

	7
	

	[bookmark: _Letter_to_Data]Letter to Data Processors

	
	
	Standard text to communicate to Data Processors your need for their assurance over compliance with Data Protection law


Back to Section B



	[bookmark: _Statutory_Request_Templates][bookmark: _Toc508358951]Statutory Request Templates

	1
	

	Freedom of Information Requests

	
	
	Response Templates for Requests made under the Freedom of Information Act (2000). Use these standard responses as a basis for ensuring compliance with the law.

	2
	

	Environmental Information Regulations Requests

	
	
	Response Templates for Requests made under the Environmental Information Regulations (2004). Use these standard responses as a basis for ensuring compliance with the law.

	3
	

	Subject Access Requests

	
	
	Response Templates for Requests made under the Data Protection Act (1998) and the General Data Protection Regulations (2016). Use these standard responses as a basis for ensuring compliance with the law.

	4
	

	Model Publication Scheme

	
	
	A standard form to describe what information you will routinely publish or make available on request. This document is owned by ICO.

	5
	

	Publication Scheme Data 

	
	
	Suggested content for information you may choose to make available through your Publication Scheme. 


Back to Section B



	[bookmark: _Toc508358952]Risk Management

	1
	

	[bookmark: _Corporate_Risk_Register]Corporate Risk Register

	
	
	A register which provides an overview of all corporate risks, their ratings, how they are to be managed and who is responsible for doing so. This document supports an annual risk review activity

	2
	

	[bookmark: _Risk_Assessment]Risk Assessment

	
	
	Where a new risk has been identified, it can be articulated via this form and presented to the appropriate board or role for an assessment on how best to manage it. This is a mechanism for adding a new risk to the Corporate Risk Register

	3
	

	[bookmark: _Risk_Treatment_Process]Risk Treatment Process

	
	
	A consistent scheme for formally rating Information Governance risks

	4
	

	[bookmark: _Privacy_Impact_Assessment]Privacy Impact Assessment Template

	
	
	Use this form to capture the privacy issues of new (or changes to existing) activities which involve the processing of personal data, and to record approvals or rejections. The form can also be used to manage Data Protection Impact Assessments for ‘high risk’ processing under the GDPR

	5
	

	[bookmark: _Privacy_Impact_Assessment_1]Privacy Impact Assessment Guidance

	
	
	Reference and guidance document to support completion of Privacy Impact Assessment forms

	6
	

	Privacy Impact Assessment Example

	
	
	An example completed assessment covering Capita SIMs


Back to Section B



	[bookmark: _Toc508358953]Records of Processing Activity

	1
	

	[bookmark: _Information_Asset_&]Information Asset & Data Flow Mapping Register

	
	
	Use to capture and review data for an Information Asset Register and Data Flow Mapping. Assign owners and record other metadata about the information you hold and process as assurance evidence to a regulator, as a risk management tool and a useful business efficiency aid 

	2
	

	[bookmark: _Description_of_Organisational]Description of Organisational & Technical Security Measures

	
	
	Outline of the measures adopted to comply with Principle 6 of the General Data Protection Regulations


Back to Section B



[bookmark: _Toc508358954]Document Control

Changes in this version
	Section
	Change Type
	Details

	B
	New
	Created internal document hyperlinks from Section B content to documents in Section D

	All
	New
	Formatted with joint NCC/ECC branding
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4.Privacy Impact Assessment (Form) v2.docx
[bookmark: _Toc468115740]Privacy Impact Assessment

Introduction



The Privacy Impact Assessment (PIA) process is an important means of evidencing our compliance with the requirements of the Data Protection Act 1998 and, from May 25th 2018, the General Data Protection Regulations 2016. 



Where we are introducing new (or amending existing) systems or processes which involve personal data, the proposal will be reviewed against a set of criteria which determines whether it needs to be formally assessed under a PIA.



The PIA process will capture:



· Requirements: Any compliance issues with the initial requirements of a proposed change

· Design: Approval of a design which brings any compliance issues within our risk tolerance

· Build & Test: Final confirmation that the implemented change satisfies the agreed measures identified during the process



Completed PIAs will form part of our ‘Record of Processing Activity’ which documents our practice and provides assurance that we comply with our statutory data protection responsibilities.



The process is also designed to ensure appropriate measures are in place to safeguard non-personal data in our custody, complying with HM Government Security Classification Policy across the OFFICIAL classification; including the OFFICIAL-SENSITIVE caveat. 



Our Data Protection Policy sets out the requirement for changes to be reviewed and this process to be followed where the relevant criteria are met, using associated guidance. 







[image: ]

The Proposal



		

		About this Assessment

		



		

		

		



		

		Title of Project:

		

		



		

		Brief summary and description of the project:

		



		

		· 

		



		

		

		

		









DPIA Risk Assessment



Assessment of the proposal against the GDPR ‘High Risk’ criteria requiring a DPIA 



		

		High Risk Processing 

		



		

		

		



		

		Does the processing meet the criteria of ‘high risk’ processing?

		Yes☐

		



		

		Comments:

		



		

		· 

		



		

		

		

		















The Data



		

		Describe the data/ list the fields

		



		

		What items of data are being processed and what is the sensitivity classification?

		



		

		

		



		

		Field Name 

(or Data Type)

		Classification

		



		

		

		Select		



		

		

		Select		



		

		

		Select		



		

		

		Select		



		

		

		Select		



		

		

		Select		



		

		

		Select		



		

		

		Select		



		

		

		Select		



		

		

		Select		



		

		

		Select		



		

		

		Select		



		

		

		Select		



		

		

		Select		



		

		(add additional entries as required)

		

		



		

		

		

		



		

		Comments

		



		

		

		



		

		

		

		







		Format(s) in which the Data will be Processed

		



		Select as many of the options below as are relevant. 

		



		

		Select		Select		Select		



		

		Select		

		

		



		

		







		‘Special Categories’ of Personal Data

		



		Tick a box if the Personal Data processed fits into a relevant ‘Special Category’ below. 

		



		

		Religion or beliefs

		☐		Genetic data 

		☐		



		

		Race or ethnic origin

		☐		Health 

		☐		



		

		Political opinions

		☐		Sexual Orientation

		☐		



		

		Trade-union membership

		☐		Criminal convictions 

		☐		



		

		





















		Categories of Data Subject

		



		Tick a box next to the categories of data subject whose personal data will be processed 

		



		

		Customers

		☐		Complainants (& Reps) 

		☐		Suspected Offenders

		☐		



		

		Suppliers

		☐		Advisors/ Consultants

		☐		License/ Permit Holders

		☐		



		

		Offenders

		☐		Benefits Recipients

		☐		Inspected Persons 

		☐		



		

		Claimants

		☐		Carers (& Reps)

		☐		Captured on CCTV

		☐		



		

		Students/ Pupils

		☐		Incident witnesses

		☐		Employees of other Orgs 

		☐		



		

		Landlords

		☐		Employees/ Contractors

		☐		Holders of Public Office

		☐		



		

		







		

		Data Risk Profile

		



		

		The general risk level associated with the data, derived from the Risk Treatment Process 



		



		

		For Personal Information

		For Business Information

		



		

		Impact

		Select		Impact

		Select		



		

		Classification

		Select		Classification

		Select		



		

		

		

		

		

		



		

		Overall Risk Profile

		Select		



		

		

		

		

		

		









The Principles



Processed lawfully, fairly and in a transparent manner 



i. Legal basis for processing 



		

		Conditions for Processing 

		



		

		Tick all relevant conditions which provide a legal basis for the processing of personal and special category data.

		



		

		

		



		

		Personal Data

		Special Categories

		



		

		6(1)(a)

		Consent 

		☐		9(2)(a)

		Explicit Consent 

		☐		



		

		6(1)(b)

		Contracts

		☐		9(2)(b)

		Employment, Social Security, Social Protection law

		☐		



		

		6(1)(c)

		Legal obligation

		☐		9(2)(c)

		Vital interests 

		☐		



		

		6(1)(d)

		Vital interests

		☐		9(2)(d)

		Not-for-profit body

		☐		



		

		6(1)(e)

		Public Interest/ Official Authority 

		☐		9(2)(e)

		Made public 

		☐		



		

		6(1)(f)

		(not applicable to Public bodies)

		9(2)(f)

		Legal claims / Judicial 

		☐		



		

		

		9(2)(g)

		Substantial Public Interest 

		☐		



		

		

		9(2)(h)

		Medicine, Employee  capacity, Medical Diagnosis, Health or Social Care

		☐		



		

		

		9(2)(i)

		Public Health

		☐		



		

		

		9(2)(j)

		Archiving, Scientific and Historical Research or Statistical Purposes

		☐		



		

		

		

		

		

		

		

		





		

		Legal Gateway

		



		

		

		



		

		List any applicable legislation if a ‘legal gateway’ is selected above

		



		

		

		



		

		

		



		

		

		



		

		(add additional entries as required)

		





		

		Consent 

		



		

		

		



		

		If consent is being relied upon, confirm that the relevant conditions are in place

		☐		



		

		Comments:

		



		

		· 

		



		

		

		

		







ii. Rights



		

		a) The Right to be Informed

		



		

		

		



		

		Does the processing support this right?

		Yes ☐

		



		

		Comments:

		



		

		· 

		



		

		

		

		







		

		b) The Right of Access

		



		

		

		



		

		Does the processing support this right?

		Yes ☐

		



		

		Comments:

		



		

		· 

		



		

		

		

		







		

		c) The Right to Rectification

		



		

		

		



		

		Does the processing support this right?

		Yes ☐

		



		

		Comments:

		



		

		· 

		



		

		

		

		







		

		d) The Right to Erasure

		



		

		

		



		

		Does the processing support this right?

		Yes ☐

		



		

		Comments:

		



		

		· 

		



		

		

		

		







		

		e) The Right to restrict Processing

		



		

		

		



		

		Does the processing support this right?

		Yes ☐

		



		

		Comments:

		



		

		· 

		



		

		

		

		







		

		f) The Right to Data Portability

		



		

		

		



		

		Does the processing support this right?

		Yes ☐

		



		

		Is the right to data portability relevant to the processing?

		Yes ☐

		



		

		Comments:

		



		

		· 

		



		

		

		

		







		

		g) The Right to Object

		



		

		

		



		

		Does the processing support this right?

		Yes ☐

		



		

		Comments:

		



		

		· 

		



		

		

		

		









		

		h) Rights related to automated decision making and profiling

		



		

		

		



		

		Does the processing support this right?

		Yes ☐

		



		

		Is the right to data portability relevant to the processing?

		Yes ☐

		



		

		Comments:

		



		

		· 

		



		

		

		

		







iii. Data Subject consultation



		

		Describe any consultation with Data Subjects over appropriate processing of personal data

		



		

		

		



		

		Has any consultation been undertaken with Data Subjects?

		Yes ☐

		



		

		Comments:

		



		

		· 

		



		

		

		

		







Collected for specified, explicit and legitimate purposes 



		

		State the ‘purpose(s)’ for which personal data is being obtained

		



		

		

		

		



		

		Purpose 1

		

		



		

		Purpose 2

		

		



		

		Purpose 3

		

		



		

		(add additional entries as required)

		





		

		Further processing

		



		

		

		



		

		Confirm that no further use is intended to be made of the data

		☐		



		

		Comments:

		



		

		

		



		

		

		

		







Adequate, Relevant and Limited  



		

		Minimising Personal Data

		



		

		

		



		

		Confirm that the personal data being obtained is a minimal amount necessary to fulfil the purposes above

		☐		



		

		Confirm if any pseudonymisation or anonymisation processes will take place, and if so, describe them below

		☐		



		

		Comments:

		



		

		· 

		



		

		

		

		







Accurate and, where necessary, kept up to date 



		

		Accuracy

		



		

		

		



		

		Confirm that there is a process in place for ensuring that personal data is accurate and is reviewed where necessary

		☐		



		

		Comments:

		



		

		· 

		



		

		

		

		







Kept no longer than is necessary 



		

		Retention

		



		

		

		



		

		The process effectively manages retention of personal data and is aligned to the Organisation’s published retention schedule 

		☐		



		

		List the relevant Retention Period(s):

		



		

		

		



		

		

		



		

		

		



		

		

		

		



		

		Comments:

		



		

		· 

		



		

		

		

		







Appropriate Security 



i. Organisational Controls



a) Procurement 



		

		The Tender process:

		



		

		Based on the risk rating of the data, this is the level of assurance required for the procurement process

		



		

		

		

		



		

		Procurement Assurance requirement

		Select		



		

		

		

		







		

		Contractual Control:

		

		



		

		

		

		



		

		The contract contains the Organisation’s standard contract schedule relating to Information Governance requirements

		☐

		



		

		If the schedule is not in the contract, what equivalent control is in place?

		



		

		· 

		



		

		

		

		







		

		Contract Term:

		



		

		

		

		

		

		



		

		Start Date:

		

		End Date:

		

		



		

		Optional extension period (years):

		

		



		

		

		

		

		







		

		The Selected Supplier(s) & Accreditation

		



		

		Supplier Name(s) and whether they are accredited to a recognised Code of Conduct



		



		

		Supplier Name

		Accredited

		



		

		

		☐

		



		

		

		☐

		



		

		

		☐

		



		

		

		☐

		



		

		(add additional entries as required for framework contracts/ ‘lot’ winners)

		







b) Training



		

		Training in how to securely process the data

		



		

		

		



		

		Confirm that employees (and users where relevant) of the system will receive appropriate training

		☐		



		

		Confirm that comprehensive written guidance will be available to employees and users 

		☐		



		

		Comments:

		



		

		· 

		



		

		

		

		









c) Policy



		

		Capture issues impacting on Organisational Policy

		



		

		

		



		

		Confirm that the proposal does not impact current Organisational Policy in a way that requires a review of a Policy’s adequacy? (identify affected Policies below)

		☐		



		

		Comments:

		



		

		· 

		



		

		

		

		







ii. Technical Controls



a) Access



		

		Access controls 

		



		

		

		



		

		Confirm that the Access Controls in place will effectively ensure that only those with a valid need to access the data can do so

		☐

		



		

		Confirm that the Access Controls in place will effectively ensure that a management scheme is in place which assigns and reviews appropriate permissions to view, create, amend and delete data

		☐

		



		

		Comments:

		



		

		· 

		



		

		

		

		







b) Security at Rest



		

		Securing the data within a system 

		



		

		

		



		

		Confirm that appropriate technical security is in place to protect the data at rest from threats appropriate to the security classification of the data

		☐

		



		

		Comments:

		



		

		· 

		



		

		

		

		







c) Security in Transit



		

		Securing the data when transferred from one system to another 

		



		

		

		



		

		Confirm that appropriate technical security is in place to protect the data in transit from threats appropriate to the security classification of the data

		☐

		



		

		Comments:

		



		

		· 

		



		

		

		

		







Demonstrate Compliance



		

		Records of Processing Activity (ROPA)

		



		

		

		



		

		Have the Organisation’s ROPA entries relating to Information Assets and Data Flows been updated to reflect any change?

		Yes ☐

		



		

		Comments:

		



		

		· 

		



		

		

		

		













Transfer outside the EEA



		

		Transfer of Personal Data to Third Countries

		



		

		

		



		

		No personal data is anticipated being transferred to third countries, but the activity manager will refer to the Data Protection Officer for assessment if a need arises 

		☐		



		

		There is an expectation that it may be necessary to transfer personal data to third countries and this activity will meet the required criteria in law (comment below)

		☐		



		

		Comments:

		



		

		· 

		



		

		

		

		













Risk Management



		#

		Risk Ref

		Risk Description

		Mitigating Control(s)

		Likely

		Impact

		Score



		1

		<Select>		

		· 

		Select		Select		Select

		2

		<Select>		

		· 

		Select		Select		Select

		3

		<Select>		

		· 

		Select		Select		Select

		4

		<Select>		

		· 

		Select		Select		Select

		5

		<Select>		

		· 

		Select		Select		Select

		6

		<Select>		

		· 

		Select		Select		Select





		Linked to Risk Register Information Risks



		GDPR

		Non-compliant with GDPR implementation



		Malware

		Threat from malicious links/ attachments



		Process

		Information is lost/ processed in a non-compliant manner due to gaps in processes and poor controls



		Purchasing

		Limited governance over low spends allows PIA process bypass



		Sharing

		Sharing information inappropriately or illegally due to immature technology or understanding of legislation



		Supplier

		Suppliers breach Privacy Law due to poor information handling practices/ IT security



		Training

		Breach of IG policies and guidance due to lack of visibility, communication and training







		In accordance with the Risk Treatment Process

		Impact



		Score

		Risk Class

		

		

		

		Minor (1)

		Moderate (2)

		Major (3)

		Critical (4)



		1

		Minor

		

		Likely

		Critical (4)

		Medium

(4)

		High

(8)

		Very High

(12)

		Very High

(16)



		2

		Moderate

		

		

		Major (3)

		Medium

(3)

		High

(6)

		High

(9)

		Very High

(12)



		3

		Major

		

		

		Moderate (2)

		Low

(2)

		Medium

(4)

		High

(6)

		High

(8)



		4

		Critical

		

		

		Minor (1)

		Low

(1)

		Low

(2)

		Medium

(3)

		Medium

(4)









Attachments



Please embed relevant documents below. 

This section and the documents within will not be routinely published with the DPIA. 



		

		

		

		



		

		Document

		Title/ Summary

		



		

		

		



		

		Information Governance (Privacy Notice/ Consent Form)
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[Embed Doc]



		

		



		

		Project (including Business Case, PIDs etc)

		



		

		

[Embed Doc]



		

		



		

		

[Embed Doc]



		

		



		

		

[Embed Doc]



		

		



		

		Design (including Specification, High level, Low level, network diagrams etc)

		



		

		

[Embed Doc]
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[Embed Doc] 



		

		



		

		Procurement (including IG evaluation(s), Contract/ Agreement) 
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Reviews



		

		Regularity of Reviews

		



		

		

		



		

		The processing does not meet the criteria requiring a review

		☐		



		

		A timetable for reviewing the processing has been identified, taking into account the intended length of the activity and the risk rating 

		☐		



		

		Comments:

		



		

		· 

		



		

		

		

		







Review Outcomes



		

		Review 1

		



		

		Where items below cannot be ticked, explain why in the comments and explain what action is to be taken



		



		

		Date Review Undertaken: 

		

		



		

		Confirm that the processing as initially approved in this assessment remains unchanged

		☐		



		

		All mitigations remain in place and are effective and appropriate to the level of risk  

		☐		



		

		No further action is required as a result of the review

		☐		



		

		Comments:

		



		

		· 

		



		

		

		

		







		

		Review 2

		



		

		Where items below cannot be ticked, explain why in the comments and explain what action is to be taken



		



		

		Date Review Undertaken: 

		

		



		

		Confirm that the processing as initially approved in this assessment remains unchanged

		☐		



		

		All mitigations remain in place and are effective and appropriate to the level of risk  

		☐		



		

		No further action is required as a result of the review

		☐		



		

		Comments:

		



		

		· 

		



		

		

		

		







Approvals 



		Stage 1 – Requirements Approval (IGIA Stage)



		Function/Role

		Officer Approving (Name)

		Date

		Comments



		Role 1

		

		

		· 



		Role 2

		

		

		· 



		



		Stage 2 – Design Approval (LLD Stage)



		Function/Role

		Officer Approving (Name)

		Date

		Comments



		Role 1

		

		

		· 



		Role 2

		

		

		· 



		



		DPO Sign-off (Design approval – if required)



		Function

		Officer Approving (Name)

		Date

		Comments



		DPO

		

		

		· 



		



		Stage 3 – Build & Test Approval (All IG mitigations have been delivered in the live solution)



		Function/Role

		Officer Approving (Name)

		Date

		Comments



		Role 1

		

		

		· 



		Role 2

		

		

		· 



		



		DPO Sign-off (Build & Test Approval – if required)



		Function

		Officer Approving (Name)

		Date

		Comments



		DPO

		

		

		· 



		



		SIRO Sign-off (Build & Test Approval – if required)



		Function

		Officer Approving (Name)

		Date

		Comments



		SIRO

		

		

		· 







image1.jpg








image45.emf
5.Privacy Impact  Assessment (Guidance) v2.docx


5.Privacy Impact Assessment (Guidance) v2.docx
	
		Information Governance Support		Nottinghamshire County Council
in partnership with
Essex County Council



PRIVACY IMPACT ASSESSMENT - GUIDANCE
  Reference and guidance document to support completion of Privacy Impact Assessment forms 







Approved by	
Date Approved	
Version	
Review Date	



Contents
Guidance	3
The Proposal	3
DPIA Risk Assessment	3
The Data	3
The Principles	4
Processed lawfully, fairly and in a transparent manner	4
Collected for specified, explicit and legitimate purposes	9
Adequate, Relevant and Limited	9
Accurate and, where necessary, kept up to date	9
Kept for no longer than is necessary	10
Appropriate Security	10
Records of Processing Activity	12
Transfer Outside the EEA	12
Risk	13
Attachments	13
Reviews	13
Approvals	13



 




[bookmark: _Toc496023403]Guidance



[bookmark: _Toc496023404]The Proposal



Identify the project by a title and provide a summary description of what it to be implemented; focussing on the data to be processed.

[bookmark: _Toc496023405]DPIA Risk Assessment



Does the processing meet the criteria below? (Further guidance awaited from the ICO)

· using new technologies; and

· the processing is likely to result in a high risk to the rights and freedoms of individuals.

· systematic and extensive processing activities, including profiling 

· and where decisions that have legal effects – or similarly significant effects – on individuals.

· large scale processing of special categories of data or personal data relation to criminal convictions or offences.

· This includes: 

· processing a considerable amount of personal data at regional, national or supranational level; 

· that affects a large number of individuals; and 

· involves a high risk to rights and freedoms e.g. based on the sensitivity of the processing activity.

· large scale, systematic monitoring of public areas (CCTV).



[bookmark: _Toc496023406]The Data



Describe the Data

Identify all the relevant data that will be processed. Where the project is for a new system which stores data in data fields, then the field titles would be required here. Classify each item according to its sensitivity in line with HM Government Security Classification Policy

Format(s) in which the Data will be Processed

Clarify the format in which the data will be held remembering that a data item may be held in more than one format. Select as many that apply.

Special Categories

Clarify whether any of the data to be processed falls within the special categories.

Categories of Data Subject

Specify whose data will be processed. The common categories processed by the organisation should already be identified on the record under the Register of Data Controllers.

Data Risk Profile

Refer to the Risk Treatment Process to identify the overall risk profile for the proposed project



[bookmark: _Toc496023407]The Principles



[bookmark: _Toc496023408]Processed lawfully, fairly and in a transparent manner



Personal data shall be processed lawfully, fairly and in a transparent manner in relation to individuals (Article 5(1)(a))

(Article 5, Recital 39) (Guidance)

i. Legal basis for Processing



Conditions for processing



Select however many conditions are applicable ensuring that if the data being processed is both personal data and a special category, then a relevant condition is chosen from both categories



Personal Data:



· 6(1)(a) – Consent of the data subject

· 6(1)(b) –  Processing is necessary for the performance of a contract with the data subject or to take steps to enter into a contract

· 6(1)(c) – Processing is necessary for compliance with a legal obligation

· 6(1)(d) – Processing is  necessary to protect the vital interests of a data subject or another person

· 6(1)(e) –  Processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller

· 6(1)(f ) – Necessary for the purposes of legitimate interests pursued by the controller or a third party, except where such interests are overridden by the interests, rights or freedoms of the data subject.



Special Categories:



· 9(2)(a) – Explicit consent of the data subject, unless reliance on consent is prohibited by EU or Member State law

· 9(2)(b) – Processing is necessary for carrying out obligations under employment, social security or social protection law, or a collective agreement

· 9(2)(c) –  Processing is  necessary to protect the vital interests of a data subject or another individual where the data subject is physically or legally incapable of giving consent

· 9(2)(d) – Processing carried out by a not-for-profit body with a political, philosophical, religious or trade union aim provided the processing relates only to members or former members (or those who have regular contact with it in connection with those purposes) and provided there is no disclosure to a third party without consent

· 9(2)(e) – Processing relates to personal data manifestly made public by the data subject

· 9(2)(f) – Processing is necessary for the establishment, exercise or defence of legal claims or where courts are acting in their judicial capacity

· 9(2)(g) – Processing is necessary for reasons of substantial public interest on the basis of Union or Member State law which is proportionate to the aim pursued and which contains appropriate safeguards

· 9(2)(h) – Processing is necessary for the purposes of preventative or occupational medicine, for assessing the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or management of health or social care systems and services on the basis of Union or Member State law or a contract with a health professional

· 9(2)(i) – Processing is  necessary for reasons of public interest in the area of public health, such as protecting against serious cross-border threats to health or ensuring high standards of healthcare and of medicinal products or medical devices

· 9(2)(j) – Processing is necessary for archiving purposes in the public interest, or scientific and historical research purposes or statistical purposes in accordance with Article 89(1)





Legal Gateway



List the relevant legislation which specifically permits the processing of personal data in the way intended



Consent management 



We are encouraged to not rely on consent. If it is used however, the following should be in place:



· The capability to produce, on request, documented (and standalone) evidence that an individual data subject has consented to the processing

· Processes in place to manage the withdrawal of consent 

· Capability to distinguish and appropriately manage data processed pre- and post- withdrawal of consent 

· Consent is freely given (the data subject has a genuine choice whether to provide consent or not), well-informed and clearly expressed

· Data will not be obtained from data subjects under 13 years old, OR if it will, processes for obtaining parental consent/ authorisation are in place



ii. Rights



a) To be informed



Privacy Notices must:



· Be concise, transparent, intelligible and easily accessible?

· Be written in clear and plain language, particularly if addressed to a child?

· Be free of charge?

· Contain:

· Identity and contact details of the DC, DP (if applicable) & DPO

· Purpose of processing & legal basis for the processing

· Legitimate Interests of the DC or 3rd Party (where applicable)

· Any recipient (or categories of recipients) of the data

· Any transfers to 3rd country and details of the adequate safeguards

· Retention period (or criteria used to determine one)

· Existence of each of DS’s rights

· DS’s right to withdraw consent at any time (where relevant)

· DS’s right to lodge a complaint with the ICO

· Any automated decision making/ profiling and information about: 

· How decisions are made, 

· Significance and consequences.

· (Where data is obtained directly from the DS):

· The statutory/ contractual requirement/ obligation 

· The consequences of not providing personal data

· Where data is not obtained directly from the data subject:

· Source of the data and whether from publicly accessible sources 

· Categories of personal data

· Be provided:

· At the time data is obtained (if direct from DS)

· Before 1st communication takes place (if not obtained from DS and if data is to be used to communicate with DS)

· Before data is disclosed/ within one month of obtaining (if not obtained from DS and is to be disclosed to a third party)



(Articles 12,13 & 14, Recitals 58-62) (Guidance)



b) Access



In order to support the right of access, the activity must:



· Be able to confirm that a DS’s personal data is being processed

· Be able to provide that data in hard-copy and electronic formats (and ideally though self-service means)

· Be supported by an accurate privacy notice which was current at the time the data was obtained



(Articles 12, 15, Recital 63) (Guidance)



c) Rectification



In order to support the right to ensure accuracy:



· Is the activity supported by adequate processes to safeguard the individual’s right to have personal data rectified if it is inaccurate or incomplete? 

· Can this be achieved within 1 month (2 if complex) of receiving a request?

· Does the service have processes in place to ensure that requests can be effectively denied if they disagree with valid professional opinion and look to accommodate adding the DS’s objections rather than delete data?



(Articles 12,16 & 19) (Guidance)



d) Erasure



In order to assist with the right to erasure:



· If the legal circumstances are applicable, can the activity support the right to erasure (the ‘right to be forgotten’) by us and any 3rd parties with whom the data has been shared?



(Articles 17 & 19, Recital 65 & 66)(Guidance)



e) Restrict Processing



In order to assist with the right to restrict processing:



· If the legal circumstances are applicable, can the activity support the right to restrict processing, i.e. when processing is restricted, you are permitted to store the personal data, but not further process it? You can retain just enough information about the individual to ensure that the restriction is respected in future.



(Articles 18 & 19, Recital 67)(Guidance)



f) Data Portability



In order to support the right to data portability:



· If the legal circumstances are applicable, can the activity support the transfer of personal data to a 3rd party?

· The right to data portability only applies:

· to personal data an individual has provided to a controller;

· where the processing is based on the individual’s consent or for the performance of a contract; and

· when processing is carried out by automated means



(Articles 12 & 20, Recital 68)(Guidance)



g) Object



In order to support the right to object: 



· If the legal circumstances are applicable, can the change support the right to object and to stop processing by us and any 3rd parties with whom the data has been shared?



(Articles 12 & 21, Recitals 69-70)(Guidance)



h) Automated Decision-making and Profiling:



In order to support the right to challenge automated decision making and profiling: 



· Where the legal circumstances are applicable, are there processes in place for the activity to support the DS’s rights to:

· Obtain human intervention 

· Express their point of view 

· Obtain an explanation of the decision and 

· Challenge the decision



(Articles 4, 9 & 22, Recitals 71-72) (Guidance)



iii. Data Subject consultation



Note any consultation undertaken with Data Subjects to ascertain their views on the appropriateness of processing their personal data in the manner proposed



[bookmark: _Toc496023409]Collected for specified, explicit and legitimate purposes



Personal data shall be collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes



(Article 5(1)(b))



· List the purposes which justify the intended processing

· List any intended further processing and assess whether this is compatible with the stated purposes

· Ensure all intended processing is captured in the privacy notice



[bookmark: _Toc496023410]Adequate, Relevant and Limited



Personal data shall be adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed



(Article 5(1)(c))



· Assess whether the personal data being processed is:

a. sufficient for the stated purposes

b. entirely relevant to the purposes

c. limited so as not to be excessive for the purposes

· Note any consideration of anonymization or pseudonymisation being proposed in order to prevent personal data being processed unnecessarily

· How will the ‘Ano/Pseudo’ process work, and in particular, at what stage will the process take place?



[bookmark: _Toc496023411]Accurate and, where necessary, kept up to date



Personal data shall be accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay;



(Article 5(1)(d))



· Establish:

a. How the service will be managed to ensure data accuracy is maintained

b. How DSs are made aware of the need to advise of changes to personal data or able to access facilities to amend it themselves 



[bookmark: _Toc496023412]Kept for no longer than is necessary



Personal data shall be kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals;



(Article 5(1)(e))



· There is a clear understanding of when in the lifecycle of delivering the service a need to process the data will end

· This is derived from the our Retention Schedule 

· List the retention periods

· At the end of the retention period there is a facility which allows a user (with sufficient rights) to delay deletion in the event of complaints/ statutory information requests/ enquiries and investigations 

· A deletion process meets the requirements of Principle 5(1)(f)

· Where personal data is processed beyond a retention period it is in line with the accepted purposes above and appropriate safeguards are in place



[bookmark: _Toc496023413]Appropriate Security



Personal data shall be processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.



(Article 5(1)(f))



i. Organisational Controls



a) Procurement

 

The Tender Process



The risk rating determined in Section 3 confirms the level of assurance required from the prospective suppliers and the preferred bidder. Stage 1 means the suppliers need only need to supply self-assessment assurance statements. Stage 1 & 2 means that the supplier needs to undertake Stage 1, and then if successful, needs to supply evidence to support their statements under Stage 2.



Contractual Control



Confirm that the contract provided to the winning supplier contains our standard Information Handling schedule. Or if the contract does not contain the standard clauses, why, what is in place instead, and how does this represent an acceptable equivalent control? 



Contract Term



Enter the formal commencement and end date for the contract and if the contract includes a facility to extend beyond the end date for a further period, what is that extension period?



The Selected Supplier



Up to 25th May 2018, the ICO required Data Controllers to notify them of the categories of personal data processed by them. In some cases suppliers may not meet the criteria for needing to notify. If the winning bidder has notified, record their details from the online register. If they state that they do not need to notify, confirm their written statement that supports this.



There is scope in this section to record more than one supplier. This is in the event that the contract is a framework, where we may decide to have a number of successful bidders to whom we can offer work in a competitive bidding scenario.



b) Training



Confirm that employees will be effectively trained in a system and/or supporting processes, and also that they will sufficient reference material to access when they need ongoing support.



c) Policy



Record here any instance where the consideration of the processing in this assessment has highlighted an issue with our policies where a current policy may be too restrictive or there is an absence of a policy statement in an area. Identify the issue and ensure it is referred to the employee responsible for Policy Reviews.



ii. Technical Security Controls



a) Access Controls



This section confirms that an assessment has been made of the access controls. To be accepted, the proposed controls need to make sure that a system owner can control which users have what rights to access and amend the data. This includes (if applicable) how the system will identify that the user attempting to access the data will be validated as having the right credentials.



b) Security at Rest



This section confirms that an assessment has been made of the security of the system where the data is going to be stored. This requires an analysis of: 

· Where the data will be held?

· Business continuity and disaster recovery provisions? 

· The location of the store? 

· What level of access is provided to support staff?

· From what global locations can support staff access the data from?



c) Security in Transit



This section confirms that an assessment has been made of the security of the data when it is being transferred from one location to another either over the internet, secure network, on email or via a type of media storage which is then physically transported.



[bookmark: _Toc496023414]Records of Processing Activity 



The controller shall be responsible for, and be able to demonstrate, compliance with the principles.

(Article 5(2))

Ensure that any change to the Record of Processing Activity (new, amended or deleted Information Assets or Flows) is recorded on the ROPA system 

[bookmark: _Toc496023415]Transfer Outside the EEA



If it anticipated that there will be occasions where it is necessary to transfer data outside the EEA (to Third Countries or International Organisations), the following must be in place:



· Is the country (or territory/ processing sector) or organisation approved by the EU/ICO as having an adequate level of protection? (A41)

· Are there appropriate safeguards in place in a legal contract/ agreement? (A42/43)

· If there is no Adequacy decision or appropriate safeguards, do any of the following apply in order to establish validity? (A44)

· (a) Consent has been given

· (b) Performance of a Contract

· (c) Conclusion/ Performance of a Contract

· (d) Public Interest

· (e) Establishment, exercise or defence of legal claims

· (f) Vital interests of the DS

· (g) Public Register

· (h) Legitimate interests



[bookmark: _Toc496023416]Risk

· Identify the main risks introduced by the proposal and link them to the corporate risk register.

· Explain why this risk is relevant

· What is the proposed method of reducing or eliminating the risk?

· With the mitigation in place, what is the predicted impact and likelihood of the risk occurring and the final risk score?



[bookmark: _Toc496023417]Attachments

· Embed any relevant documents to ensure this assessment is a complete record of what will be approved.

· Briefly describe the purpose of each document

· Identify any sensitive data to withhold for publication on a published version of the document



[bookmark: _Toc496023418]Reviews

· Identify whether or not a review is required during the lifetime of the proposal

· Record the outcome of any reviews undertaken

[bookmark: _Toc496023419]Approvals

· Evidence the approvals obtained for the proposal

· Each assessment has a mandatory minimum of 3 stages of approval.

· Where processing meets the criteria of a DPIA, the DPO will need to approve

· Where risks cannot be managed within the organisation’s risk tolerance, the proposal can be escalated to the SIRO if the SIRO is willing to accept the risk of the processing.
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6.Privacy Impact Assessment (Example) Capita SIMs.docx
[bookmark: _Toc468115740]Privacy Impact Assessment

Introduction



The Privacy Impact Assessment (PIA) process is an important means of evidencing our compliance with the requirements of the Data Protection Act 1998 and, from May 25th 2018, the General Data Protection Regulations 2016. 



Where we are introducing new (or amending existing) systems or processes which involve personal data, the proposal will be reviewed against a set of criteria which determines whether it needs to be formally assessed under a PIA.



The PIA process will capture:



· Requirements: Any compliance issues with the initial requirements of a proposed change

· Design: Approval of a design which brings any compliance issues within our risk tolerance

· Build & Test: Final confirmation that the implemented change satisfies the agreed measures identified during the process



Completed PIAs will form part of our ‘Record of Processing Activity’ which documents our practice and provides assurance that we comply with our statutory data protection responsibilities.



The process is also designed to ensure appropriate measures are in place to safeguard non-personal data in our custody, complying with HM Government Security Classification Policy across the OFFICIAL classification; including the OFFICIAL-SENSITIVE caveat. 



Our Data Protection Policy sets out the requirement for changes to be reviewed and this process to be followed where the relevant criteria are met, using associated guidance. 







[image: ]

The Proposal



		

		About this Assessment

		



		

		

		



		

		Title of Project:

		SIMS

		



		

		Brief summary and description of the project:

		



		

		A student information management system, which collects all data on the student such as exam data, attendance, attainment, expected attainment, contact details

		



		

		

		

		









DPIA Risk Assessment



Assessment of the proposal against the GDPR ‘High Risk’ criteria requiring a DPIA 



		

		High Risk Processing 

		



		

		

		



		

		Does the processing meet the criteria of ‘high risk’ processing?

		Yes☒

		



		

		Comments:

		



		

		· System holds details of all children who attend the school, and includes special categories of data.

		



		

		

		

		















The Data



		

		Describe the data/ list the fields

		



		

		What items of data are being processed and what is the sensitivity classification?

		



		

		

		



		

		Field Name 

(or Data Type)

		Classification

		



		

		Name

		Official		



		

		DOB

		Official		



		

		Address

		Official		



		

		Emergency contact details

		Official		



		

		Medical information

		Official-Sensitive (Personal)		



		

		Attendance

		Official-Sensitive (Personal)		



		

		Attainment

		Official		



		

		Educational commentary

		Official		



		

		Religion

		Official-Sensitive (Personal)		



		

		Ethnicity

		Official-Sensitive (Personal)		



		

		Transport to school

		Official		



		

		List all other data fields

		Select		



		

		

		Select		



		

		

		Select		



		

		(add additional entries as required)

		

		







		Format(s) in which the Data will be Processed

		



		Select as many of the options below as are relevant. 

		



		

		Database		Paper		eDocuments		



		

		Select		

		

		



		

		







		‘Special Categories’ of Personal Data

		



		Tick a box if the Personal Data processed fits into a relevant ‘Special Category’ below. 

		



		

		Religion or beliefs

		☒		Genetic data 

		☐		



		

		Race or ethnic origin

		☒		Health 

		☒		



		

		Political opinions

		☐		Sex life

		☐		



		

		Trade-union membership

		☐		Criminal convictions 

		☐		



		

		





















		Categories of Data Subject

		



		Tick a box next to the categories of data subject whose personal data will be processed 

		



		

		Customers

		☐		Complainants (& Reps) 

		☐		Suspected Offenders

		☐		



		

		Suppliers

		☐		Advisors/ Consultants

		☐		License/ Permit Holders

		☐		



		

		Offenders

		☐		Benefits Recipients

		☐		Inspected Persons 

		☐		



		

		Claimants

		☐		Carers (& Reps)

		☒		Captured on CCTV

		☐		



		

		Students/ Pupils

		☒		Incident witnesses

		☐		Employees of other Orgs 

		☐		



		

		Landlords

		☐		Employees/ Contractors

		☐		Holders of Public Office

		☐		



		

		







		

		Data Risk Profile

		



		

		The general risk level associated with the data, derived from the Risk Treatment Process 



		



		

		For Personal Information

		For Business Information

		



		

		Impact

		Critical (4)		Impact

		N/A		



		

		Classification

		Official-Sensitive (Personal)		Classification

		Select		



		

		

		

		

		

		



		

		Overall Risk Profile

		Critical (4)		



		

		

		

		

		

		









The Principles



Processed lawfully, fairly and in a transparent manner 



i. Legal basis for processing 



		

		Conditions for Processing 

		



		

		Tick all relevant conditions which provide a legal basis for the processing of personal and special category data.

		



		

		

		



		

		Personal Data

		Special Categories

		



		

		6(1)(a)

		Consent 

		☐		9(2)(a)

		Explicit Consent 

		☐		



		

		6(1)(b)

		Contracts

		☐		9(2)(b)

		Employment, Social Security, Social Protection law

		☐		



		

		6(1)(c)

		Legal obligation

		☒		9(2)(c)

		Vital interests 

		☐		



		

		6(1)(d)

		Vital interests

		☐		9(2)(d)

		Not-for-profit body

		☐		



		

		6(1)(e)

		Public Interest/ Official Authority 

		☐		9(2)(e)

		Made public 

		☐		



		

		6(1)(f)

		(not applicable to Public bodies)

		9(2)(f)

		Legal claims / Judicial 

		☐		



		

		

		9(2)(g)

		Public Interest 

		☒		



		

		

		9(2)(h)

		Medicine, Employee  capacity, Medical Diagnosis, Health or Social Care

		☐		



		

		

		9(2)(i)

		Public Health

		☐		



		

		

		9(2)(j)

		Archiving, Scientific and Historical Research or Statistical Purposes

		☐		



		

		

		

		

		

		

		

		





		

		Legal Gateway

		



		

		

		



		

		List any applicable legislation if a ‘legal gateway’ is selected above

		



		

		The Education Act

		



		

		

		



		

		

		



		

		(add additional entries as required)











		





		

		Consent 

		



		

		

		



		

		If consent is being relied upon, confirm that the relevant conditions are in place

		☐		



		

		Comments:

		



		

		· N/A

		



		

		

		

		







ii. Rights



		

		a) The Right to be Informed

		



		

		

		



		

		Does the processing support this right?

		Yes ☒

		



		

		Comments:

		



		

		· [Provide link to Privacy Notice]

		



		

		

		

		







		

		b) The Right of Access

		



		

		

		



		

		Does the processing support this right?

		Yes ☒

		



		

		Comments:

		



		

		· Data subjects can be looked up on an individual basis

· A print out of the information held in SIMS can be obtained

		



		

		

		

		







		

		c) The Right to Rectification

		



		

		

		



		

		Does the processing support this right?

		Yes ☒

		



		

		Comments:

		



		

		· Information can be updated on the system

· Incorrect Personal data can be corrected, but any professional opinion noted is considered to be accurate and cannot be rectified

		



		

		

		

		







		

		d) The Right to Erasure

		



		

		

		



		

		Does the processing support this right?

		Yes ☐

		



		

		Comments:

		



		

		· We have a lawful reason to collect this data

· Data can be permanently deleted by Capita upon request

		



		

		

		

		









		

		e) The Right to restrict Processing

		



		

		

		



		

		Does the processing support this right?

		Yes ☐

		



		

		Comments:

		



		

		· N/A

		



		

		

		

		







		

		f) The Right to Data Portability

		



		

		

		



		

		Does the processing support this right?

		Yes ☐

		



		

		Is the right to data portability relevant to the processing?

		Yes ☐

		



		

		Comments:

		



		

		· N/A

		



		

		

		

		







		

		g) The Right to Object

		



		

		

		



		

		Does the processing support this right?

		Yes ☐

		



		

		Comments:

		



		

		· N/A – processing takes place under a legal obligation

		



		

		

		

		









		

		h) Rights related to automated decision making and profiling

		



		

		

		



		

		Does the processing support this right?

		Yes ☐

		



		

		Is the right to data portability relevant to the processing?

		Yes ☐

		



		

		Comments:

		



		

		· N/A – there will be no automated decision making or automated profiling

		



		

		

		

		







iii. Data Subject consultation



		

		Describe any consultation with Data Subjects over appropriate processing of personal data

		



		

		

		



		

		Has any consultation been undertaken with Data Subjects?

		Yes ☐

		



		

		Comments:

		



		

		· Consultation is not required in this circumstance, as information is being collected for a legal purpose

		



		

		

		

		





Collected for specified, explicit and legitimate purposes 



		

		State the ‘purpose(s)’ for which personal data is being obtained

		



		

		

		

		



		

		Purpose 1

		To record which children are attending the school

		



		

		Purpose 2

		Holistic view of child whilst in education

		



		

		Purpose 3

		To enable appropriate pastoral care

		



		

		Purpose 4

		Create & Maintain the Pupil Record required by law

		



		

		(add additional entries as required)

		





		

		Further processing

		



		

		

		



		

		Confirm that no further use is intended to be made of the data

		☒		



		

		Comments:

		



		

		

		



		

		

		

		







Adequate, Relevant and Limited  



		

		Minimising Personal Data

		



		

		

		



		

		Confirm that the personal data being obtained is a minimal amount necessary to fulfil the purposes above

		☒		



		

		Confirm if any pseudonymisation or anonymisation processes will take place, and if so, describe them below

		☒		



		

		Comments:

		



		

		· Reports can be produced using pseudonymised or anonymised for use by DfE or LAs; for example, the number of children using school transport; number of children from ethnic backgrounds etc  

		



		

		

		

		







Accurate and, where necessary, kept up to date 



		

		Accuracy

		



		

		

		



		

		Confirm that there is a process in place for ensuring that personal data is accurate and is reviewed where necessary

		☒		



		

		Comments:

		



		

		· An annual accuracy check takes place – a print out of personal details, contact details, medical info is given to parents asking them to confirm the details are correct.

		



		

		

		

		







Kept no longer than is necessary 



		

		Retention

		



		

		

		



		

		The process effectively manages retention of personal data and is aligned to the Organisation’s published retention schedule 

		☐		



		

		List the relevant Retention Period(s):

		



		

		SIMS can be contacted to delete the information:

· Secondary school should delete record when child is Date of Birth + 25 years.

· A primary would delete the information when the child transitions to the next school.  

		



		

		

		

		



		

		Comments:

		



		

		

		



		

		

		

		







Appropriate Security 



i. Organisational Controls



a) Procurement 



		

		The Tender process:

		



		

		Based on the risk rating of the data, this is the level of assurance required for the procurement process

		



		

		

		

		



		

		Procurement Assurance requirement

		Stage 1 & 2 (Critical (4))		



		

		

		

		







		

		Contractual Control:

		

		



		

		

		

		



		

		The contract contains the Organisation’s standard contract schedule relating to Information Governance requirements

		☒

		



		

		If the schedule is not in the contract, what equivalent control is in place?

		



		

		· Information handling schedule included with contract

· SIMS maintenance contract and annual licence

· Support desk and system updates

		



		

		

		

		







		

		Contract Term:

		



		

		

		

		

		

		



		

		Start Date:

		

		End Date:

		

		



		

		Optional extension period (years):

		

		



		

		

		

		

		







		

		The Selected Supplier(s) & Accreditation

		



		

		Supplier Name(s) and whether they are accredited to a recognised Code of Practice



		



		

		Supplier Name

		Accredited

		



		

		Capita

		☐

		



		

		

		☐

		



		

		

		☐

		



		

		

		☐

		



		

		(add additional entries as required for framework contracts/ ‘lot’ winners)

		







b) Training



		

		Training in how to securely process the data

		



		

		

		



		

		Confirm that employees (and users where relevant) of the system will receive appropriate training

		☒		



		

		Confirm that comprehensive written guidance will be available to employees and users 

		☒		



		

		Comments:

		



		

		· There are user guides for most areas of SIMS accessed via a central online documentation centre

· The School ensures that employees using the system are appropriately trained.

		



		

		

		

		







c) Policy



		

		Capture issues impacting on Organisational Policy

		



		

		

		



		

		Confirm that the proposal does not impact current Organisational Policy in a way that requires a review of a Policy’s adequacy? (identify affected Policies below)

		☒		



		

		Comments:

		



		

		· 

		



		

		

		

		







ii. Technical Controls



a) Access



		

		Access controls 

		



		

		

		



		

		Confirm that the Access Controls in place will effectively ensure that only those with a valid need to access the data can do so

		☒

		



		

		Confirm that the Access Controls in place will effectively ensure that a management scheme is in place which assigns and reviews appropriate permissions to view, create, amend and delete data

		☒

		



		

		Comments:

		



		

		· There are default permission groups with SIMS and it is also possible in some circumstances to customise these further.

· Staff should have individual accounts to access SIMS with their own login and password; school to ensure that they don’t allow more generic accounts to be used.

· The school must authorise any remote access by the supplier 

		



		

		

		

		







b) Security at Rest



		

		Securing the data within a system 

		



		

		

		



		

		Confirm that appropriate technical security is in place to protect the data at rest from threats appropriate to the security classification of the data

		☒

		



		

		Comments:

		



		

		DELETE AS APPROPRIATE

· For a completely SIMS on premise site, the vast majority of data will be stored locally, with it potentially on backup disks managed by the individual school. If they are using a cloud backup management system, then it will entirely depend on the storage allowance they have available to them that will dictate how much they can backup.

· This is different if the school use Capita Hosted Solution, as all of the SIMS data is storage within the cloud, and typically any data that the school store locally will be down to them to secure.

		



		

		

		

		







c) Security in Transit



		

		Securing the data when transferred from one system to another 

		



		

		

		



		

		Confirm that appropriate technical security is in place to protect the data in transit from threats appropriate to the security classification of the data

		☒

		



		

		Comments:

		



		

		· Capita have secure systems in place for any occasions where we need to collect a copy of a school’s data.

· Capita meets its statutory obligations in regards to the data that the DfE allows to be exported / imported from SIMS.

· Capita’s Partner Support Team works with third parties to ensure security of third party accredited partner access to data held within SIMS and extracted from it.

		



		

		

		

		







Demonstrate Compliance



		

		Records of Processing Activity (ROPA)

		



		

		

		



		

		Have the Organisation’s ROPA entries relating to Information Assets and Data Flows been updated to reflect any change?

		Yes ☒

		



		

		Comments:

		



		

		· SCHOOL MUST ENSURE THAT AN ENTRY FOR SIMS HAS BEEN MADE ON THE ROPA DATABASE

		



		

		

		

		













Transfer outside the EEA



		

		Transfer of Personal Data to Third Countries

		



		

		

		



		

		No personal data is anticipated being transferred to third countries, but the activity manager will refer to the Data Protection Officer for assessment if a need arises 

		☒		



		

		There is an expectation that it may be necessary to transfer personal data to third countries and this activity will meet the required criteria in law (comment below)

		☐		



		

		Comments:

		



		

		· 

		



		

		

		

		













Risk Management



		#

		Risk Ref

		Risk Description

		Mitigating Control(s)

		Likely

		Impact

		Score



		1

		Sharing		Personal data and special categories of personal data of both employees and Essex citizens could be compromised if inappropriately shared or the database is not accessed by an approved user. This will cause potential loss of reputation to school and the possibility of actions taken by the regulator as defined under article 58 of GDPR.  

		· Training and guidance to be available for all users

· User access will be controlled/approved by the system administrator for the school

· Access controls (Read only/Edit/Write) are required to restrict access to certain functionality 

· Functionality must be recorded in Records Of Processing Activity 

		Select		Select		Select

		2

		Sharing		Official Sensitive information regarding the school’s vulnerabilities and risks could be compromised if inappropriately shared or the database is not accessed by an approved user. This will cause potential loss of reputation to school and the possibility of actions taken by the regulator as defined under article 58 of GDPR.

		· Training and guidance to be available for all users

· User access will be controlled/approved by the system administrator for the school

· Access controls (Read only/Edit/Write) are required to restrict access to certain functionality 

· Functionality must be recorded in Records Of Processing Activity

		Select		Select		Select

		3

		GDPR		Some of information held within the database does not have a defined retention period, this would breach principle 1(e) of GDPR, action may be taken against the school by the regulator as defined under article 58 of GDPR

		· Retention periods for the data held within the ROPA database will need to be defined.

		Select		Select		Select

		4

		<Select>		

		· 

		Select		Select		Select

		5

		<Select>		

		· 

		Select		Select		Select

		6

		<Select>		

		· 

		Select		Select		Select





		Linked to Risk Register Information Risks



		GDPR

		Non-compliant with GDPR implementation



		Malware

		Threat from malicious links/ attachments



		Process

		Information is lost/ processed in a non-compliant manner due to gaps in processes and poor controls



		Purchasing

		Limited governance over low spends allows PIA process bypass



		Sharing

		Sharing information inappropriately or illegally due to immature technology or understanding of legislation



		Supplier

		Suppliers breach Privacy Law due to poor information handling practices/ IT security



		Training

		Breach of IG policies and guidance due to lack of visibility, communication and training







		In accordance with the Risk Treatment Process

		Impact



		Score

		Risk Class

		

		

		

		Minor (1)

		Moderate (2)

		Major (3)

		Critical (4)



		1

		Minor

		

		Likely

		Critical (4)

		Medium

(4)

		High

(8)

		Very High

(12)

		Very High

(16)



		2

		Moderate

		

		

		Major (3)

		Medium

(3)

		High

(6)

		High

(9)

		Very High

(12)



		3

		Major

		

		

		Moderate (2)

		Low

(2)

		Medium

(4)

		High

(6)

		High

(8)



		4

		Critical

		

		

		Minor (1)

		Low

(1)

		Low

(2)

		Medium

(3)

		Medium

(4)









Attachments



Please embed relevant documents below. 

This section and the documents within will not be routinely published with the DPIA. 



		

		

		

		



		

		Document

		Title/ Summary

		



		

		

		



		

		Information Governance (Privacy Notice/ Consent Form)
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		Project (including Business Case, PIDs etc)
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		Design (including Specification, High level, Low level, network diagrams etc)
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		Procurement (including IG evaluation(s), Contract/ Agreement) 
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Reviews



		

		Regularity of Reviews

		



		

		

		



		

		The processing does not meet the criteria requiring a review

		☐		



		

		A timetable for reviewing the processing has been identified, taking into account the intended length of the activity and the risk rating 

		☒		



		

		Comments:

		



		

		· The system will be reviewed annually to ensure any changes to the system, or new applications that may have been added are included in the PIA

		



		

		

		

		







Review Outcomes



		

		Review 1

		



		

		Where items below cannot be ticked, explain why in the comments and explain what action is to be taken



		



		

		Date Review Undertaken: 

		

		



		

		Confirm that the processing as initially approved in this assessment remains unchanged

		☐		



		

		All mitigations remain in place and are effective and appropriate to the level of risk  

		☐		



		

		No further action is required as a result of the review

		☐		



		

		Comments:

		



		

		· 

		



		

		

		

		







		

		Review 2

		



		

		Where items below cannot be ticked, explain why in the comments and explain what action is to be taken



		



		

		Date Review Undertaken: 

		

		



		

		Confirm that the processing as initially approved in this assessment remains unchanged

		☐		



		

		All mitigations remain in place and are effective and appropriate to the level of risk  

		☐		



		

		No further action is required as a result of the review

		☐		



		

		Comments:

		



		

		· 

		



		

		

		

		







Approvals 



		Stage 1 – Requirements Approval (IGIA Stage)



		Function/Role

		Officer Approving (Name)

		Date

		Comments



		Role 1

		

		

		· 



		Role 2

		

		

		· 



		



		Stage 2 – Design Approval (LLD Stage)



		Function/Role

		Officer Approving (Name)

		Date

		Comments



		Role 1

		

		

		· 



		Role 2

		

		

		· 



		



		DPO Sign-off (Design approval – if required)



		Function

		Officer Approving (Name)

		Date

		Comments



		DPO

		

		

		· 



		



		Stage 3 – Build & Test Approval (All IG mitigations have been delivered in the live solution)



		Function/Role

		Officer Approving (Name)

		Date

		Comments



		Role 1

		

		

		· 



		Role 2

		

		

		· 



		



		DPO Sign-off (Build & Test Approval – if required)



		Function

		Officer Approving (Name)

		Date

		Comments



		DPO

		

		

		· 



		



		SIRO Sign-off (Build & Test Approval – if required)



		Function

		Officer Approving (Name)

		Date

		Comments



		SIRO

		

		

		· 
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Intro

		About this Document:

		This document is designed to help you capture details about the personal data you process. This will help you to create and raise awareness among your employees about who is responsible for the data and how it should be obtained, stored and shared. It will therefore become a document that relevant employees should have access to as it will guide them in how the Organisation expects them to undertake their duties.

		It will also help you fulfil your legal requirement to be able to explain fully to the regulator - should they have involvement with your Organisation – what information you process, why you process it and how you process it. Failure to be able to evidence your understanding of this may leave you open to criticisms about your compliance with privacy law and may lead to regulatory action.



		Summary

		This sheet allows you to set a review period – a target date by which all the content in this document should be revisited and checked to see whether it still accurate. It also presents ‘at-a-glance’ information about how up to date and complete the information is to help you focus your review activity.



		IAR (Information Asset Register)

		This sheet gives you the opportunity to identify the categories of information that you hold. Where you have the same information but it held in different formats (e.g. data held on paper files but also input into a database or other system) you are encouraged to record these differences as separate assets. This will help you record your processing activities in with greater accuracy.



		DFM (Data Flow Mapping)

		This sheet allows you set rules about how you should expect to receive personal data, how you should share the data, with whom, and explain how the law allows you to do this. You should make sure that ‘Data Flows’ are cross-referenced to a relevant ‘Asset’ so that you can create a complete picture of how personal data is managed.



		Validation

		This sheet allows you to change some of the ‘drop-down’ box options in other parts of the document to suit how you want to record your activity.











Summary

		Information Asset & Data Lifecycle Register: Performance Data 

		All Assets and Flows must be reviewed within the following period of days																365

				Information Assets

		Quantity		Number of Assets identified								23

		Quality		Number of incomplete Assets								20		%		87

		Roles		Number of Assets without Owners								20		%		87

		Review		Not reviewed within target period								0		%		0

				Data Lifecycle Mapping

		Quantity		Number of Flows identified								3

		Quality		Number of incomplete Flows								0		%		0

		Risk		Number of High Risk Flows identified								0		%		0

		Risk		Number of external flows (outgoing)								0		%		0

		Review		Not reviewed in over a year								0		%		0



&G




IAR

		Information Asset Register																																						Formulas 

		IAR ID

Author: A reference number which uniquely identifies each Asset. Consider whether the referencing system needs to identify flows across multiple organisations under a single DPO's management.

		Org 1

Author: Use the Org 1 list on the Validation tab to identify the major divisions/ departments within the Organisation and select the relevant one from the drop down below
		Org 2

Author: Use the Org 2 list on the Validation tab to identify the major sub-divisions/ teams within the Organisation and select the relevant one from the drop down below

		Title

Author: Enter the name of a System or a descriptive title for the process or activity 
		Date Reviewed

Author: Enter the date when this Flow was last reviewed in order to track when future reviews are due
		Review Status

Author: Data in this column is calculated. Do not overwrite.
		Format

Author: Select the relevant option to describe the format in which the Asset holds the data
		Owner

Author: What is the name of the employee who has Ownership responsibility for the Asset?
		Owner Role

Author: What is their Job Title?
		Manager

Author: What is the name of employee with responsibility for day-to-day management of the Asset?
		Manager Role

Author: What is their Job Title?
		Additional Information

Author: Provide any additional useful information to better describe the Asset
		Related Security Incidents 

Author: Enter the reference number of any security incident(s) related to a particular asset
		Classification

Author: What is the security classification of the data held within the Asset?
		Retention

Author: What is the reference number from the Retention Schedule of the Retention rule which applies to the data in this Asset?
		Status

Author: Select the option which best described the current usage status of the Asset
		Date Discontinued/ Deleted

Author: If the Asset has been discontinued enter the date when usage ceased. If the Asset has been deleted, enter the date of deletion.
		Recording Status				Required 1		Required 2		Required 3		Required 4		Required 5		Required 6		Required Total		Asset ID Check		Decision				Review Days		Last Review? Y/N		Days if Valid				Blank Owner

		IAR001		Dept 1		Team 1		Pupil Records (SIMs, RM etc.)				No Date		System														Official-Sensitive		5.1		<Select>				Incomplete				1		0		0		1		1		0		3		1		3				43171		0		0				No Owner		No Owner

		IAR002		<Select>		<Select>		Pupil Records				No Date		Paper														Official-Sensitive		5.1		<Select>				Incomplete				1		0		0		1		1		0		3		1		3				43171		0		0				No Owner		No Owner

		IAR003		<Select>		<Select>		Employee Records		3/1/18		In Date		Digital Docs		Name		HT		Name		Office manager		Stored on secure folder on the IT network with restricted access. 				Official-Sensitive		2.2		Active				Complete				1		1		1		1		1		1		6		1		6				11		1		11				Owner		Owner

		IAR004		<Select>		<Select>		Employee Records		3/1/18		In Date		Paper		Name		HT		Name		Office manager		Stored in locked filing cabinet in HT office				Official-Sensitive		2.2		Active				Complete				1		1		1		1		1		1		6		1		6				11		1		11				Owner		Owner

		IAR005		<Select>		<Select>		Special Educational Needs (SEN) Records				No Date		Paper														Official-Sensitive		5.3		<Select>				Incomplete				1		0		0		1		1		0		3		1		3				43171		0		0				No Owner		No Owner

		IAR006		<Select>		<Select>		Attendance Records				No Date		Digital Docs														Official		5.2		<Select>				Incomplete				1		0		0		1		1		0		3		1		3				43171		0		0				No Owner		No Owner

		IAR007		<Select>		<Select>		Behavioural Incident Records				No Date		Digital Docs										(Instances of breaches of school rules, e.g. Bullying, Racism, Violence etc)				Official-Sensitive		5.4		<Select>				Incomplete				1		0		0		1		1		0		3		1		3				43171		0		0				No Owner		No Owner

		IAR008		<Select>		<Select>		Medical Treatment Records				No Date		Paper														Official-Sensitive		5.4		<Select>				Incomplete				1		0		0		1		1		0		3		1		3				43171		0		0				No Owner		No Owner

		IAR009		<Select>		<Select>		Employee Timesheets				No Date		Digital Docs														Official		5.4		<Select>				Incomplete				1		0		0		1		1		0		3		1		3				43171		0		0				No Owner		No Owner

		IAR010		<Select>		<Select>		School Library Records				No Date		Digital Docs														Official		5.4		<Select>				Incomplete				1		0		0		1		1		0		3		1		3				43171		0		0				No Owner		No Owner

		IAR011		<Select>		<Select>		Records of Education Assessments, Attainments & Predictions				No Date		System										(e.g. Target Tracker)				Official		5.1		<Select>				Incomplete				1		0		0		1		1		0		3		1		3				43171		0		0				No Owner		No Owner

		IAR012		<Select>		<Select>		Child Protection files		3/1/18		In Date		Paper		Name designated safeguardingperson: e.g. Fred B		Designated safeguarding Officer		George B		Headteacher		CP files held in locked  cabinet in HT office and SIMS/school IMS				Official-Sensitive		5.1		Active				Complete				1		1		1		1		1		1		6		1		6				11		1		11				Owner		Owner

		IAR013		<Select>		<Select>		Safeguarding files				No Date		Paper														Official-Sensitive		5.1		<Select>				Incomplete				1		0		0		1		1		0		3		1		3				43171		0		0				No Owner		No Owner

		IAR014		<Select>		<Select>		Exclusion Records				No Date		Digital Docs														Official-Sensitive		5.4		<Select>				Incomplete				1		0		0		1		1		0		3		1		3				43171		0		0				No Owner		No Owner

		IAR015		<Select>		<Select>		Admissions Records				No Date		Digital Docs														Official		5.1		<Select>				Incomplete				1		0		0		1		1		0		3		1		3				43171		0		0				No Owner		No Owner

		IAR016		<Select>		<Select>		Setting/ Streaming Records				No Date		Digital Docs														Official		5.4		<Select>				Incomplete				1		0		0		1		1		0		3		1		3				43171		0		0				No Owner		No Owner

		IAR017		<Select>		<Select>		Pupil Photographs				No Date		Paper										(If held separately from Pupil Record)				Official		1.3		<Select>				Incomplete				1		0		0		1		1		0		3		1		3				43171		0		0				No Owner		No Owner

		IAR018		<Select>		<Select>		Emergency Contact Lists				No Date		Digital Docs														Official		5.1		<Select>				Incomplete				1		0		0		1		1		0		3		1		3				43171		0		0				No Owner		No Owner

		IAR019		<Select>		<Select>		Governor Meeting Records				No Date		Paper														Official-Sensitive		1.1		<Select>				Incomplete				1		0		0		1		1		0		3		1		3				43171		0		0				No Owner		No Owner

		IAR019		<Select>		<Select>		Governor Meeting Records				No Date		Digital Docs														Official-Sensitive		1.1		<Select>				Incomplete				1		0		0		1		1		0		3		1		3				43171		0		0				No Owner		No Owner

		IAR020		<Select>		<Select>		Governor Personal Records				No Date		Paper														Official		1.1		<Select>				Incomplete				1		0		0		1		1		0		3		1		3				43171		0		0				No Owner		No Owner

		IAR020		<Select>		<Select>		Governor Personal Records				No Date		Digital Docs														Official		1.1		<Select>				Incomplete				1		0		0		1		1		0		3		1		3				43171		0		0				No Owner		No Owner

		IAR021		<Select>		<Select>		CCTV Recordings		3/1/18		In Date		Digital Docs														Official-Sensitive		4.1		<Select>				Incomplete				1		1		0		1		1		0		4		1		4				11		1		11				No Owner		No Owner

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

				<Select>		<Select>						No Date		<Select>														<Select>				<Select>								0		0		0		0		0		0		0		0		No Asset				43171		0		0				No Owner		0

																																								Quality																				Overdue								Owner

		Only enter data above this area. Please create additional rows above this area if more records are required, including data from hidden columns.
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DFM

		Data Flow Mapping

		Summary Details																														Security Incidents		Received from/ Sent to:								Transfer Method																																		Controls																Recording Status				Formulas

		Flow ID

Author: A reference number which uniquely identifies each flow. Consider whether the reference should relate to an Asset. Consider whether the referencing system needs to identify flows across multiple organisations under a single DPO's management.
		Org 1

Author: Use the Org 1 list on the Validation tab to identify the major divisions/ departments within the Organisation and select the relevant one from the drop down below
		Org 2

Author: Use the Org 2 list on the Validation tab to identify the major sub-divisions/ teams within the Organisation and select the relevant one from the drop down below
		Date Reviewed

Author: Enter the date when this Flow was last reviewed in order to track when future reviews are due
		Review Status

Author: Data in this column is calculated. Do not overwrite.

		Flow Title

Author: Enter a title for the Flow
		Asset ID

Author: Enter the reference number of the Asset where the data is stored (or if it is stored in more than one Asset - where it originates, ensuring related Assets are referred to in the Notes field)
		Classification

Author: What is the security classification of the data?
		Send/ Receive

Author: Is the data being sent outside the Organisation? If so it is 'Outbound'. Or is the data received from an external party? If so it is 'Inbound'
		Internal/ External

Author: Does the data flow entirely within the organisation ('Internal') or does it leave the organisation ('External')?
		Condition 
(Personal Data)

Author: If the data within the Flow is Personal Data (and not a Special Category of Personal Data) then select which condition allows you to process it in the way you do. Select 'N/A' if the does not contain standard Personal Data
		Condition 
(Special Category)

Author: If the data within the Flow is a Special Category of Personal Data (and not just standard Personal Data) then select which condition allows you to process it in the way you do. Select 'N/A' if the does not contain Special Category Personal Data

		Volume

Author: When the data is sent internally or externally does it relate to only an individual at a time ('Ad hoc') or does it relate to multiple individuals at aa time ('Bulk')?
		Frequency

Author: How frequently does the Flow occur?
		Notes

Author: Add any additional information about the Flow here to ensure there is enough data to establish a risk rating
		Related Security Incidents

Author: Enter the reference number of any security incident(s) related to a particular flow

		Internal		External						Auto System						Manual System						Email								Fax				Post/ By Hand						Encrypt?		Text		PIA				Notice		Info Sharing Protocol				Contract				Risk Rating

																																		Who?

Author: Who does the data Flow to internally? This could be a team or an individual's role title
		Who?

Author: Who does the data flow to externally or who is it received from? This could be the name of another Organisation or Supplier or a category of recipient.
		Where?

Author: Where is the external party based?
		Ext to EEA

Author: Is the data Flowing to or from nations outside the European Economic Area? (The EU Member States plus Norway, Iceland & Lichtenstein). If so, where?
		Yes

Author: Is data transferred from one system to another automatically (i.e. without a user needing to do anything to perform the transfer)?		Name

Author: What is the name of the system transfer process?
		Secure?

Author: If an automated transfer does take place, is this method secure? 
		Yes

Author: Does a user take steps to transfer data from one system to another?
		Name

Author: What is the name of the system to which the data is being transferred or the process by which the transfer works?
		Secure?

Author: Is this method of transfer secure?
		Yes

Author: Does the Flow happen via email?		PSN?

Author: If email is used, is this done via PSN (Public Sector Network) Secure Email?
		Secure?

Author: If email is used and PSN email is not, is there a specific secure email facility used?
		P/Word Protect

Author: If email is in use but no secure email facility, is sensitive data secured in password protected attachments?
		Yes

Author: Does the data Flow via fax?
		Safe Haven

Author: If Fax is in use, is sensitive data managed under the Safe Haven procedures?
		Yes

Author: Does the data Flow via physical hard-copy transfer? This includes items like disks and memory sticks being manually transferred
		Provider

Author: If data is posted, is this done by a third party provider (e.g. Royal Mail)?
		Service

Author: If post is used and a supplier is involved, what level of security service is routinely used?
		Yes

Author: Is digital data encrypted when transferred either on password protected media or when sent over the internet?
		Yes

Author: Does the data Flow via standard Text Messaging?
		Yes/No

Author: Is there a Privacy Impact Assessment is place for this activity covering the security of the related data Flows?
		Ref

Author: If an Assessment is in place, what is the reference number?
		In Place

Author: Is there a Privacy Notice is place which meets the requirements of the GDPR?
		Yes/No

Author: If the Flow relates to data shared with partner Organisations, has the legality of this been agreed through an Information Sharing Protociol?
		Published?

Author: If an ISP has been agreed, is it published?
		Yes/No

Author: Is the activity managed under a signed contract which includes appropriate treatment of Information Governance issues
		Ref

Author: If a contract is in place, what is its reference number?
								Required 1		Required 2		Required 3		Required 4		Required 5		Required 6		Required 7		Required Total		Asset ID Check		Decision				Review Days		Last Review? Y/N		Days if Valid

		DLM001		Dept 1		Team 1		3/1/18		In Date		Admissions Data		IAR015		Official-Sensitive		Inbound		External		6(1)(c) Legal obligation		9(2)(g) Substantial Public Interest		Bulk		Annually								Parents/ Guardians		Within the County				<Select>				<Select>		<Select>				<Select>		Yes		<Select>		<Select>		<Select>		<Select>		<Select>		Yes		Yes		Standard		<Select>		<Select>		<Select>				Yes		<Select>		<Select>		<Select>				Minor		Complete				1		1		1		1		1		1		1		7		1		7				11		1		11

		DLM002		<Select>		<Select>		3/1/18		In Date		CP records received		IAR003		Official-Sensitive		Inbound		External		6(1)(c) Legal obligation		9(2)(g) Substantial Public Interest		Adhoc		As & When		Generally received from police, social services, MASH, etc				HT/DSL								<Select>				<Select>		Yes				Yes		Yes		<Select>		<Select>		Yes		<Select>		<Select>		Yes		Yes		Signed For		<Select>		<Select>		<Select>				Yes		<Select>		<Select>		<Select>				Critical		Complete				1		1		1		1		1		1		1		7		1		7				11		1		11

		DLM003		<Select>		<Select>				No Date		CP records shared				<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>														<Select>				<Select>		<Select>				<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>				<Select>		<Select>		<Select>		<Select>				<Select>		Incomplete				0		1		0		0		0		0		0		1		1		1				43171		0		0

				<Select>		<Select>				No Date						<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>														<Select>				<Select>		<Select>				<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>				<Select>		<Select>		<Select>		<Select>				<Select>						0		0		0		0		0		0		0		0		0		No Asset				43171		0		0

				<Select>		<Select>				No Date						<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>														<Select>				<Select>		<Select>				<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>				<Select>		<Select>		<Select>		<Select>				<Select>						0		0		0		0		0		0		0		0		0		No Asset				43171		0		0

				<Select>		<Select>				No Date						<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>														<Select>				<Select>		<Select>				<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>				<Select>		<Select>		<Select>		<Select>				<Select>						0		0		0		0		0		0		0		0		0		No Asset				43171		0		0

				<Select>		<Select>				No Date						<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>														<Select>				<Select>		<Select>				<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>				<Select>		<Select>		<Select>		<Select>				<Select>						0		0		0		0		0		0		0		0		0		No Asset				43171		0		0

				<Select>		<Select>				No Date						<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>														<Select>				<Select>		<Select>				<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>				<Select>		<Select>		<Select>		<Select>				<Select>						0		0		0		0		0		0		0		0		0		No Asset				43171		0		0

				<Select>		<Select>				No Date						<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>														<Select>				<Select>		<Select>				<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>				<Select>		<Select>		<Select>		<Select>				<Select>						0		0		0		0		0		0		0		0		0		No Asset				43171		0		0

				<Select>		<Select>				No Date						<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>														<Select>				<Select>		<Select>				<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>				<Select>		<Select>		<Select>		<Select>				<Select>						0		0		0		0		0		0		0		0		0		No Asset				43171		0		0

				<Select>		<Select>				No Date						<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>														<Select>				<Select>		<Select>				<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>				<Select>		<Select>		<Select>		<Select>				<Select>						0		0		0		0		0		0		0		0		0		No Asset				43171		0		0

				<Select>		<Select>				No Date						<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>														<Select>				<Select>		<Select>				<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>				<Select>		<Select>		<Select>		<Select>				<Select>						0		0		0		0		0		0		0		0		0		No Asset				43171		0		0

				<Select>		<Select>				No Date						<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>														<Select>				<Select>		<Select>				<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>				<Select>		<Select>		<Select>		<Select>				<Select>						0		0		0		0		0		0		0		0		0		No Asset				43171		0		0

				<Select>		<Select>				No Date						<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>														<Select>				<Select>		<Select>				<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>				<Select>		<Select>		<Select>		<Select>				<Select>						0		0		0		0		0		0		0		0		0		No Asset				43171		0		0

				<Select>		<Select>				No Date						<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>														<Select>				<Select>		<Select>				<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>				<Select>		<Select>		<Select>		<Select>				<Select>						0		0		0		0		0		0		0		0		0		No Asset				43171		0		0

				<Select>		<Select>				No Date						<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>														<Select>				<Select>		<Select>				<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>				<Select>		<Select>		<Select>		<Select>				<Select>						0		0		0		0		0		0		0		0		0		No Asset				43171		0		0

				<Select>		<Select>				No Date						<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>														<Select>				<Select>		<Select>				<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>				<Select>		<Select>		<Select>		<Select>				<Select>						0		0		0		0		0		0		0		0		0		No Asset				43171		0		0

				<Select>		<Select>				No Date						<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>														<Select>				<Select>		<Select>				<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>				<Select>		<Select>		<Select>		<Select>				<Select>						0		0		0		0		0		0		0		0		0		No Asset				43171		0		0

				<Select>		<Select>				No Date						<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>														<Select>				<Select>		<Select>				<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>				<Select>		<Select>		<Select>		<Select>				<Select>						0		0		0		0		0		0		0		0		0		No Asset				43171		0		0

				<Select>		<Select>				No Date						<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>														<Select>				<Select>		<Select>				<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>				<Select>		<Select>		<Select>		<Select>				<Select>						0		0		0		0		0		0		0		0		0		No Asset				43171		0		0

				<Select>		<Select>				No Date						<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>														<Select>				<Select>		<Select>				<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>				<Select>		<Select>		<Select>		<Select>				<Select>						0		0		0		0		0		0		0		0		0		No Asset				43171		0		0

				<Select>		<Select>				No Date						<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>														<Select>				<Select>		<Select>				<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>		<Select>				<Select>		<Select>		<Select>		<Select>				<Select>						0		0		0		0		0		0		0		0		0		No Asset				43171		0		0
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Description of Security Measures employed to safeguard the processing of Personal Data


1. Organisational



a. Policies & Documented Procedures



[Your approach to developing policy and procedures, approving, publishing and reviewing]



[Example:] Policies relating to information governance issues are drafted by employees with detailed knowledge of legal requirements and the Organisation’s processes. All policies have documented review dates and ownership is assigned. Reviews are held ahead of the expiry date or sooner where there is an identified issue. All policies follow a governance route for approval. Key policies are published to the organisation’s website for transparency.



b. Roles



[Confirm that key roles are assigned, including DPO, SIRO etc and include role profiles]



[Example:] The organisation has a named Data Protection Officer who is [Insert name]. This Officer executes the role by reporting the outcome of statutory process to [Insert name] who acts as the organisation’s Senior Information Risk Owner.



c. Training



[Induction training and refresher training. Training needs identification and reviews. Monitoring of mandatory training]



[Example:] The organisation regularly reviews our employee roles to ensure that training and awareness messages are appropriate to the nature and sensitivity of the data processing undertaken. Induction processes ensure new employees receive appropriate training before accessing personal data, and all other employees receive refresher training annually. All training received is documented for evidence purposes.



d. Risk Management & Privacy by Design



[Risk assessments and Risk Register. Review of risks. Privacy Impact Assessment process. Approval. Reviews]



[Example:] The organisation identifies information compliance risks on its risk register. Risks are assigned clear ownership, rated against a consistent schema, appropriate mitigations are identified and are annually reviewed.



e. Contractual Controls



[Standard contract clauses. Policy requirements for suppliers. Procurement process. Non-Disclosure Agreements]



[Example:] All Data Processors handling personal data on behalf of the organisations have given assurances about the compliance of their processes; either through procurement assurances/ evidence, contractual agreement controls, risk assessments or supplementary statements. 



f. Physical Security



[Provisions for restricting access to the premises. Restricting access to paper records and data storage hardware]



[Example:] All employees or contractors who have access to our premises where personal data is processed are provided with Identity Cards which validate their entitlement to access. The organisation operates processes which ensure only those individuals who have an entitlement to access premises are able to. Access to physical storage holding sensitive personal data is further restricted either through lockable equipment with key or code control procedures or through auditable access to specific rooms/ areas of buildings. 



g. Security Incident Management



[Policy and process around incident management]



[Example:] The organisation maintains a security incident process which, with the support of appropriate training, defines what constitutes a breach of these security measures to facilitate reporting of incidents. The process covers investigation of incidents, risk rating and decisions over whether to notify an incident to the Information Commissioner’s Office (ICO) within the statutory timescale. Incidents are reported to senior leaders and actions are consistently taken and lessons learned implemented.



2. Technical



a. Data at Rest



i. Use of Hosting Services



[Confirm if data is hosted by a 3rd party and in which country their datacentres are located. Their basic provisions for securing data]



[Example:] Some personal data is processed externally to the organisation’s managed environment by third parties in data centres under agreed terms and conditions which evidence appropriate security measures.



ii. Firewalls



[Whether you have data protected by maintained firewalls]



[Example:] Access to the Organisation’s managed environment is protected by maintained firewalls. Business needs to provide access through the firewall go through a strictly documented change control process which include risk assessment and approval.



iii. Administrator Rights



[The management of accounts which have high levels of control over the data and other accounts]



[Example:] Enhanced privileges associated with administrator accounts are strictly managed. Administrator activities are logged and auditable to ensure activity can be effectively monitored.



iv. Access Controls



[The management of who can access what data and how their activities are controlled]



[Example:] Access permissions to personal data held on IT systems is managed through role based permissions. Managers of appropriate seniority inform IT professionals of additions, amendments and discontinuation of individual accounts within permission groups. Managers are periodically required to confirm that current permissions for which they are the authoriser and employees associated with these permissions are accurate.



v. Password Management



[Statement on password complexity and frequency of change]



[Example:] The organisation requires a mandatory password complexity combination of minimum length and characters, plus a required change of password after 90 days. 



vi. Anti-Malware & Patching



[Statement on how software is maintained to reduce external threats]



[Example:] The organisation has a documented change control process which facilitates the prompt implementation of any security updates provided by the suppliers of active software products.



vii. Disaster Recovery & Business Continuity



[Confirm that arrangements are in place to continue delivery of services in the event of a major disruption, and recovery plans]



[Example:] As part of the organisation’s business continuity plan, there is provision to ensure effective processes are in place to both safeguard personal data during a service outage incident and to re-establish secure access to the data to support data subject rights in ongoing service provision.



b. Data in Transit



i. Secure email



[Availability of specialist email services to securely transfer data]



[Example:] The organisation has access to secure email software for communicating with some third parties where licensing agreements permit this. Sensitive data will be sent using such tools where available. Where software is not available a system of password protecting sensitive data in email attachments is employed.



ii. Secure Websites



[Use of secure features of websites which allow you to upload and download data securely]



[Example:] The organisation has access to third party websites which allow for secure upload of personal data. The organisation uses these facilities to fulfil statutory obligations to report personal data to other public authorities.



iii. Encrypted Hardware



[Use of encryption on portable hardware such as laptops, tablets, mobile phones, memory sticks, hard-drives etc]



[Example:] Devices which store or provide access to personal data are secured by password access. Removable media such as memory sticks are encrypted.



iv. Hard-Copy Data



[Steps taken to secure paper records in transit]



[Example:] The removal of personal data in hard-copy form is controlled by organisational policy which requires employees to take steps to conceal the data and appropriately secure the data during transport.



These security measures are reviewed annually and approved as accurate and appropriate by the organisation’s governance process.
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Job Profile



Role Title: Senior Information Risk Owner

Grade: [TBC]



		The Role:







· The role of the Senior Information Risk Owner (SIRO) was created to provide board-level accountability and greater assurance that information risks are addressed. The SIRO ensures that information risks are treated as a priority for business outcomes. The SIRO also plays a vital role in getting their organisation to recognise the value of its information enabling them to use it effectively.



· The SIRO as an executive-level champion: Information assets are integral to the functioning of any modern business and essential to delivering corporate objectives. By understanding, addressing and capitalising on the risks and facing an organisation’s information assets, a SIRO can ensure services are delivered efficiently and with greater value for money. 



· The SIRO as a champion of governance: The SIRO role is an integral part of any organisation’s Information Governance Framework. As the SIRO is accountable to the Executive for risks they should actively work with relevant experts and other organisations to determine the most effective and proportionate information control measures.



· The SIRO as a champion for cultural change:  The SIRO plays a pivotal role in championing a culture which is resilient, adaptable and open to change in order to effectively deliver business priorities.





		Key Accountabilities:









· As SIRO, you manage information risk from a business not a technical perspective. 



· You focus on the strategic information risks related to the delivery of corporate objectives. This means you take a holistic approach to information risk across the supply chain and manage it in line with the organisation’s risk appetite. 



· To achieve this, you work with the Leadership Team to: 

· Establish an information risk strategy which allows assets to be exploited and risks to be managed effectively 

· Identify business-critical information assets and set objectives, priorities and plans to maximise the use of information as a business asset 

· Establish and maintain an appropriate risk appetite with proportionate risk boundaries and tolerances. 



· You also work with your colleagues inside and outside your organisation to: 

· Establish an effective Information Governance Framework 

· Act as the champion for information risk within your organisation, being an exemplar for all staff and encouraging the Leadership Team to do likewise 

· Build networks with peers and organisations that can provide essential support and knowledge exchange services 

· Ensure compliance with regulatory, statutory and organisational information security policies and standards 

· Ensure all staff are aware of the necessity for information assurance and of the risks affecting the organisation’s corporate information 

· Establish a reporting and learning culture to allow the organisation to understand where problems exist and develop strategies (policies, procedures and awareness campaigns) to prevent problems occurring in the future.





		Knowledge, skills & experience:







· Strong knowledge of information legislation and best practice. 



· Experience of working with information legislation and risk management in the Public Sector.



· Relevant qualifications in Information Law / Information Governance / Risk Management. 



· Understanding of Information Risk Management including horizon scanning for emerging risks, and route cause analysis. 



· Good communication and interpersonal skills in order to liaise with staff at all levels, including Leadership level, and build lasting and productive relationships with internal and external stakeholders. 
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Job Profile



Role Title: Data Protection Officer

Grade: [TBC]



		The Role:







This role is aligned to the implementation of the requirements of one of the biggest changes to Information Laws since the introduction of Freedom of Information Laws in 2000. The General Data Protection Regulation (2016) (GDPR) requires entities that process Personal Data to have a series of controls and processes in place. One of these requirements, as outlined in Articles 37-39 of the Regulation, is to have a defined Data Protection Officer for the organisation. 



The Data Protection Officer will be responsible for advising and monitoring the business’s compliance with the GDPR, including performance of other formal duties as defined by the GDPR. 



The Data Protection Officer applies knowledge and experience to assist the organisation in delivering services to both internal and external customers. 



		Key Accountabilities:







· Working with the organisation to ensure compliance with their obligations under the General Data Protection Regulation and any relevant UK legislation;



· Working with organisation to monitor compliance with the Regulation, with relevant supporting UK legislation and with relevant organisational policies in relation to the protection of personal data. 



· Report on the status of compliance with the Regulation to the Leadership Team and other stakeholder scrutiny groups, including briefing on specific matters for their review. 



· Working with the organisation to oversee and assist in staff awareness-raising and training both online and face to face where required.



· Acting as a key stakeholder for any and all Data Protection related audits and compliance reviews, completed both internally and externally.



· Working with the organisation to provide advice and review of data protection impact assessments where required and monitoring their ongoing implementation and review. This includes acting as the formal sign off of any assessments meeting the criteria. 



· Working with the organisation to investigate and process adverse incidents ensuring that any incidents that require notification to the Data Subject and/ or Supervisory Authority are completed within the 72 hour timeframe. 



· Working with the organisation to advise on any Information Sharing Protocols looking to be established and shared as part of the organisation’s membership of the Whole Essex Information Sharing Framework (WEISF). 



· Cooperate with the Supervisory Authority (currently the Information Commissioner’s Office). 



· Act as the contact point for the supervisory authority on issues relating to the organisation processing of Personal Data and compliance with the GDPR and working with the organisation to resolve these. 



· Act as the contact point for data subjects on issues and queries relating to the organisation’s processing of Personal Data and compliance with the GDPR and working with the organisation to resolve these.



· Lead on any prior consultation needed with the supervisory authority for any organisational processing of Personal Data where required and to support the organisation and supervisory authority in this process. 



· Liaise with the Leadership Team regarding Data Protection & any other information governance matters. 



· Develop and maintain own skills and expertise to keep up with current requirements of the Regulation and supporting legislation.



· Build strong relationships with other Data Protection Officers to encourage the sharing of knowledge, best practice and reliable information sharing arrangements.



		Knowledge, skills & experience:







· Strong knowledge of Data Protection legislation, specifically the General Data Protection Regulation 2016 and any supporting legislation. 



· Practical knowledge of Data Protection compliance including best practice. 



· Experience working with Data Protection in the Public Sector or experience working with complex legal matters and being able to decipher them simply for other audiences. 



· Relevant qualifications in Data Protection Law and/or Information Law / Information Governance that covers the General Data Protection Regulation 2016. 



· Understanding of Information Risk Management including horizon scanning for emerging risks, reporting and analysis and route cause analysis. 



· Good communication and interpersonal skills in order to liaise with staff at all levels, including Board level, and build lasting and productive relationships with internal and external stakeholders. 
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Addendum to relevant Job Profile



Job Title: 	Information Champion

Grade:	[TBC]



The Role



Information Champions play a key role in ensuring that [INSERT ORG NAME] maintains an effective framework for managing information, enabling business needs to be met within an agile and flexible environment and allowing us to work closely with partners, exchanging information legally, safely and securely.

Through their presence on the [NAME OF BOARD] Information Champions recommend to the Leadership Team decisions on policy or procedural issues.  Individually they consider the practical effects on their functions’ business practices of proposals for new or changed policies, standards, procedures and guidance focussed on the management or handling of information then, jointly, make recommendations to the Leadership Team.  They also address concerns about, and support their function in, the application of the Information Governance framework to encourage compliance with information-related legislation and regulations.

They provide appropriate support to their Function’s Leadership Team and all function staff to facilitate compliance across the function with information-related legislation and regulations including, but not limited to, the Data Protection Act 1998, the General Data Protection Regulations 2016the Human Rights Act 1998, the Freedom of Information Act 2000, Environmental Information Regulations 2004, Caldicott Principles and the Department of Health’s Information Governance initiative.



Key Accountabilities



· Play a key role in the Board ensuring that the Leadership Team and all other stakeholders have the relevant information about their Function to inform their decisions by:

· Attending Board meetings;

· Considering the effect of proposals for new or changed policies, standards, procedures and guidance focussed on the management or handling of information;

· Reflecting on aspects that are relevant to functions business practices and feeding back issues or confirming acceptability of proposals.

· Where relevant, represent own service in a specialist advisory capacity to the Board, for example, providing ad-hoc audit, HR, ICT, legal, media or records management advice at Board meetings. 

· Support their Functional Leadership Team in embedding effective information management across the function, encouraging the pragmatic assessment of information security as an integral part of day to day operations and business change initiatives by:

· raising awareness, providing informed advice and actively encouraging employees to meet their responsibilities defined in our Policies, supporting standards and procedures;

· motivating employees and gaining their commitment to the principles of the policy and relevant legislated and other information requirements;

· encouraging employees attendance at relevant training;

· liaising with other Information Champions across the Organisation to respond to cross-cutting requests for information;

· supporting and contributing to reviews of compliance with policy in response to complaints relating to the way information has been handled within the function. 

· Co-ordinate compliance within their function with our procedures for responding to requests for information (in accordance with FOI and EIR) and requests for access to customers’/employees’ personal files (in accordance with DPA), directing requests to appropriate teams, supporting the application of exemptions/redactions whenever information is withheld and quality assuring responses to ensure that they address the request and contain any centrally agreed wording

· Ensure that investigations are undertaken in accordance with all relevant guidance providing support to such where required, and that mitigation strategies are implemented when security incidents or other breaches of relevant policy, standards or procedures occur within their function.

· Overseeing requests for exceptions to policy within their function, ensuring that the business justification is well documented prior to consideration, signoff and submission.

· Promote the maintenance of their function’s section of central information sources such as the Information Asset and Data Lifecycle Mapping Register.

· Facilitate secure information sharing when appropriate through:

· the use of information sharing protocols when sharing information with partner organisations, and

· the use of disclosure and non-disclosure agreements when contractual arrangements give employees of other organisations access to our information.  

· Provide management information from their directorate to enable the Leadership Team and other key stakeholders to have an effective overview of compliance with information-related legislation and regulations.









Knowledge, Skills and Experience

 

Note that specialist support is available to Information Champions from the Information Governance function, and from specialists in other areas such as audit, HR, ICT, legal, communications and records management.

· Good understanding of the work of own function, including broadly who does what and the information held.

· Sound knowledge of policy, supporting standards and procedures, including procedures for handling requests for information, impact assessments and monitoring employees.

· Up-to-date broad knowledge of information-related legislation, regulations and professional standards that impact on the delivery of function’s services.

· Competent user of IT with a broad understanding of the risks and issues associated with its use.

· Good interpersonal and communication skills (written and verbal).

· Good negotiating and facilitation skills, including ability to work with all levels of employees (including senior management).

· Able to demonstrate sensitivity and handle conflict.

· Proven ability to multi-task and manage a diverse portfolio of activities
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Information Governance Board (IGB) Terms of Reference

[bookmark: _Toc331963775][bookmark: _Toc331963976]The IGB develops advice and makes recommendations to the Leadership Team in managing the implications of changes on customer and business operation. The IGB is accountable to the Senior Information Risk Owner (SIRO) 



The terms of reference of the IGB:



Supporting effective use of information through discussion and information sharing IGB is responsible for:

· Leading the formulation and review of policies, standards and guidance ensuring adherence to appropriate statutory and governance frameworks.

· Develop and maintain an effective governance framework for managing information in line with the Information Governance Strategy.

· Monitor and develop compliance with external standards where required.

· Identifying, validating and assessing the impact of information assurance risks and escalating to the SIRO those classified as very high and/or high information risks with recommended treatment measures.

· Analysing the impact of change and proposed change across the organisation with regard to issues and opportunities.

· [bookmark: _Toc331963776][bookmark: _Toc331963977][bookmark: _Toc331964210]Implementation of recommendations delegated to the group from the Leadership Team

· The IGB is authorised to take decisions back into their respective functions to agree implementation with local leadership teams.



Membership of the IGB with voting power will include:

· [TO BE DEFINED]



[bookmark: _Toc335806931]Where relevant, guests will be invited to present papers or provide subject matter expertise.

Quorum:

· [TO BE DEFINED]



Agenda items will be approved by the Chair. Items will be resolved, where possible, through collaborative working unless a formal meeting is required.

Formal recommendations are submitted to the Leadership Team or SIRO who will make any final decision.  This group is a forum for free and frank provision of advice and exchange of views to support effective decision making for the organisation.



Related Legislation

· Freedom of Information Act 2000 

· Environmental Information Regulations 2004

· Data Protection Act 1998 > The General Data Protection Regulations 2016

· Investigatory Powers Act 2016

· Requirements for respect for private life and freedom of expression in the Human Rights Act 1998. 



Related Documentation

· Information Governance Strategy

· Information Policies, Standards and Guidance
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Data Protection Officer Responsibilities

Named Contact for Data Subject Complaints





Single point of contact for the regulator (ICO)





																											

Oversight & Approval of:

Advice & Guidance

Records of Processing Activity

Compliance Reporting

Performance Auditing

Security Incidents

Impact Assessments

Risk Management

























Statutory Requests

Information Sharing







Complaints (Direct & ICO)

Policy

Training

Registration





















Named Contact for Data Subject Complaints

The DPO’s name and work contact details should be published in order for Data Subjects to direct their enquiries and complaints 



Single point of contact for the regulator (ICO)

Where there is involvement with the ICO, the DPO should act as the single point of contact to ensure that correspondence is well managed, approved and within timescales 



Oversight & Approval of:

Advice & Guidance:

The DPO should be sufficiently knowledgeable in Data Protection law to provide correct guidance on the legal requirements of processing personal data to employees and data processors for which the organisation is responsible

Records of Processing Activity:

The DPO should be monitoring the process of reviewing the Organisation’s Records of Processing Activity, which documents compliance with the Data Protection Act, in order to approve its completeness, currency and accuracy

Compliance Reporting:

The DPO should be satisfied with the scope of reporting on Data Protection compliance metrics, its frequency, its accuracy, and that the receiving audience is appropriate and gives the report sufficient weight. The DPO should provide commentary on reports so that senior leaders can receive qualified opinion on whether the Organisation is compliant 

Performance Auditing:

The DPO should be satisfied that there is appropriate testing of the Organisation’s compliance activities, its frequency and that there is either a satisfactory outcome or that action points are identified as part of improvement plans to which senior leaders give sufficient support.

Security Incidents:

The DPO should be assured that security incidents are being correctly identified, reported, investigated and recorded effectively. The DPO should advise the Organisation on whether a particular incident meets the criteria for reporting to the ICO, and with the SIRO’s agreement, managing the ICO reporting process within the statutory timescale.

Impact Assessments:

The DPO should ensure that where activities which require a statutory Data Protection Impact Assessment, this is undertaken. Where an assessment is undertaken, the DPO must be the role to approve that the proposed processing of personal data is compliant with the law.

Risk Management:

The DPO should monitor the Organisation’s risk review process to ensure those risks which impact on Data Protection compliance are appropriately reviewed and the DPO has the opportunity to comment on and approve the identified mitigations.

Information Sharing:

The DPO should ensure that employees have clear guidelines to follow on when it is appropriate to share personal data and how this should be done securely. Where new requirements to regularly share data are identified, the DPO should arrange for Information Sharing Protocols to be approved before the activity commences.

Statutory Requests:

The DPO should be satisfied that the Organisation has in place effective processes for recognising considering and responding to statutory requests relating to the Data Subject rights under Data Protection law.

Complaints:

The DPO should be satisfied that the Organisation has in place effective processes to identify and manage complaints made regarding the processing of personal data from both members of the public and the ICO.

Policy:

The DPO should ensure that all policies which relate to the processing of personal data are legally compliant, reviewed at an appropriate frequency, approved with DPO guidance by senior leaders, and that they are accessible to appropriate audiences.

Training:

The DPO should be satisfied that employees receive appropriate training in the Organisation’s data processing policies and procedures according to their roles and responsibilities. Relevant training activities and awareness communications should be recorded and approved by the DPO.

Registration:

The DPO should be satisfied that there is an effective process in place for registering the Organisation’s details with the ICO, reviewing this annually, paying the annual fee to the ICO and renewing when the registration expires.
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		NCC - Data Protection Officer (DPO) - Responsibility Profile

		









1. Act as the school’s Data Protection Officer (DPO).

2. Inform and advise on the General Data Protection Regulation (GDPR) and the Data Protection Act (DPA)

3. Monitor the school’s compliance with the GDPR and the DPA including:

a. Collecting information to identify processing activities

b. Analysing and checking the compliance of processing activities

c. Informing, advising and issuing recommendations to the school

4. Advise on and monitor Data Protection Impact Assessments (DPIA) including:

a. Whether or not to carry out a DPIA

b. What methodology to follow when carrying out a DPIA

c. What safeguards to apply to mitigate any risks to rights and interests of data subjects

d. Whether or not the DPIA has been correctly carried out and whether its conclusions are in compliance with GDPR

5. Act as point of contact and co-operate with the Information Commissioner’s Office as necessary

6. Prioritise activities and focus efforts on issues that present higher data protection risks, taking into account the nature, scope, context and purposes of information processing

7. Undertake ongoing training and development to ensure expert knowledge commensurate with the sensitivity, complexity and amount of data the school processes and the requirements of the DPO role

8. Not to undertake any role or activity in the school that requires a decision to be made on the purposes and means of processing personal data. 

9. Ensure alternative arrangements are put in place in individual circumstances where a conflict of interest may arise.











Origin and purpose of document:

This document has been produced by Nottinghamshire County Council for information purposes for Nottinghamshire schools for the Head Teacher Briefing sessions March 2018 by colleagues in Legal Services, EIS, and HR.  
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RAG Summary

		Information Governance Reporting 																April 2018



		1. Security Incidents								April 2018		Target		RAG				March 2018		February 2018		Actions

		Number of incidents received								0		0		G		q		0		0

		Number of incidents open								0		0		G		q		0		0

		Number of incidents closed								0		0						0		0

		Number of incidents reported to the ICO								0		0		G		q		0		0

		Incidents reported to the ICO in time										0				p		0		0

		Most common incident type										0								

		Number of Major incidents 								0		0		G		q		0		0

		Number of Critical incidents 								0		0		G		q		0		0

		2. FoI/EIR								April 2018		Target		G				March 2018		February 2018		Actions

		Number of FOI received								0		0						0		0

		Number of EIR received								0		0						0		0

		Number of FOI/EIR related internal reviews								0		0		G		q		0		0

		Number of FOI/EIR related ICO complaints								0		0		G		q		0		0

		Number of FOI closed								0		0						0		0

		Number of FOI closed over 20 working days										0				q		0		0

		Percentage of FOI closed within 20 working days										0%				p				

		Number of EIR Closed								0		0						0		0

		Number of EIR closed over 20 working days										0				q		0		0

		Percentage of EIR closed within 20 working days										0%				p				

		3. Subject Access Requests								April 2018		Target		RAG				March 2018		February 2018		Actions

		Number of SAR received								0		0						0		0

		Number of SAR related internal reviews								0		0		G		q		0		0

		Number of SAR related ICO complaints								0		0		G		q		0		0

		Number of SAR closed 								0		0						0		0

		Number of SAR closed over 40 calendar days 										0				q		0		0

		Percentage of SAR closed within 40 calendar days										0%				p				

		4. Training

		Number of Inductions due										Number of Inductions Completed										% of inductions completed outside corporate target								

		Number of staff due  mandatory training										Mandatory training completed										% of training completed outside corporate target								

		Number of awareness comms										Number of comms read								

		5. Information Technology

		Storage growth – file store										Storage growth – email 										Storage growth – personal folders								

		3rd party Access accounts										Total Accounts open										Total Accounts opened								

		Total Accounts closed										Total Accounts amended										Admin accounts open								

		Admin accounts opened										Admin Accounts closed										Admin Accounts amended								

		6. Records of Processing Activity

		Assets identified										Assets Change in period										Assets due for review in period								

		Assets reviewed										Assets incomplete										Assets without Owner								

		Flows identified										Flows Change in period										Flows due for review in period								

		Flows reviewed										Flows incomplete								

		7. Records Management

		Items archived										Items retrieved										Items in stock								

		Items storage cost										Reviews due										Reviews undertaken								

		Reviews undertaken within  target										Items reviewed for destruction										Items destroyed								

		8. Surveillance

		Items on Register										New items of Register										Items for Review								

		Reviewed within target										Requests from Data Subject										Completed within deadline								

		Completed within target										Requests from Investigators										Completed within target								

		9. Privacy Impact Assessments

		Number of PIAs										Number of PIAs approved										Number of PIAs rejected								

		Number of SIRO PIAs 										Number of DPIAs										Number of DPIAs approved								

		Number of DPIAs rejected										Number of SIRO PIAs 								

		10. Audit

		Audit complete										Audit outcome										Direction								





Target

														Selection		April 2018		Apr 2018



										QTR11718		QTR21718		QTR31718		QTR41718		YTD1718		QTR11819		QTR21819		QTR31819		QTR41819		YTD1819		April 2017		May 2017		June 2017		July 2017		August 2017		September 2017		October 2017		November 2017		December 2017		January 2018		February 2018		March 2018		April 2018		May 2018		June 2018		July 2018		August 2018		September 2018		October 2018		November 2018		December 2018		January 2019		February 2019		March 2019								April 2018

		1. Security Incidents																																																																																1. Security Incidents

		Number of incidents received								10		10		10		10		10												10		15		10		10		10		10		10		10		10		10		10																										10						Number of incidents received		0

		Number of incidents open								5		5		5		5		5												5		10		5		5		5		5		5		5		5		5		5																										5						Number of incidents open		0

		Number of incidents closed								5		5		5		5		5												5		3		5		5		5		5		5		5		5		5		5																										5						Number of incidents closed		0

		Number of incidents reported to the ICO								0		0		0		0		0												0		0		0		0		0		0		0		0		0		0		0																										0						Number of incidents reported to the ICO		0

		Incidents reported to the ICO in time								0		0		0		0		0												0		0		0		0		0		0		0		0		0		0		0																										0						Incidents reported to the ICO in time		0

		Most common incident type								N/A		N/A		N/A		N/A		N/A												N/A		N/A		N/A		N/A		N/A		N/A		N/A		N/A		N/A		N/A		N/A																										N/A						Most common incident type		0

		Number of Major incidents 								1		1		1		1		1												1		0		1		1		1		1		1		1		1		1		1																										1						Number of Major incidents 		0

		Number of Critical incidents 								1		1		1		1		1												1		0		1		1		1		1		1		1		1		1		1																										1						Number of Critical incidents 		0

		2. FoI/EIR																																																																																2. FoI/EIR

		Number of FOI received																																																																																Number of FOI received		0

		Number of EIR received																																																																																Number of EIR received		0

		Number of FOI/EIR related internal reviews																																																																																Number of FOI/EIR related internal reviews		0

		Number of FOI/EIR related ICO complaints																																																																																Number of FOI/EIR related ICO complaints		0

		Number of FOI open																																																																																Number of FOI open		0

		Number of EIR open																																																																																Number of EIR open		0

		Number of FOI closed																																																																																Number of FOI closed		0

		Number of FOI closed over 20 working days																																																																																Number of FOI closed over 20 working days		0

		Percentage of FOI closed within 20 working days								90%		90%		90%		90%		90%												90%		90%		90%		90%		90%		90%		90%		90%		90%		90%		90%																										90%						Percentage of FOI closed within 20 working days		0%

		Number of EIR Closed																																																																																Number of EIR Closed		0

		Number of EIR closed over 20 working days																																																																																Number of EIR closed over 20 working days		0

		Percentage of EIR closed within 20 working days								90%		90%		90%		90%		90%												90%		90%		90%		90%		90%		90%		90%		90%		90%		90%		90%																										90%						Percentage of EIR closed within 20 working days		0%

		3. Subject Access Requests																																																																																3. Subject Access Requests

		Number of SAR received																																																																																Number of SAR received		0

		Number of SAR related internal reviews																																																																																Number of SAR related internal reviews		0

		Number of SAR related ICO complaints																																																																																Number of SAR related ICO complaints		0

		Number of SAR open																																																																																Number of SAR open		0

		Number of SAR closed 																																																																																Number of SAR closed 		0

		Number of SAR closed over 40 calendar days 																																																																																Number of SAR closed over 40 calendar days 		0

		Percentage of SAR closed within 40 calendar days								90%		90%		90%		90%		90%												90%		80%		90%		90%		90%		90%		90%		90%		90%		90%		90%																										90%						Percentage of SAR closed within 40 calendar days		0%















Analysis

																																Previous		Previous x2

																						Selection				April 2018		Apr 2018				Mar 2018		Feb 2018																																												Month		DateValue		1/1/00

				SI																												Mar 2018		Feb 2018																																												10/1/17		43009

																										Q1						Q2						Q3						Q4						Q1						Q2						Q3						Q4

						QTR11718		QTR11819		QTR21718		QTR21819		QTR31718		QTR31819		QTR41718		QTR41819		YTD1718		YTD1819		Apr-17		May-17		Jun-17		Jul-17		Aug-17		Sep-17		Oct-17		Nov-17		Dec-17		Jan-18		Feb-18		Mar-18		Apr-18		May-18		Jun-18		Jul-18		Aug-18		Sep-18		Oct-18		Nov-18		Dec-18		Jan-19		Feb-19		Mar-19										Apr 2018		Mar 2018		Feb 2018

				SI Received		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0								SI Received		0		0		0

				SI Open		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0								SI Open		0		0		0

				SI Closed		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0								SI Closed		0		0		0

				SI Reported to ICO		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0								SI Reported to ICO		0		0		0

				SI Reported on time		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0								SI Reported on time		0		0		0

				SI Most common Type																																																																												SI Most common Type						

				SI Most common No		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0								SI Most common No		0		0		0

				Breach of Policy		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		Breach of Policy						Breach of Policy		0		0		0

				Data Protection		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		Data Protection						Data Protection		0		0		0

				Lost/Stolen Data		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		Lost/Stolen Data						Lost/Stolen Data		0		0		0

				Network Security		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		Network Security						Network Security		0		0		0

				Password Sharing		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		Password Sharing						Password Sharing		0		0		0

				Physical Security		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		Physical Security						Physical Security		0		0		0

				Permissions		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		Permissions						Permissions		0		0		0

				0		0		0		0		0		0		0		0		0		0		0																																																								0		0		0		0

				0		0		0		0		0		0		0		0		0		0		0																																																								0		0		0		0

				0		0		0		0		0		0		0		0		0		0		0																																																								0		0		0		0

				0		0		0		0		0		0		0		0		0		0		0																																																								0		0		0		0

				0		0		0		0		0		0		0		0		0		0		0																																																								0		0		0		0

				0		0		0		0		0		0		0		0		0		0		0																																																								0		0		0		0

				0		0		0		0		0		0		0		0		0		0		0																																																								0		0		0		0

				SI Major		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0								SI Major		0		0		0

				SI Critical 		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0								SI Critical 		0		0		0

				FOIEIR

																										Q1						Q2						Q3						Q4						Q1						Q2						Q3						Q4

						QTR11718		QTR11819		QTR21718		QTR21819		QTR31718		QTR31819		QTR41718		QTR41819		YTD1718		YTD1819		Apr-17		May-17		Jun-17		Jul-17		Aug-17		Sep-17		Oct-17		Nov-17		Dec-17		Jan-18		Feb-18		Mar-18		Apr-18		May-18		Jun-18		Jul-18		Aug-18		Sep-18		Oct-18		Nov-18		Dec-18		Jan-19		Feb-19		Mar-19										Apr 2018		Mar 2018		Feb 2018

				FOI Received		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0								FOI Received		0		0		0

				EIR Received		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0								EIR Received		0		0		0

				Internal Reviews		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0								Internal Reviews		0		0		0

				ICO Complaint		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0								ICO Complaint		0		0		0

																																																																																0		0		0		0

				FOI Closed		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0								FOI Closed		0		0		0

				FOI >20		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0								FOI >20		0		0		0

				FOI %																																																																												FOI %						

				EIR Closed		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0								EIR Closed		0		0		0

				EIR >20		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0								EIR >20		0		0		0

				EIR % 																																																																												EIR % 						





















				SAR



						QTR11718		QTR11819		QTR21718		QTR21819		QTR31718		QTR31819		QTR41718		QTR41819		YTD1718		YTD1819		Apr-17		May-17		Jun-17		Jul-17		Aug-17		Sep-17		Oct-17		Nov-17		Dec-17		Jan-18		Feb-18		Mar-18		Apr-18		May-18		Jun-18		Jul-18		Aug-18		Sep-18		Oct-18		Nov-18		Dec-18		Jan-19		Feb-19		Mar-19										Apr 2018		Mar 2018		Feb 2018

				SAR Received		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0								SAR Received		0		0		0

																																																																																0		0		0		0

				Internal Reviews		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0								Internal Reviews		0		0		0

				ICO Complaint		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0								ICO Complaint		0		0		0

																																																																																0		0		0		0

				SAR Closed		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0								SAR Closed		0		0		0

				SAR>40		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0		0								SAR>40		0		0		0

				SAR %																																																																												SAR %						

																																																																																0		0		0		0

																																																																																0		0		0		0

																																																																																0						









						QTR11718		QTR11819		QTR21718		QTR21819		QTR31718		QTR31819		QTR41718		QTR41819		YTD1718		YTD1819		Apr-17		May-17		Jun-17		Jul-17		Aug-17		Sep-17		Oct-17		Nov-17		Dec-17		Jan-18		Feb-18		Mar-18		Apr-18		May-18		Jun-18		Jul-18		Aug-18		Sep-18		Oct-18		Nov-18		Dec-18		Jan-19		Feb-19		Mar-19										Apr 2018		Mar 2018		Feb 2018

				Inductions due within period		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Inductions due within period						

				Inductions completed within period		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Inductions completed within period						

				% of starters not inducted within target																																																																												% of starters not inducted within target						

				Number of staff due  mandatory training		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Number of staff due  mandatory training						

				Mandatory training completed		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Mandatory training completed						

				Completed within corporate target																																																																												Completed within corporate target						

				Number of awareness comms		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Number of awareness comms						

				Number of comms read		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Number of comms read						

				Number of Inductions within target 		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Number of Inductions within target 						

				Number of Mandatory training within target		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Number of Mandatory training within target						

																																																																																0		0		0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

				Storage growth – file store		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Storage growth – file store						

				Storage growth – email 		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Storage growth – email 						

				Storage growth – personal folders		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Storage growth – personal folders						

				3rd party Access accounts		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																3rd party Access accounts						

				Total Accounts open		ERROR:#N/A																				ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Total Accounts open						

				Total Accounts opened		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Total Accounts opened						

				Total Accounts closed		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Total Accounts closed						

				Total Accounts amended		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Total Accounts amended						

				Admin accounts open		ERROR:#N/A																				ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Admin accounts open						

				Admin accounts opened		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Admin accounts opened						

				Admin Accounts closed		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Admin Accounts closed						

				Admin Accounts amended		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Admin Accounts amended						

																																																																																0		0		0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

				Assets identified		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Assets identified						

				Assets Change in period		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Assets Change in period						

				Assets due for review in period		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Assets due for review in period						

				Assets reviewed		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Assets reviewed						

				Assets incomplete		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Assets incomplete						

				Assets without Owner		ERROR:#N/A				ERROR:#N/A				ERROR:#N/A				ERROR:#N/A				ERROR:#N/A				ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Assets without Owner						

				Flows identified		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Flows identified						

				Flows Change in period		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Flows Change in period						

				Flows due for review in period		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Flows due for review in period						

				Flows reviewed		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Flows reviewed						

				Flows incomplete		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Flows incomplete						

																																																																																0		0		0		0

																																																																																				0		0

																																																																																				0		0

																																																																																				0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

				Items archived		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Items archived						

				Items retrieved		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Items retrieved						

				Items in stock		ERROR:#N/A				ERROR:#N/A				ERROR:#N/A				ERROR:#N/A				ERROR:#N/A				ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Items in stock						

				Items storage cost		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Items storage cost						

				Reviews due		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Reviews due						

				Reviews undertaken		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Reviews undertaken						

				Reviews undertaken within  target		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Reviews undertaken within  target						

				Items reviewed for destruction		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Items reviewed for destruction						

				Items destroyed		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Items destroyed						

																																																																																0		0		0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

				Items on Register		ERROR:#N/A				ERROR:#N/A				ERROR:#N/A				ERROR:#N/A				ERROR:#N/A				ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Items on Register						

				New items on Register		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																New items on Register						

				Items for Review		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Items for Review						

				Reviewed within target		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Reviewed within target						

				Requests from Data Subject		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Requests from Data Subject						

				Completed within deadline		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Completed within deadline						

				Completed within target		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Completed within target						

				Requests from Investigators		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Requests from Investigators						



				Completed within target		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Completed within target						

																																																																																0		0		0		0

																																																																																0				0		0

																																																																																0				0		0

																																																																																0				0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

				Number of PIAs		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Number of PIAs						

				Number of PIAs approved		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Number of PIAs approved						

				Number of PIAs rejected		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Number of PIAs rejected						

				Number of SIRO PIAs 		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Number of SIRO PIAs 						

				Number of DPIAs		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Number of DPIAs						

				Number of DPIAs approved		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Number of DPIAs approved						

				Number of DPIAs rejected		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Number of DPIAs rejected						

				Number of SIRO DPIAs 		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		0		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A		ERROR:#N/A																																Number of SIRO DPIAs 						

																																																																																0		0		0		0

																																																																																0				0		0

																																																																																0				0		0

																																																																																0				0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

																																																																																0		0		0		0

				Audit complete						0				0				0				0																																																										Audit complete						

				Audit outcome				0		0		0		0		0		0		0		0		0																																																								Audit outcome						

				Direction				0		0		0		0		0		0		0		0		0																																																								Direction						

				LOOKUP		Previous x1		Previous x2		Friendly Name

				QTR11718		QTR41617		QTR31617		Quarter 1 17-18

				QTR21718		QTR11718		QTR41617		Quarter 2 17-18

				QTR31718		QTR21718		QTR11718		Quarter 3 17-18

				QTR41718		QTR31718		QTR21718		Quarter 4 17-18

				YTD1718		YTD1617		YTD1516		Year to Date 17-18

				QTR11617						Quarter 1 16-17

				QTR21617						Quarter 2 16-17

				QTR31617						Quarter 3 16-17

				QTR41617						Quarter 4 16-17

				YTD1617						Year to Date 16-17

				QTR11516						Quarter 1 15-16

				QTR21516						Quarter 2 15-16

				QTR31516						Quarter 3 15-16

				QTR41516						Quarter 4 15-16

				YTD1516						Year to Date 15-16

				QTR11819		QTR41718		QTR31718		Quarter 1 18-19

				QTR21819		QTR11819		QTR41718		Quarter 2 18-19

				QTR31819		QTR21819		QTR11819		Quarter 3 18-19

				QTR41819		QTR31819		QTR21819		Quarter 4 18-19

				YTD1819		YTD1718		YTD1617		Year to Date 18-19





1.Incident

		Security Incidents																								ICO Reporting (For Serious Incidents)

		Incident Reference		Date Reported		Report Month (For RAG)		Breach Dept		Owner Name		Breach Type		Severity		Mitigation Action		Relates to Information Asset:		Relates to Data Flow:		Closure Date		Closure Month (For RAG)		Date Reported		Reported Month (For RAG)		Reported by		On time?
(Within 72 hours)		Respond on time?		Outcome		Notes

								<Select>				<Select>		<Select>		<Select>														<Select>		<Select>		<Select>		<Select>
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2.FOI-EIR

		Statutory Requests - FOI/EIR

		Request Reference		Date Received		Report Month (For RAG)		Deadline (1)		Deadline Date		Requestor Name		Owner Name		Owner Dept		Request Type		Charged For?		Income		Status		Closure Month 
(For RAG)		Age (1)		Age		Date Closed		Info held?		Disclosed?		Review Outcome		ICO Outcome		Notes

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>
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3.SAR

		Statutory Requests - Subject Access Requests

		Request Reference		Date Received		Report Month (For RAG)		Deadline (1)		Deadline Date		Requestor Name		Owner Name		Owner Dept		Request Type		Charged For?		Income		Status		Closure Month 
(For RAG)		Age (1)		Age		Date Closed		Info held?		Disclosed?		Review Outcome		ICO Outcome		Notes

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

								1/27/00								<Select>		<Select>		<Select>				<Select>				-30951						<Select>		<Select>		<Select>		<Select>

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										

																										





4.Training

		Training		Inductions						Mandatory						Communications

				Due Induction		No. Completed		No. Within Target		Due Training		No. Completed		No. Within Target		No. Comms Issued		No. Comms Confirmed Read

		Apr-18

		May-18

		Jun-18

		Jul-18

		Aug-18

		Sep-18

		Oct-18

		Nov-18

		Dec-18

		Jan-19

		Feb-19

		Mar-19





5.IT

		Information Technology

				Growth						Accounts - Standard Employee								Accounts - 3rd Party						Accounts - Admin								Penetration Testing				Patching				Data Recovery & Business Continuity 

				Network Storage		Email Storage		Personal Drives		Total		New		Closed		Amended		 Total		New		Closed		Total		New		Closed		Amended		Tests undertaken		Tests exposing vulnerability		Patching exercises done		Succesfully deployed		Data recovery requests		Requests not fulfilled

		Apr-18

		May-18

		Jun-18

		Jul-18

		Aug-18

		Sep-18

		Oct-18

		Nov-18

		Dec-18

		Jan-19

		Feb-19

		Mar-19





6.ROPA

		Records of Processing Activity

				Assets												Flows

				Identified		Change		For Review		Reviewed		Incomplete		Without Owner		Identified		Change		For Review		Reviewed		Incomplete

		Apr-18

		May-18

		Jun-18

		Jul-18

		Aug-18

		Sep-18

		Oct-18

		Nov-18

		Dec-18

		Jan-19

		Feb-19

		Mar-19





7.RecMan

		Records Management

				Archive Storage								Reviewing Records at the end of a Retention Period						Destructions

				Items Archived		Items Retrieved		In Stock		Storage Cost		Items Due for Review		Reviews Undertaken		Undertaken in Target		Destroy Approval		Destroyed

		Apr-18

		May-18

		Jun-18

		Jul-18

		Aug-18

		Sep-18

		Oct-18

		Nov-18

		Dec-18

		Jan-19

		Feb-19

		Mar-19





8.Surv

		Surveillance

				Equipment Register								Requests for Data

				Items on Register		New Items		Items for Review		Reviewed in Target		DS Requests Received		Within Stat. Deadline		Within Target		Inv. Requests Received		Within Target

		Apr-18

		May-18

		Jun-18

		Jul-18

		Aug-18

		Sep-18

		Oct-18

		Nov-18

		Dec-18

		Jan-19

		Feb-19

		Mar-19





9.PIA

		Privacy Impact Assessments

				Privacy Impact Assessments								Data Protection Impact Assessments

				No. of PIAs Completed		Approved		Rejected		SIRO Acceptance		DPIAs Completed		DPO Approved		DPO Rejected		SIRO Acceptance

		Apr-18

		May-18

		Jun-18

		Jul-18

		Aug-18

		Sep-18

		Oct-18

		Nov-18

		Dec-18

		Jan-19

		Feb-19

		Mar-19





10.Audit

		Audits

				Completed  Y/N		Outcome		Direction

		Apr-18

		May-18

		Jun-18

		Jul-18

		Aug-18

		Sep-18

		Oct-18

		Nov-18

		Dec-18

		Jan-19

		Feb-19

		Mar-19





Validation

		Org				Breach Type				Risk				Mitigation				Status				Hold				Disclose				Review				ICO				YN				RequestType1				RequestType2				AuditOutcome				AuditDirection				AuditSubmit				Selection		Date				Bank Holidays

		<Select>				<Select>				<Select>				<Select>				<Select>				<Select>				<Select>				<Select>				<Select>				<Select>				<Select>				<Select>				<Select>				<Select>				<Select>				Apr-17		01/04/2017

		Dept1				Supplier				Minor				No Action				Active				Not held				All				Upheld				Upheld - NFA				Yes				FOI				SAR				No Assurance				Worsen				ICO				May 2017		01/05/2017

		Dept2				Breach of Policy				Moderate				Technical/ Process Solution				On Hold				Partial				Some withheld				Partial upheld				Upheld - Improve				No				EIR				SAR (CCTV)				Low Assurance				Static				Internal				June 2017		01/06/2017

		Dept3				Data Protection				Major				Training Issue				Closed				All held				None - Refuse				Not upheld				Upheld - Penalty				N/A				Internal Review				Internal Review				Adequate Assurance				Improve				Member of Public				July 2017		01/07/2017

						Lost/Stolen Data				Critical				Supervisory Advice												None - Exempt								Partial - NFA								ICO Complaint				ICO Complaint				Good Assurance												August 2017		01/08/2017

						Network Security								Disciplinary Action																				Partial - Improve																												September 2017		01/09/2017

						Password Sharing																												Partial - Penalty																												October 2017		01/10/2017

						Physical Security																												Not Upheld - NFA																												November 2017		01/11/2017

						Permissions																												Not Upheld - Improve																												December 2017		01/12/2017

																																																														January 2018		01/01/2018

																																																														February 2018		01/02/2018

																																																														March 2018		01/03/2018

																																																														Year to Date 17-18		YTD1718

																																																														Quarter 1 17-18		QTR11718

																																																														Quarter 2 17-18		QTR21718

																																																														Quarter 3 17-18		QTR31718

																																																														Quarter 4 17-18		QTR41718

																																																														April 2018		01/04/2018

																																																														May 2018		01/05/2018

																																																														June 2018		01/06/2018

																																																														July 2018		01/07/2018

																																																														August 2018		01/08/2018

																																																														September 2018		01/09/2018

																																																														October 2018		01/10/2018

																																																														November 2018		01/11/2018

																																																														December 2018		01/12/2018

																																																														January 2019		01/01/2019

																																																														February 2019		01/02/2019

																																																														March 2019		01/03/2019

																																																														Year to Date 18-19		YTD1819

																																																														Quarter 1 18-19		QTR11819

																																																														Quarter 2 18-19		QTR21819

																																																														Quarter 3 18-19		QTR31819

																																																														Quarter 4 18-19		QTR41819
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2. Reported to



1. Reporting

Information Governance 

practice is measured 

through the 

following data:



3. Informing
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[bookmark: _Toc486943358][bookmark: _Toc503469536][bookmark: _Toc503469559]Reported Data



This activity is the compilation of performance data across the areas listed below. The data is consistently recorded and presented in a report format (see Document B1 below in Section C – Information Governance Document Templates) covering an agreed period of time. The report then presents an accurate picture of how well the Organisation is achieving compliance against information legislation and any associated corporate targets that have been set. 



The spreadsheet reporting form is designed to be a single repository of all the necessary data, however in practice, data may be recorded and stored on separate systems or registers and the data is transferred to the spreadsheet for the purpose of presenting the report to the reporting audience.



The Senior Leadership team, with advice from other key roles such as the Data Protection Officer may decide to broaden or reduce the areas of reporting, or make alterations to the data which is displayed on the overview tab. Any changes should be recorded in the minutes of the Senior Leadership Team with a rationale behind the decision.








[bookmark: _Reporting:_Security_Incidents]

Incidents
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· Reporting is intended to address the question “what can our performance in managing security incidents tell us about the effectiveness of our information governance controls?”

· Data evidencing an effective incident management process assures the Regulator that appropriate Organisational Security Measures are in place.

· The report identifies the number of incidents reported/ identified during the period against the definition (Documents C7 & D6) of what the Organisation considers a breach of its information policies

· The report identifies the policies that have been breached, the severity of the breach and the actions taken to mitigate and prevent future repeat instances.

· [bookmark: _Reporting:_Freedom_of]The means of collecting and presenting the data is through Item B1. 

Data Reported:

		Category

		Description



		Identified/Reported

		How many incidents were reported?



		Categorised by type

		Broken down by the type of breach



		Categorised by origin

		Broken down by where in the organisation the breach originated



		Categorised by risk

		Broken down by the severity/ risk score of the breach 



		Categorised by action

		Broken down by the mitigating action to resolve the breach



		Completed within corporate target

		What percentage of investigations were completed within the corporate target?



		Reported to ICO 

		How many incidents resulted in a report to the ICO?



		Reported to ICO within deadline

		How many incidents reported to the ICO were reported within 72 hours?



		Resulting in ICO complaint

		How many incidents resulted in an ICO Information Notice?



		Completed within ICO deadline

		What percentage of ICO Information Notices were responded to within the Notice deadline?



		ICO Outcome

		What was the outcome on any ICO Decision Notice?








[bookmark: _Freedom_of_Information/]

FOI / EIR
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· Reporting is intended to address the question “what can our performance in managing statutory requests for information tell us about the effectiveness of our information governance controls?”

· High rates of completed FOI and EIRs within the statutory timescales with low rates of internal reviews and regulator complaints evidences compliance to the Regulator with the right to know under the respective acts.

· The means of collecting and presenting the data is through Item B1. 

Data Reported:

		Category

		Description



		Received in period 

		How many FOIs and EIRs were received in the period?



		Completed in period

		How many FOIs and EIRs were completed in the period?



		Completed within statutory limit

		Of those completed in the period, what percentage were within the statutory deadline?



		Completed within corporate target

		Of those completed in the period, what percentage were within the corporate set target?



		No. Charged for

		How many requests were subject to a Fees Notice?



		Income

		How much income was received?



		Internal Reviews (IR)

		How many requests for internal reviews were received?



		Completed within corporate IR target

		What percentage of internal reviews were responded to within the corporate target?



		IR Outcome

		What was the outcome of the internal review(s)?



		ICO complaints

		How many ICO complaints were received? 



		Completed within ICO deadline

		What percentage of ICO complaints were responded to within the ICO’s deadline?



		ICO Outcome

		Results of ICO Decision Notice










SAR
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· Reporting is intended to address the question “what can our performance in managing statutory requests for information tell us about the effectiveness of our information governance controls?”

· High rates of completed SARs within the statutory timescales with low rates of internal reviews and regulator complaints evidences compliance to the Regulator with the DPA and GDPR right of access to personal data.

· The means of collecting and presenting the data is through Item B1. 



Data Reported:

		Category

		Description



		Received in period 

		How many SARs were received in the period?



		Completed in period

		How many SARs were completed in the period?



		Completed within statutory limit

		Of those completed in the period, what percentage were within the statutory deadline?



		Completed within corporate target

		Of those completed in the period, what percentage were within the corporate set target?



		No. Charged for

		How many requests were subject to a Fees Notice?



		Income

		How much income was received?



		Complaints

		How many requests for complaints were received?



		Completed within corporate complaint target

		What percentage of complaints were responded to within the corporate target?



		Complaint Outcome

		What was the outcome of the complaint(s)?



		ICO complaints

		How many ICO complaints were received? 



		Completed within ICO deadline

		Percentage of ICO complaints were responded to within the ICO’s deadline?



		ICO Outcome

		Results of ICO Decision Notice










Training
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· Reporting is intended to address the question “what can our performance in designing and delivering training tell us about the effectiveness of our information governance controls?”

· Data evidencing prompt induction, timely completion of mandatory training and high consumption rates of key learning communications provides assurance to the Regulator that effective Organisational Security Measures are in place.

· The means of collecting and presenting the data is through Item B1. 



Data Reported:

		Category

		Description



		Inductions completed within period

		How many induction sessions were completed within the period?



		% of new starters not inducted within corporate target

		What percentage of new starters had not received formal induction training and had exceeded the corporate target period?



		Number of staff due for mandatory training

		How many employees were due to complete mandatory training by the end of the period?



		Number of mandatory training completed

		How many employees took mandatory training during the period?



		Number of mandatory training completed within corporate target 

		What percentage of these were completed within the corporate target?



		Number of awareness comms released

		Number of communications issued to the organisation’s employees with key information compliance messages which are mandatory to act upon



		Number of awareness comms read

		Number of mandatory communications confirmed as read and understood by the target audience










IT
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· Reporting is intended to address the question “what can data about information technology processes tell us about the effectiveness of our information governance controls?”

· Data evidencing well managed data growth assures the Regulator that effective Records Management processes are in place

· Data evidencing well managed access to the Organisation’s data (whether for 3rd Parties or by internal employees only having access to the data they should, for the appropriate time and with appropriate approvals) assures the Regulator that data is securely accessible

· The means of collecting and presenting the data is through Item B1. 

Data Reported:

		Category

		Description



		Storage growth – file store

		Growth or negative growth in the storage space on the organisation’s servers for document storage to determine the effectiveness of retention practices



		Storage growth – email 

		Growth or negative growth in the storage space on the organisation’s email servers for document storage to determine the effectiveness of retention practices



		Storage growth – personal folders

		Growth or negative growth in the storage space on the organisation’s personal drives for document storage to determine the effectiveness of policy relating to personal use



		3rd party Access

		Number of instances of 3rd party employees being granted access to the organisation’s systems or network



		Accounts open

		Number of IT accounts currently active



		Accounts opened

		Number of IT accounts created for directly employed new starters during the period



		Accounts closed

		Number of IT accounts closed during the period



		Accounts amended

		Number of IT accounts where privileges were amended due to moving role



		Admin accounts open

		Number of IT administrator accounts currently active



		Accounts opened

		Number of IT administrator accounts created for directly employed new starters during the period



		Accounts closed

		Number of IT administrator accounts closed during the period



		Accounts amended

		Number of IT administrator accounts where privileges were amended due to moving role










ROPA
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· Reporting is intended to address the question “what can our performance in developing and maintaining records of processing tell us about the effectiveness of our information governance controls?”

· A complete and well maintained record of Assets and Flows evidences to the Regulator that the accountability principle under GDPR is met

· The means of collecting and presenting the data is through Item B1.

Data Reported:

		Category

		Description



		Assets identified

		The number of information assets identified and recorded in the register



		Change in period

		By how many the number has changed since the last report



		Assets due for review in period

		How many assets were due for review during the period



		Assets reviewed

		The number of assets reviewed within the period



		Assets incomplete

		The number of assets where the data considered mandatory is not complete



		Flows identified

		The number of data flows identified and recorded in the register



		Change in period

		By how many the number has changed since the last report



		Flows due for review in period

		How many flows were due for review during the period



		Flows reviewed

		The number of flows reviewed within the period



		Flows incomplete

		The number of flows where the data considered mandatory is not complete



		Assets without Owner

		The number of assets identified but with no Owner assigned










Records
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· Reporting is intended to address the question “what can our performance in managing record keeping activities tell us about the effectiveness of our information governance controls?”

· The means of collecting and presenting the data is through Item B1. 



Data Reported:

		Category

		Description



		Items archived

		The number of files archived within the period



		Items retrieved

		The number of files retrieved from archive this period



		Items in stock

		The number of files currently closed



		Items storage cost

		The total cost of storage of files in archive



		Reviews due

		The number of files in archive due for review in this period



		Reviews undertaken

		The number of files in archive due for review in the period



		Reviews undertaken within corporate target

		The percentage of files reviewed within the corporate target



		Items reviewed for destruction

		The number of files assigned for destruction during review



		Items destroyed

		The number of files approved for destruction and then destroyed within the period










Surveillance



[bookmark: _Reporting:_Surveillance][bookmark: _Surveillance][bookmark: _Toc486943367][bookmark: _Toc503469451][bookmark: _Toc503469545][bookmark: _Toc503469568]Surveillance







· Reporting is intended to address the question “what can our performance in managing surveillance activities tell us about the effectiveness of our information governance controls?”

· The means of collecting and presenting the data is through Item B1. 



Data Reported:

		Category

		Description



		Items on Register

		The number of surveillance equipment items listed on the register



		New items of Register

		Number of new items added to the Register within the period



		Items for Review

		Number of items due for review in the period



		Reviewed within target

		Percentage of items reviewed within the corporate target



		Requests from Data Subject

		The number of requests for surveillance personal data received from data subjects



		Completed within deadline

		Percentage of requests completed within statutory deadline



		Completed within target

		Percentage of requests completed within corporate deadline



		Requests from Investigators

		The number of requests for surveillance personal data received from third parties



		Completed within deadline

		Percentage of requests completed within statutory deadline



		Completed within target

		Percentage of requests completed within corporate deadline










Privacy 

By 

Design
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· Reporting is intended to address the question “what can our performance in managing privacy impact assessments tell us about the effectiveness of our information governance controls?”

· The means of collecting and presenting the data is through Item B1.



Data Reported:

		Category

		Description



		Number of PIAs

		The number of assessments undertaken within the period



		Number of PIAs approved

		The percentage of PIAs successfully approved



		Number of PIAs rejected

		The percentage of PIAs rejected



		Number of SIRO PIAs 

		The percentage of PIAs where the SIRO accepted the identified risks of processing 



		Number of DPIAs

		The number of statutory assessments undertaken within the period



		Number of DPIAs approved

		The percentage of DPIAs successfully approved



		Number of DPIAs rejected

		The percentage of DPIAs rejected



		Number of SIRO PIAs 

		The percentage of DPIAs where the SIRO accepted the identified risks of processing 










 Audit
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· Reporting is intended to address the question “what can the results of internal and external audits tell us about the effectiveness of our information governance controls?”

· The means of collecting and presenting the data is defined in the scoping of each audit whether internal or external in association with the auditor(s).



Data Reported:

		Category

		Description



		Audit complete

		If an audit was due during the period, Y/N as to whether completed, otherwise this is N/A



		Audit outcome

		If an audit was completed, the auditor’s rating of compliance



		Direction

		Is the rating an improvement against the previous audit?
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· The DPO role is fully documented and the employee in the role is aware of the role’s responsibilities and receives appropriate training to ensure the role is executed effectively. The role profile is documented at Document A2.

· The report data must be presented to the DPO before consideration by the Senior Leadership Team in order to allow the DPO to provide commentary on the data and the standing risks derived from the Risk Register.

· This fulfils the DPO role requirement of advising the Organisation’s executive on privacy law issues.

· The DPO commentary is part of the report that goes forward to SLT 

· The Organisation may also periodically allow for employees in other specialist roles to similarly add comment on the data where SLT has deemed this to be of value.



[bookmark: _Senior_Leadership_Team][bookmark: _Toc483949645][bookmark: _Toc486943372][bookmark: _Toc503469456][bookmark: _Toc503469550][bookmark: _Toc503469573]Senior Leadership Team (SLT)



· SLT is the executive body within the Organisation which, in the context of Information Governance, reviews performance data as a standing agenda item at each meeting, making recommendations on policy change, risk approach and strategic direction as a result of the data and associated commentary presented.

· SLT’s Information Governance role is formally detailed in Document A4

· [Include details of any other formal body who will receive the reports, and their role]




[bookmark: _Toc486943373][bookmark: _Toc503469551][bookmark: _Toc503469574]Informing Reviews:

[bookmark: _Policy_Review][bookmark: _Toc483949647][bookmark: _Toc486943374][bookmark: _Toc503469458][bookmark: _Toc503469552][bookmark: _Toc503469575]Policy Review



· All Information Governance policies are reviewed at least annually, however where a need for amendment is identified (for example during an investigation into a security breach) a new version is approved outside of an annual review by SLT. The management of the Policy set is defined in Document C1.

· SLT may devolve approval for minor policy changes to named roles, obviating the need to request approval from full SLT.

· Policy Owners are responsible for documenting any suggestions made for policy amendments. They feed suggestions into the policy review (or action outside of the policy review if a change is urgently required).

· A Policy Change Log (Document D1) is maintained providing a full explanation of the version changes resulting from amendment approvals. The log records the details of the change, who approved the change and when, and when was the new version published/ communicated to employees.



[bookmark: _Risk_Review][bookmark: _Toc483949648][bookmark: _Toc486943375][bookmark: _Toc503469459][bookmark: _Toc503469553][bookmark: _Toc503469576]Risk Review



· The Organisation’s Risk Register (Document G1) is formally reviewed at least annually but the regular reporting to SLT contains the opportunity for the DPO to comment on how the performance data is affecting risk management and for SLT to discuss issues arising at meetings.

· The purpose of the risk review is to determine:

· whether the risk register captures all risks to Information Governance compliance 

· the assessment of individual risks accurately reflects the potential impact and severity 

· the Organisation has set a risk tolerance against all risks which informs the decisions about mitigating actions 



[bookmark: _Strategy][bookmark: _Toc483949649][bookmark: _Toc486943376][bookmark: _Toc503469460][bookmark: _Toc503469554][bookmark: _Toc503469577]Strategy Review



· The Information Governance Strategy (Document C1) sets out the Organisation’s aspirations for Information Governance over a timeframe typically broader than the annual cycles which apply to policy and risk reviews

· It is important however to revisit progress against the strategy on an annual basis. On a basic level this review can take the form of an informal measure of whether the strategy remains on track. On a more formal level, there could be an annual progress report which notes progress against each requirement, sets out a gap analysis and presents options for improvement. 

· A strategy which intends to deliver achievements over a number of years does not need to remain static in its content for that period. Legal changes, technology changes and corporate changes in emphasis may result in a rethink applicable to individual areas of the strategy or major changes to the entire document. 

· Where changes to an in-flight strategy are suggested, the approval process is for agreement to be obtained from the same bodies and key individuals who approved the original version having been presented with comprehensive reasons for amendments and consideration of the risks of change and of not making changes. 
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1. Executive Summary



1.1. This strategy sets out a framework which provides a comprehensive and corporate approach to all aspects of Information Governance. In doing so, it reflects the wider legal framework that is now imposed on public sector information through legislation such as the:



· Freedom of Information Act (2000) (FOI)

· Environmental Information Regulations (2004) (EIR)

· Data Protection Act (1998) (DPA) > General Data Protection Regulations (2016) (GDPR)

· Investigatory Powers Act (2016)

· Requirements for respect for private life and freedom of expression under the Human Rights Act (1998) (HRA).



1.2. There are also practical, business reasons for an Information Governance Strategy. Effective Information Governance will create efficiencies in accommodation, IT and better use of human resources by providing ready access to relevant information and the storage or destruction of irrelevant information. This will in turn lead to a better service provided to service users.



1.3. There is a need for an overarching approach to Policy development. Some policies are in place and, although there are some areas of good practice, a consistent means of creating, reviewing and maintaining policy is required. 



1.4. This Strategy applies to all recorded information irrespective of content, format or source.  The Strategy defines Information Governance as the means by which we processes information from its inception to its disposal and, secondly, the means by which it identifies the value of the information and maximises its exploitation.



1.5. The IG Strategy is driven by 4 principles:

· Compliance

· Consistency

· Supporting our priorities

· Value for money



1.6. The IG Strategy identifies a number of key work streams required to implement these principles:

· A corporate Information Governance structure: Defining Information Governance roles at all levels. This may be new and separate from the existing management structure or added to the responsibilities of existing structures.

· A co-ordinated information policy framework: Policies covering all necessary aspects of compliance as part of a framework and all consistent with the principles set out above.

· A corporate records management framework: Including corporate file classification, an information audit and the creation of Information Asset and Data Lifecycle Mapping registers.

· A communications and training plan: To instil the new Information Governance culture and processes supporting adoption of new ways of working

· An assessment of resources/ finances: Available for Information Governance implementation.

· Integration with existing policies and procedures: Ensuring consistent corporate messages to and expectations of employees.

· Monitoring and performance management arrangements: Governed by the corporate Information Governance structure



1.7. The IG Strategy recognises that it is impractical to expect to find a single solution for Information Governance. The diversity of the information held does not lend itself to a single solution. Instead, the Strategy’s intention is to provide a consistent standard to be achieved, although the means by which it is achieved may vary.



1.8. Finally, the strategy sets out the work plan required to bring it to life and address the issues around roles and responsibilities and accountability that need to be resolved to ensure information is accessible, available to those that need it and managed in line with our legal obligations.

2. [bookmark: _Toc482700786]Introduction



2.1. Information is a valuable asset that requires effective management.  This strategy (the IG Strategy) establishes the framework for the delivery of an Information Governance structure to introduce the required controls to maximise value from the asset.



2.2. A number of areas operate effective Information Governance or aspects of Information Governance. However, there is no clear and coordinated framework, therefore an Information Governance framework must be established that will apply to all information; electronic and physical.  Other drivers are the need to ensure robust compliance with the increasing legal framework on public sector Information Governance, the need to be more efficient in the use of our information assets and the wider public sector Transparency Agenda which requires a very different approach to how we share information.



2.3. The benefits of the strategy will be:



· Efficiency through the more effective use of physical, electronic and human resources

· Better service delivery through improved access to relevant information making requests easier to handle in a shorter time.

· Environmental benefits by reducing reliance on paper files and physical storage.

· A better working environment through the removal of irrelevant information and documentation from the office environment allowing staff easier access to the information required to perform their work.

· Improved compliance with legal requirements boosting reputation.



2.4.	Finally, the strategy does not seek to re -invent the wheel.  It aims to bring together and learn from best practice, and build a corporate framework for information management.

3. [bookmark: _Toc482700787]Principles



3.1. Policy sets out the key principles of Information Governance (IG):

· Compliance – with legal requirements, IG standards and relevant policies.

· Consistency & Simplicity – Any systems and procedures adopted must be simple to use, understand and implement.

· Supporting Priorities – information is managed and used in a way that supports current priorities.

· Value for Money – adopted systems and processes are economic, efficient and effective and seek to find ways to maximise income from information.



3.2. The IG Strategy must balance these principles and, in different situations, different priorities will require different emphasis. To implement these principles the IG Strategy will aim to:

· Standardise the processing of information throughout its lifecycle.

· Minimise the number of locations and formats in which information is created and retained.

· Introduce a simple, corporate file classification system.

· Ensure that staff, members, partners and the public have easy access to information in accordance with their rights of access.

· Ensure that information is retained only if it serves a purpose; i.e. compliance with legal requirements or support of priorities.

4. [bookmark: _Toc482700788]Scope



4.1.    The IG Strategy provides a corporate framework for implementing IG Policy. The implementation and delivery of the IG Strategy, however, is the responsibility of all managers and employees. IG cannot be viewed as a purely IT or legal compliance issue. Aspects of implementation may be picked up by other projects, including information security and any planned major system changes.

5. [bookmark: _Toc482700789]Roles & Responsibilities



5.1. Every employee creates recorded information and so all are responsible for its effective management. Without the engagement and involvement of employees at all levels, this strategy will fail. This can be achieved through establishing clear responsibilities for information management, effective communications and performance management.  The latter two processes are dealt with later in this Strategy



5.2. Responsibilities for Information Governance will fit within the existing the responsibilities of all managers but IG also requires a clear corporate management hierarchy to ensure that implementation of the strategy is given strategic direction, policies can receive corporate approval and performance is monitored.  This hierarchy may be incorporated into existing management structures or be separately constituted.  The responsibilities are essential to successful deli very:

· Senior Information Risk Owner (S IRO)

· Information Governance Board (IGB)

· Employees with specific information management responsibilities and accountabilities.

· A specialist Information Governance function to maintain policies, monitor performance and ensure compliance (where resource allows – otherwise this responsibility is allocated to the other roles above)



5.3. The responsibilities for Information Governance will be:

		Group/Per son

		Responsibilities



		Information Governance Board

		· Corporate responsibility and oversight



		Department

		· Responsibility for implementation in department of corporate IG policies

· Responsibility for meeting performance indicators.

· Representation on Information Management Board.



		SIRO

		· Lead for IG issues and communications.

· Chai r of Information Management Board

· IG Policy lead



		Information Governance Board

		Forum for:

· The oversight and approval of implementation of the IG Strategy by Di rectorates and corporately

· The monitoring of IM performance and development of standards

· Determines our response to legislative and other developments.

· Includes SIRO.

· Reporting to other stakeholder groups.

· Review and approve IG policies

· Co-ordination with related Projects/initiatives 



		Departmental IG employee roles

		· Responsible for operational IG issues and first instance guidance on corporate policies.

· Identifying and reporting IG issues/concerns.

· Report to Information Management Board when required



		Specialist Support staff

		· IT for Technical solutions and storage of electronic documents and records

· Information Governance lead/team for policy development, records management, monitoring of performance and compliance validation

· Legal Resource for legal support

· Internal/ External Audit for validation of governance and compliance with legal and performance standards







5.4. Flexibility must be retained in the governance structure to allow departments to meet their responsibilities in ways that best fit their existing organisation and the types of information held.  However, the Information Governance Board will monitor implementation.

Action Required

· Agreement of IG structure.

· Establishment of Information Management Board, or include responsibilities within an existing or redefined Board.

· Identification of Departmental level expertise and review of resources available to them to ensure compliance and effective performance.

· Establishment of the IG role/ function to fulfil the corporate responsibilities

· Establishment of an independent audit plan to validate compliance

6. [bookmark: _Toc482700790]Implementation



6.1. Implementation of the IG Strategy will require time and resources. For this reason, it is divided into a number of different work streams, which may constitute separate projects or be integrated into existing projects.  The work streams are:

· A co-ordinated information policy framework.

· Corporate records management framework including: 

· corporate file classification, 

· an information audit and 

· the creation of a corporate Information Asset and Data Lifecycle Mapping register.

· A communications and training plan for IG

· An assessment of resources available for IG implementation.

· Integration with existing policies and procedures.

· Monitoring and performance management arrangements.



6.2. Full implementation of the IG strategy will take time and transitional arrangements will need to be agreed for some areas, particularly for records management. Full implementation of records management is not required for all information held. For example, closed files awaiting disposal can be assessed as not requiring full records management compliance, as this would not provide value for money or create a significant compliance risk, so long as they are stored securely, are readily accessible and a compliant disposal plan is put in place.

7. [bookmark: _Toc482368295][bookmark: _Toc482700791]Policy Framework



7.1. The currently policy set has developed independently, therefore a comprehensive, co-ordinated information policy framework is required.   Each policy may need its own implementation plan. The IG Policy Framework will include the following policies:

		Statutory Requests for  Information

		· Providing for public requests for access to information held under FOIA, DPA/GDPR and E IR. 

· It will also address the Transparency agenda



		Data Protection

		· Regulating and monitoring the processing of personal data



		Financial Information Governance

		· Primarily relating to PCI-DSS compliance for the handling of electronic payments, but must also cover CHIP and PIN and corporate systems.



		Information Sharing

		· Establishing principles and procedures for the development of information sharing with partners and internally, via formal protocols or otherwise. 



		Information Security

		· Providing corporate standards for the security of information held and meeting relevant standards such as:

· Cyber Essentials or ISO 27001 

· the government’s security classification scheme



		Records  Management

		· Regulation of the maintenance of all records throughout their lifecycle and meeting government standards and the Code of Practice under section 46, FOIA. 





		Surveillance

		· Procedures for surveillance including the use of CCTV, drones and body-worn cameras and any proposed use of covert surveillance under the Investigatory Powers Act (2016).







7.2. Some procedures are operational, whereas others require review or are in their formative stages of development.  The review should also consider the quality of public access to these policies.  

Action Required

· Review and amendment of current policy set.

· Creation of new policies as required



8. [bookmark: _Toc482700792]Records Management Framework



8.1. [bookmark: _Toc482700793]Introduction



8.1.1  The cornerstone of good IG is effective records management. Records management means the systems adopted to control and manage the creation, use, retention and disposal of information in a way that is administratively and legally compliant but also serves operational needs. Effective records management will ensure that information is available when and where it is needed, in an organised and efficient form and that unneeded information is filed, archived or disposed of as is appropriate. Conversely, poor records management results in the superfluous retention of redundant electronic and paper information, the loss of information and poor access to relevant information. Consequently, effective records management will deliver the IM Policy principles of:

		Compliance

		· FOI, EIR and DPA/GDPR responses will be more efficient and accurate, reducing complaints.

· Duplicates and drafts can be destroyed safely

· Information security will become simpler and more secure.

· Risks of enforcement action reduced



		Consistency and Simplicity

		· A single corporate standard for the classification and storage of information will improve the retrieval, disposal and the re -use of information

	Reduction in unnecessary inform ation and duplication



		Support Priorities

		· Providing clear, accurate information and records for the determination of policies and strategies.

· Greater transparency and accountability raising credibility.

· Improving work environment for employees



		Value for Money

		Delivering efficiencies from:

· reduced need for electronic and physical storage

· More effective information retrieval allowing customer queries to be handled quickly and more satisfactorily.

· Reduced time and costs on FOI/DPA requests







8.1.2.	Implementation of a records management framework can be divided into distinct but interrelated parts.



8.2. [bookmark: _Toc482700794]Corporate Records Management Policy

8.2.1.	An updated records management policy providing strategic guidance to all Departments. Records management will be based on the widely accepted HORUS principles which requires records to be:

Held securely and confidentially

Obtained fairly and efficiently

Recorded accurately and reliably

Used effectively and ethically

Shared appropriately and lawfully.

8.2.2.	To meet these aims, we will adopt a system where there is a single, corporate record of recorded information. A corporate record is the primary and preferably sole record of each piece of information.  The aim will be to move towards having one version of information, in one formation and one location. Records management will reflect that aim.

8.2.3.	A single, corporate record will reduce the amount of information held, make relevant information easier to locate and access and reduce risks from inaccurate information being held or unauthorised access being gained to information.  It is recognised, however, that for practical, technical and legal reasons, this may not be possible for all records but it should be the standard aimed for by, for example, reducing the number of versions, copies and formats of information held.

Action Required

· Review existing guidance

· Update in accordance with IG Policy.

· Approval from IMB as required.

· Develop and deliver communications plan.



8.3. [bookmark: _Toc482700795] “Single Issue” Policies

8.3.1.	Specific policies or guidance on practical, day-to-day IG issues are also needed to provide operational guidance to staff and managers based on HORUS principles. Such policies will address day-to -day records management issues including:

· Email use and deletion.

· The naming, retention and deletion of draft documents before and after publication of the final document.

· The storage of information (electronic and paper).

· Information Sharing 

· Data Protection 

· Surveillance 

· IGB approval of policy as appropriate.

· All policies to be part of a consistent framework

8.3.2.	The IGB will identify and agree single issue policies. There will also be the opportunity to respond to legal and other developments.

Action Required

· IGB identifies and agrees policies required

· Establish priorities and timetable and approval process

· Implement timetable.

8.4. [bookmark: _Toc482700796]Information Audit

8.4.1. To comply with the requirements in the GDPR to evidence compliance, and to identify the correct solutions for IG, it is important to accurately identify the information assets available and how the associated processes are operated. An information audit is required of:

· The classes of held information:  This can be built on any foundation work done to establish a Records Retention Schedule and Publication Scheme. Both require review and updating to be finalised products.  This work stream will aim to fill gaps by means of a corporate-wide commitment to the Audit.

· Best practice solutions for Information Governance (and, if resources allow, in comparable organisations). This will include the collating of information on all existing information management systems in use.

· Human resources: identifying levels of awareness and training amongst staff but also identify individuals who have IG skills and knowledge who can contribute to the implementation of the IG Strategy.

Action Required

· Establish terms of reference for audit

· Carry out audit

· Collate and analyse results

· Incorporate results into other work streams, e.g. best practice into File Classification System, human resources into Information Governance Structure and information audit into Information Asset Register and update of Records Retention Schedule and Publication Scheme as an interim measure if required.



8.5. [bookmark: _Toc482700797]Information Asset & Data Lifecycle Mapping Register

8.5.1.	Effective records management requires us to accurately know what information we hold at any point in time. Legislation also requires that we maintain a number of public registers of information. For instance, the Freedom of Information Act 2000 requires us to have a publication scheme of all publicly available information held. To ensure consistency and reduce duplication, a single Information Asset Register is required which will:

· Ensure combi ned compliance with legislative requirements (building on existing Publication Scheme)

· Identify means of access to information – including under the file classification scheme (see below).

· Identify classification under the Information Security Policy

· Identify charges for accessing information (including charges for commercial re-use under the Re -use of Public Sector Information Regulations 2005)

· Identify retention period and necessary action at disposal (e.g. destroy or pass to the local Archive facility).

· Detail the flows of personal data and establishing whether the processing complies with the requirements of the GDPR

· Where possible, be available for public access.

Action Required

· Review any current registers etc.

· Agree format and content of the Register

· Populate the Register with information from the current records retention schedule etc.

· Collate new information (using results from Information Audit).

· Establish system (including responsibilities ) for maintaining the Register

· Establish and deliver communications plan.



8.6. [bookmark: _Toc482700798]Corporate File Classification System



8.6.1. 	Agree and fully adopt a single, corporate system of file classification for both electronic and physical files.  At this stage, only files and not individual documents will be required to be classified. Individual document management within files will be in accordance with fi le management procedures adopted by services or directorates, so long as they meet IG Policy standards. 



8.6.2.	The fi le classification system must also:

· Have a single corporately agreed basis for classification.

· Be simple to use.

· Allow for the tracking and location of file information at any stage in its life cycle.

· Allow for information relating to a single issue to be identified and collated quickly and accurately.

· Be compatible with the  Register, IG Policy Framework and legal requirements for accessing information.

· Ensure privacy and confidentiality are appropriately respected and maintained (including compatibility with the Information Security and Data Protection Policies).

· Be achieved within existing resources – e.g. building on existing software such as introducing a mandatory file naming protocol for Microsoft Office documents and a standardised, mandatory Office directory tree based around the organisational structure or a similar logical and simple structure

· Allow for exceptions, where this meets statutory requirements, is a tolerable/manageable risk and/or is the value for money solution. e.g. where we already operate a “stand alone” file classification system that works well and is compatible with the aims of the IG Strategy.

Action Required

· Agree corporate file classification system.

· Set timetable for implementation (see also transitional arrangements)

· Communications and training on scheme.

· Monitor performance



8.7. [bookmark: _Toc482700799]File Management Systems

8.7.1.	To ensure that individual documents can be located within files, we will be required to adopt file management policies following corporate guidelines.  Many services will have effective systems in place already.

8.7.2.	Adopting a single file classification system may not practical and could disrupt already effective systems. Guidance will be agreed by the Information Governance Board based on the following principles:

· Systems should make individual documents readily available on any fi le.

· Where appropriate should ensure adequate security, confidentiality and privacy.

· Be simple to adopt and maintain.

8.7.3.	Services will be responsible for adopting file management systems in accordance with any guidance issued.

Action Required

· Agreed guidance on file management standards.

· System for monitoring of service-level implementation of standards.



8.8. [bookmark: _Toc482700800]Transitional Arrangements

8.8.1.	Full implementation of an effective records management system will take time. Although records management is essential in an effective organisation, it needs to be done alongside other normal and often competing work demands. Compliance can be achieved over time through the agreement and adoption of transitional provisions for records management.

8.8.2.	Transitional provisions will identify a timetable for full compliance with all records management policies. A date will be set for full implementation for all information created after that date.  Lower levels of compliance will be required for other types of information, such as current and closed files, see the table below as an example:





		Type of Information

		Level of compliance



		New information or files

		· Full compliance after implementation date



		Existing files (at implementation date)

		· An effective system of records management in place (compatible with the standards in this strategy, although not the corporate regime).

· Compliance only with provisions relating to:

· The closure, storage and retention of information. 

· Entry on the Information Asset Register.



		Closed files

		· Compliance only with provisions relating to:

· The closure, storage and retention of information

· Entry on the Information Asset Register.







8.8.3.	Departments may bring closed and current files up to full compliance on a voluntary basis.

Action Required

· Agreed timetable for full implementation of records management policy and standards.

· Agreed transitional arrangements, e.g. as in table above.

· Communication of transitional arrangements



9. [bookmark: _Toc482700801]Charging and Income



9.1. We are embracing the Transparency drive for public service information but must also be pragmatic about the cost of making information available. Information may generate income, which in turn contributes to the cost of providing information. Charging may be lawful under access legislation or through the use of statutory charging powers under legislation, including the Local Government Act (2003) and the Re-use of Public Sector Information Regulations (2005).

9.2.	We should seek to recover costs or generate income wherever allowed to do so. Consequently, a corporate wide charging approach is required to ensure:

· compliance with legislation

· consistent and reasonable charges are imposed

· income from information is maximised, where appropriate.



Action Required

· Audit of current charging regimes and income generation

· Corporate Information Charging approach devised, approved and publicised.

· Incorporate charging into the Asset Register (and/or publication scheme).

· Implementation strategy for Re -use of Public Sector Information Regulations 2005 and charging under LGA 2003.

· Audit of any information of commercial value.

· RoPSI Regulations approach approved and implemented



10. [bookmark: _Toc482700802]Communications and Training



10.1.	The IG Strategy involves a cultural shift in the management of information. This builds on the cultural change that has already taken place on public access to information with the Freedom of Information Act (2000).

10.2.	There are clear benefits to effective IG but it will involve time and effort by all employees and, like any change process, may meet reluctance. Successful implementation will require effective communication to raise awareness of the reasons for change, the new standards and training of key employees to cascade the new policies and procedures. Where required, this may include consultation on any significant changes, although the Information Audit anticipates employee contribution by identifying good Information Governance practice. A communications and training policy is required to:

· Raise awareness of the strategy and the direction of change

· To engage and involve staff (although the Information Audit should identify and engage key staff with Information Governance skills).

· To train on new policies and procedures as they are implemented.

· To establish an ongoing training programme on Information Governance issues (e.g. including FOI/EIR and DPA/GDPR) to provide detailed training to key staff and services.

· To integrate Information Governance into the induction process and the appraisal process as new procedures are implemented.



Action Required

· Review of existing training and communications on IG

· A comprehensive, corporate IG training programme using a range of training methods

· A communications plan for the IG Strategy implementation

· Integration of IG into HR policy and the induction process.

· Improving information management tools and information on the Intranet.

11. [bookmark: _Toc482700803]Integration with Existing Policies



11.1.	The IG Strategy will impact on other policies and practices.  It is important that IG is incorporated into these policies and that all policies are consistent. IG must also take into account equalities issues, such as equal access to information, particularly in respect of public access.

Action Required

· Identify the impact of IG policies on other policies (and vice-versa).

· Identify solutions, whether through appropriate amendment or otherwise.

· To otherwise integrate IG into existing policies and any contractual employment documentation regarding managing or maintaining the confidentiality of data.

12. [bookmark: _Toc482700804]Finance



12.1.	This strategy is based on the assumption that implementation will be achieved through existing budgets and savings arising from effective records management. Savings should be made from the more efficient use of human, electronic and physical resources, thereby improving service delivery whilst reducing costs.  It may be an unrealistic assumption, however, that all costs will be covered from existing resources. Some proposals and the general level of work involved may require additional resources during the implementation stages to realise the full efficiency savings arising from effective Information Governance. For instance, if the audit of current staff skills reveals a lack information management skills, it will be necessary to investigate training. It is unrealistic to expect income from information requests to cover the costs of public access to information.

12.2.	Assessment of the resources implications of the IG Strategy needs to be undertaken as, otherwise, the result may be a reduction or redefinition in the scope of the work undertaken or the allocation of additional or redirected resources.

Action Required

· Identify the efficiency savings

· Identify the resource implications of IG strategy implementation.

· Assess how to meet any short fall.

13. [bookmark: _Toc482700805]Monitoring and Review



13.1.	To measure the success of the IG Strategy, a formal monitoring and review structure needs to be devised and implemented. This will include IG Performance Indicators, appropriate review mechanisms and sanctions for non-compliance. 

Action Required

· Agree performance indicators and sanctions for non -performance

· Establishing monitoring system – i.e. to the Information Governance Board

· Establish programme of review for the IG Strategy and policies.



14. [bookmark: _Toc482700806]Next Steps: Implementation



14.1. The actions identified in this strategy are collated into an Implementation Plan below.  Consideration will need to be given to whether there are additional projects ongoing or planned that may have capacity to pick up aspects of implementation:



Roles and Responsibilities

· Agreement of Information Governance structure.

· Establishment of Information Governance Board

· Identification of department level IG staff.

· Establishment of IG function

· Definition of audit and compliance plan, to include KPIs

Information Governance Framework

Review of existing policies in line with IG Policy.

Review and amendment of:

· Access to Records Policy. 

· Information Security Policy 

· Information Sharing Policy

· Surveillance policy

· IGB approval of policy as appropriate.

· Records Management Policy 

Corporate Records Management Policy

· Review existing policy

· Update in accordance with IG Policy.

· Approval from IGB as required.

· Develop and deliver communications plan.

“Single Issue” Records Management Policies

· IGB identifies and agrees the policies required

· Establish priorities and timetable and approval process

· Implement timetable.

Information Audit

· Establish terms of reference for audit

· Carry out audit

· Collate and analyse results

· Incorporate results into other work streams, e.g. best practice into File Classification System, human resources into Information Management Structure and information audit into Information Asset Register and update of Records Retention Schedule and Publication Scheme as an interim measure if required.



Information Asset & Data Lifecycle Mapping Register

· Review current registers etc.

· Agree format and content of the Register

· Populate the Register with information from the current records retention schedule etc.

· Collate new information (using results from Information Audit).

· Establish system (including responsibilities) for maintaining the Register

· Establish and deliver communications plan.



File Classification Scheme

· Agree corporate file classification system.

· Set timetable for implementation 

· Communications and training on scheme.

· Monitor performance

Service Level File Management Action

· Agreed guidance on file management standards.

· System for monitoring of service-level implementation of standards.

Transitional Arrangements

· Agreed timetable for full implementation of IG policy and standards.

· Agreed transitional arrangements, e.g. as in table above.

· Communication of transitional arrangements

Charging and Income

· Audit of current charging regimes and income generation

· Corporate Information Charging approach devised, approved and publicised.

· Incorporate charging into the Register (and/or publication scheme).

· Implementation strategy for Re -use of Public Sector Information Regulations 2005.

· Audit of information of commercial value.

· RoPSI Regulations approach approved and implemented

Communication and Training

· Review of existing training and communications on IG

· A comprehensive, corporate IG training programme using a range of training methods

· A communications plan for the IG Strategy implementation

· Integration of Information Management into HR policy and the induction process. Improving information management tools and information on the Intranet.

Integration with Other Policies

· Identify the impact of IG policies on other policies (and vice-versa).

· Identify solutions, whether through appropriate amendment or otherwise.

· To otherwise integrate IG into existing policies

Finance

· Identify the efficiency savings

· Identify the resource implications of IG Strategy implementation.

· Assess how to meet any short fall.

Monitoring and Review

· Agree performance indicators and sanctions for non -performance

· Establishing monitoring system – i.e. to the IGB

· Establish programme of review for the IG Strategy
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Information Governance Framework Policy



Supporting effective corporate management of Information Governance activities



Policy points are numbered. The numbering corresponds to explanations of ‘why?’ and ‘how?’ for each point further down the page.



		What must I do?







1. MUST: All employees must comply with all Information Policies 

2. MUST: All employees must successfully complete relevant training in Information Governance key messages annually

3. MUST: All managers must ensure that employees under their management are complying with our policies and any agreed exceptions

4. MUST: We must ensure that the roles of Data Protection Officer (DPO) and Senior Information Risk Owner (SIRO) are in place

5. MUST: We must ensure that an Information Governance Strategy is in place

6. MUST: We must undertake annual reviews of the IG Strategy, all Information Policies and Information Risks

7. MUST: Any exceptions to Information Policies must be risk assessed and approved 



		Why must I do it?







1. This is to ensure that the Organisation remains complaint with Information law and provides assurance to the public over secure practices.

2. This is to ensure that ECC can be certain that staff have been told the correct messages about how to handle data securely, and that we can evidence this to our regulators, partners and the public to give them confidence that we are suitable custodians of their data

3. Managers have a key role in ensuring any policy is being implemented appropriately. 

4. The DPO role is a statutory requirement and the SIRO is best practice.

5. Strategies are only effective when they meet the demands of the law and enable employees to achieve compliance in a practical way. It is therefore vital that our strategy reflects the current legal requirements and helps guide employees in a clear way to meet those requirements. The Strategy must therefore be regularly reviewed to ensure it is fit for purpose.

6. Policies are only effective when they meet the demands of the law and enable employees to achieve compliance in a practical way. It is therefore vital that our policies reflect the current legal requirements and help guide employees in a clear way to meet those requirements. Policy and Risk Management must therefore be regularly reviewed to ensure they are fit for purpose.

7. We need to monitor and control the risks created by allowing exceptions to policy





		How must I do it?







1. By reading the Information Policies, by attending and completing relevant training, by seeking clarification of policy from managers when unsure.

2. By attending face-to-face training or completing elearning that has been designated as mandatory for your role.

3. Ensure employees are instructed appropriately (through both Induction and Refresher training) on how to securely manage the data they have access to in their roles. Ensure employees have completed relevant formal training (for systems they use, and compulsory E-Learning). Use team meetings to discuss information policy issues. Where there is uncertainty over correct procedure, seek advice for clarification.

4. Appoint new employees or add responsibilities to existing roles. Ensure that the responsibilities of the roles are fully documented and that the role holders have sufficient resource and training to fulfil their roles.

5. A Strategy should be approved by the Leadership Team and annual reviews should be made against its progress, reported to the Leadership Team and the Strategy should be amended if required.

6. Policy and Risk reviews should be undertaken annually and approved by the Leadership Team. 

7. By recording approved exceptions in such a way as to be able to report on all current instances; showing who and what the exception is for, why it was granted, when the exception approval period comes to an end and who supported and approved the exception. Assessment of a request for an exception must be done by receiving an approval and acceptance of risk by the Senior Information Risk Owner (SIRO) or a delegated role.



		What if I need to do something against the policy?







If you believe you have a valid business reason for an exception to these policy points, having read and understood the reasons why they are in place, please raise a formal request by contacting [relevant role or team & their contact details]



		Document Control







Version: 		1

Date approved: 	[Date]

Approved by:		[Name of authorising officer or board]

Next review: 		[Approval date + review period]



		References







· Data Protection Act 1998 (to May 25th 2018)

· General Data Protection Regulations 2016 (from 25th May 2018)

· Article 8, The Human Rights Act 1998

· Freedom of Information Act 2000

· Environmental Information Regulations 2004

		Breach Statement







Breaches of Information Policies will be investigated and may result in disciplinary action. Serious breaches of Policy may be considered gross misconduct and result in dismissal without notice, or legal action being taken against you.
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Data Protection Policy



General rules in complying with Data Protection law



Policy points are numbered. The numbering corresponds to explanations of ‘why?’ and ‘how?’ for each point further down the page.



		What must I do?







1. MUST: All employees must comply with the requirements of Data Protection Law and Article 8 of the Human Rights Act when processing the  personal data of living individuals

2. MUST: Where personal data is used we must make sure that the data subjects have access to a complete and current Privacy Notice.

3. MUST: We must formally assess the risk to privacy rights introduced by any new (or change to an existing) system or process which processes personal data 

4. MUST: We must process only the minimum amount of personal data necessary to deliver services.

5. MUST: All employees who record opinions or intentions about service users must do so carefully and professionally

6. MUST: We must take reasonable steps to ensure the personal data we hold is accurate, up to date and not misleading.

7. MUST: We must rely on consent as a condition for processing personal data only if there is no relevant legal power or other condition 

8. MUST: Consent must be obtained if personal data is to be used for promoting or marketing goods and services.

9. MUST: We must ensure that the personal data we process is reviewed and destroyed when it is no longer necessary.

10. MUST: If we receive a request from a member of the public or colleagues asking to access their personal data, we must handle it as a Subject Access Request 

11. MUST: If we receive a request from anyone asking to access the personal data of someone other than themselves, we must fully consider Data Protection law before disclosing it

12. MUST: When someone contacts us requesting we change the way we are processing their personal data, we must consider their rights under Data Protection law.

13. MUST NOT: You must not access personal data which you have no right to view

14. MUST: You must follow system user guidance or other formal processes which are in place to ensure that only those with a business need to access personal data are able to do so

15. MUST: You must share personal data with external bodies who request it only if there is a current agreement in place to do so or it is approved by the Data Protection Officer.

16. MUST: Where the content of telephone calls, emails, internet activity and video images of employees and the public is recorded, monitored and disclosed this must be done in compliance with the law and the regulator’s Code of Practice.

17. MUST: All employees must be trained to an appropriate level, based on their roles and responsibilities, to be able to handle personal data securely.

18. MUST: When using ‘data matching’ techniques, this must only be done for specific purposes in line with formal codes of practice, informing service users of the details, their legal rights and getting their consent where appropriate.

19. MUST: We must maintain an up to date entry in the Public Register of Data Controllers 

20. MUST: Where personal data needs to be anonymised or pseudonymised, for example for research purposes, we must follow the relevant procedure

21. MUST NOT: You must not share any personal data held by us with an individual or organisation based in any country outside of the European Economic Area 

 



		Why must I do it?







1. To comply with legislation

2. To comply with Data Protection legislation which requires us to make the data subject aware of how we will handle their personal data

3. To ensure that the rights of the Data Subject are protected in any proposed new activity or change to an existing one

4. The law states that we must only process the minimum amount of information needed to carry out our business purpose.  It is not acceptable to hold information on the basis that it might possibly be useful in the future without a view of how it will be used.   Changes in circumstances or failure to keep the information up to date may mean that information that was originally adequate becomes inadequate.  

5. To maintain professional standards and to assist in defending the validity of such comments if the data subject exercises their rights to ask us to amend or delete their personal data if they feel it to be inaccurate. 

6. To comply with a principle of Data Protection law

7. To comply with Data Protection law. Where processing does not rely on a legal condition other than consent

8. When using personal data for marketing and promoting services it is unlikely that any lawful condition other than consent would apply. 

9. To comply with a principle of Data Protection law.

10. To comply with the right to access personal data

11. To comply with a principle of Data Protection law.

12. To comply with the rights of the Data Subject under Data Protection law

13. Personal data must be protected by effective security controls to ensure that only those with approved business need to access the data can do so

14. Personal data must be protected by effective security controls to ensure that only those with approved business need to access the data can do so

15. To comply with the legal requirements to keep personal secure but also to ensure that where there are legal grounds to share information in a managed way that this is done correctly.

16. The law permits organisations to hold such data in order to measure the quality of services being provided, to record consent etc. In certain circumstances recordings may be accessed e.g. to investigate alleged criminal activity or breaches of Organisation policy etc.

17. To comply with a principle in Data Protection law.

18. To comply with the Data Subject’s rights

19. This is a regulatory requirement and allows the public to see what personal information we hold to support transparency

20. Where personal data is used for research purposes, the processing of the data can be legitimised by provisions within Data Protection law

21. To comply with the right of the Data Subject to have equivalent legal safeguards in place over their data in another country as they would here. The member states of the EEA share common legislation which provides assurance to us that personal data will be securely handled under the same provisions that exist under the Data Protection Act. 





		How must I do it?







1. By following the points in this policy

2. By approving and reviewing a compliant privacy notice in line with the Privacy Notice Procedure and making it available to the data subjects

3. By completing and approving a Privacy Impact Assessment, or Data Protection Impact Assessment where the processing is ‘high risk’ to the rights of the data subjects.

4. By ensuring that the means we use to gather personal data (such as forms etc) only ask for the information that is required in order to deliver the service. 

5. By considering that anything committed to record about an individual may be accessible by that individual in the future or challenged over its accuracy.

6. For example, there should be at least an annual check of the currency of data held about service users and whenever contact is re-established with a service user, you should check that the information you hold about them is still correct.

7. By following the points in the Consent Procedure 

8. By following the points in the Consent Procedure

9. By following the points in the Records Management Policy. We must review personal data regularly and delete information which is no longer required; although we must take account of statutory and recommended minimum retention periods.  Subject to certain conditions, the law allows us to keep indefinitely personal data processed only for historical, statistical or research purposes.  The Retention Schedule will give guidance in these areas.

10. By following the points in the Statutory Requests for Information Policy

11. By following the points in the Statutory Requests for Information Policy. Such requests would typically be managed under the Freedom of Information Act (if from a member of the public) or under Data Protection or Justice law if for a criminal investigation, however the decision whether or not to disclose someone’s personal data to a third party must satisfy the requirements of Data Protection law

12. By reviewing the impact of any requested change on any statutory duty being fulfilled by the Organisation.

13. By being aware through training and guidance from your manager on what information is appropriate for you to access to do your job. Systems and other data storage must be designed to protect access to personal data. You must inform your manager if you have access to data which you suspect you are not entitled to view.

14. By ensuring appropriate security controls are in place and rules to support those controls are followed. The following should be in place:

· technical methods, such as encryption, password protection of systems, restricting access to network folders;

· physical measures, such as locking cabinets, keeping equipment like laptops out of sight, ensuring buildings are physically secure; and

· organisational measures, such as:

· Providing appropriate induction and training so that staff know what is expected of them 

· Taking reasonable steps to ensure the reliability of staff that access personal data, for example, by the use of Disclosure and Barring Service (DBS) checks.

· Making sure that passwords are kept secure, forced to be changed after an agreed period and are never shared

15. Consult your manager, any procedure guidance or any library of sharing agreements managed by the Organisation. Consult the Data Protection Officer in one-off cases of sharing.

16. By ensuring that employees and members of the public are fully aware of what personal data is being recorded about them and why, and it what circumstances that data may be used. Operation of overt surveillance equipment such as CCTV must always be done in line with relevant codes of practice captured in the Surveillance Management Procedure. Any covert surveillance must be done in line with the provisions in the Investigatory Powers Act (2016)

17. By completing compulsory training courses relevant to your role

18. By ensuring an Impact Assessment has been approved for the activity

19. The entry should be reviewed annually and an update is to be made when any change to the purposes of processing personal data occur 

20. Follow the guidance in the Data Minimisation Procedure

21. Consult the Data Protection Officer over any proposed sharing outside of the EEA. If you are a manager who is proposing a change to or implementing a new system which may involve the hosting of personal data in a nation outside the EEA, this must be first approved by a  Privacy Impact Assessment





		What if I need to do something against the policy?







If you believe you have a valid business reason for an exception to these policy points, having read and understood the reasons why they are in place, please raise a formal request by contacting [relevant role or team & their contact details]



		Document Control







Version: 		1

Date approved: 	[Date]

Approved by:		[Name of authorising officer or board]

Next review: 		[Approval date + review period]



		References







· Data Protection Act 1998 (to May 25th 2018)

· General Data Protection Regulations 2016 (from 25th May 2018)

· Article 8, The Human Rights Act 1998

· Investigatory Powers Act 2016

		Breach Statement







Breaches of Information Policies will be investigated and may result in disciplinary action. Serious breaches of Policy may be considered gross misconduct and result in dismissal without notice, or legal action being taken against you.
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Statutory Requests for Information



Requirements for managing requests for information to comply with the Freedom of Information Act 2000 (FOI), the Environmental Information Regulations (EIR), the Data Protection Act 1998 (DPA) and from 25th May 2018 the General Data Protection Regulations 2016



Policy points are numbered. The numbering corresponds to explanations of ‘why?’ and ‘how?’ for each point further down the page.



		What must I do?







For all types of request for Information:



1. MUST: We must correctly identify the law which applies to the information being requested and manage the request in compliance with that law 

2. MUST: Information should be released unless there a strong legal justification for withholding it. 

3. MUST: Whenever we refuse to provide information, we must clearly and fully explain the reasons why

4. MUST: We must provide advice and assistance to people making a request. 

5. MUST: We must always try to reply as quickly as possible, but always within the legal deadline.

6. MUST: All employees must promptly provide all relevant information to a request co-ordinator if asked for it 

7. MUST: If we decide to charge for information, we must do so in accordance with a published policy. 

8. MUST: Where reasonable and practical, we must provide the information in the format requested by the applicant. 

9. MUST: When we respond to a request, we must tell the requestor about our internal review process. 

10. MUST: When responding to a complaint, we must advise the requestor that they may complain to the ICO if they remain unhappy with the outcome. 



		Why must I do it?







1. The requestor does not have to specify under what legislation they are making a request. It is our responsibility to correctly identify which legislation applies.

2. We serve the public. We should not hide information from them.  The Acts are intended to make us more accountable to the public, to make our processes more transparent, and to encourage the public to trust us.  Information should be released unless we can strongly justify withholding it (embarrassment is not a sufficient reason to withhold information). In some cases, we may have to release non-personal information because it is in the public interest although it might otherwise have been considered exempt. Also, it is a legal offence to deliberately withhold or destroy requested information where there is no legal reason to do so. 

3. We will not be obliged to provide all or part of the information requested if a legal justification applies.  If we believe a reason does apply then we must help the public to challenge our decisions effectively by giving our reasons and doing so clearly and fully in line with the requirements of the Acts. This is a legal requirement.

4. The Acts require us to assist requestors, especially where we may be considering refusing a request, in guiding the public on how to clarify or re-scope their request to achieve the best outcome. This is a legal requirement.

5. The laws provide statutory deadlines for responding to a request; FOI & EIR – 20 working days, DPA – 40 calendar days (but 20 working days under GDPR from May 2018). There are limited reasons to extend the deadlines. The laws expect information to be well managed and accessible, therefore there is an assumption that requests should be routinely responded to well in advance of the deadline.

6. In order to comply with regulator and corporate targets for fulfilling requests, all employees have a role to play in making information relevant to the request available promptly so that a response can be drafted within the timescale.

7. The laws require us to make clear the basis for charging to ensure that charges are fair and un-obstructive. We must tell requestors whether a charge applies before we provide the information and we should tell them what that charge will be.

8. The acts duty on us to provide information in a format that the requester would find most convenient to their needs. We may refuse unreasonable demands and charge in certain cases, but in principle the requestor should be able to receive the information in the way they specify.

9. It is a requirement of the act to have an internal review process. Where a requestor expresses dissatisfaction with a response, this must be treated as a complaint. The act states that expressing dissatisfaction is enough to require us to treat it as such. The ICO requires us to complete the internal review process before it will accept an escalation of a complaint to their office.

10. This is a statutory requirement.





		How must I do it?







1. Follow guidance and training to correctly identify whether the request should be handled under FOI, EIR or DPA/GDPR.

2. By following the points of this policy and accompanying guidance and training

3. Ensure the employee making decisions about what can be released and drafting the response has access to legal guidance in order to make the response full and compliant with the law.

4. Discuss the likely response with the requestor if their request is likely to be refused and explain options that would help them receive as useful a response as possible within the limits of the law. Although we should not ask requestors what they intend to do with the information they have requested, we can explain what we do hold and what is likely to be disclosable to them. 

5. We must record performance against the statutory deadlines to ensure we are aware of how well we are complying with the law and to help make changes to processes if necessary.

6. Make sure the information you manage is accessible and well structured so that you can retrieve it quickly when requested.

7. It is not lawful to charge for information without a published policy explaining the basis for arriving at a fee. In the absence of a published policy, charges are not made.

8. There must be strong prohibitive reasons not to provide information in a format that is within our ability to provide. Conversion to a new format is however different to having to significantly edit and rearrange information to make it legible in the format requested. Under the latter circumstances, a refusal may be valid but advice should be sought if unsure.

9. We choose to manage complaints (known as Internal Reviews) within 20 working days. Where a simple error has been made in the response it may be that the issue can be resolved informally. If not, then a full review of how the request was handled is required. This must be undertaken by an employee who was not involved in drafting or approving the original request, although the employee drafting the response may discuss how the original request was handled with those involved.  

10. Ensure that the contact details for the ICO are provided to the requestor on any response documentation and explain when it is appropriate to escalate a complaint the ICO in order to make requestors aware of their rights



		What if I need to do something against the policy?







If you believe you have a valid business reason for an exception to these policy points, having read and understood the reasons why they are in place, please raise a formal request by contacting [relevant role or team & their contact details]



		Document Control







Version: 		1

Date approved: 	[Date]

Approved by:		[Name of authorising officer or board]

Next review: 		[Approval date + review period]



		References







· [List the relevant compliance drivers (legislation or corporate strategy) which mandates the policy]



		Breach Statement







Breaches of Information Policies will be investigated and may result in disciplinary action. Serious breaches of Policy may be considered gross misconduct and result in dismissal without notice, or legal action being taken against you.
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Acceptable Personal Use of Resources and Assets Policy



Explaining what is acceptable use of resources and assets provided by us, including IT facilities and covering personal use



Policy points are numbered. The numbering corresponds to explanations of ‘why?’ and ‘how?’ for each point further down the page.



		What must I do?







1. MUST: You must use our facilities economically; your personal use must not create extra costs for us 

2. MUST NOT: You must not use our facilities to undertake any unlawful, libellous, immoral or offensive activities, including accessing, downloading, storing, creating, copying or disseminating offensive material.  This includes, but is not limited to, pornographic, sexual, violent or criminal content and racist, sexist or otherwise discriminatory material

3. MUST NOT: Personal use must not interfere with your productivity and how you carry out your duties

4. MUST NOT: Personal use must not reflect adversely on our reputation 

5. MUST NOT: You must not leave personal-use websites open during your working time, even if they are minimised on your screen and you are not actively viewing/ using them

6. MUST NOT: You must not use browsers or access/ attempt to access sites that are knowingly unacceptable, even if this is in your own time

7. MUST NOT: You must not send or forward chain, joke or spam emails 

8. MUST NOT: You must not use the Organisation’s facilities for commercial purposes not approved by us or for personal financial gain

9. MUST NOT: You must not use your access rights or identity as an employee to mislead another person, for personal gain or in any other way which is inconsistent with your role

10. MUST NOT: You must not disclose (in writing, speech or electronically) information held by us unless you are authorised to do so, and the recipients are authorised to receive it 

11. MUST NOT: When you print, photocopy, scan or fax official-sensitive information, you must not leave the information unattended. 

12. MUST NOT: You must not connect any equipment to our IT network that has not been approved

13. MUST NOT: You must not do anything that would compromise the security of the information held by us, such as downloading/ spreading any harmful virus/ program or disabling or changing standard security settings

14. MUST NOT: You must not make personal use of the information available to you that is not available to the public

 



		Why must I do it?







1. ALL: To ensure we use our IT and other facilities resources effectively, making sure that our reputation is maintained and to ensure that staff working time is used efficiently on delivering our business outcomes





		How must I do it?







1. By checking with your manager or where you have any uncertainty over what is appropriate

2. By complying with the points of this policy

3. You must only make personal use of our IT facilities outside of time you are recording or is designated as your ‘working hours’

4. By complying with the points of this policy

5. Closing websites when you are not actively using them

6. By taking care over the sites you are about to open, including reading search report information before opening

7. By deleting such items if you receive them. 

8. By checking with your manager where you have any uncertainty over what is appropriate

9. By checking with your manager where you have any uncertainty over what is appropriate

10. If you are not sure if you are authorised to disclose information, speak with your manager in the first instance

11. If you are faxing information outside your immediate office, always make sure that there is someone waiting at the other end to receive it. For other devices, if there is no secure release facility which requires you to be present, you must ensure you wait for the process to complete and remove any originals and copies from the equipment.

12. Check that equipment has been tagged or marked as an accepted and managed device before insertion/ connection. 

13. IT controls should prevent your ability to download anything harmful, but if in doubt, contact your manager in the first instance.

14. If you wish to utilise Organisation data in a personal capacity, you must make a formal request for information to the Organisation.





		What if I need to do something against the policy?







If you believe you have a valid business reason for an exception to these policy points, having read and understood the reasons why they are in place, please raise a formal request by contacting [relevant role or team & their contact details]



.



		Document Control







Version: 		1

Date approved: 	[Date]

Approved by:		[Name of authorising officer or board]

Next review: 		[Approval date + review period]



		References







· Data Protection Act 1998 (to May 25th 2018)

· General Data Protection Regulations (from 25th May 2018)



		Breach Statement







Breaches of Information Policies will be investigated and may result in disciplinary action. Serious breaches of Policy may be considered gross misconduct and result in dismissal without notice, or legal action being taken against you.
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Data Handling Security Policy



Responsibilities for managing IT equipment, removable storage devices and papers, in the office, in transit and at home or other work locations



Policy points are numbered. The numbering corresponds to explanations of ‘why?’ and ‘how?’ for each point further down the page.



		What must I do?







1. MUST: You must take responsibility for the security of the equipment allocated to you and that is in your custody.

2. MUST: When you are physically transporting our data outside of our premises, on any medium, you must take steps to keep it secure

3. MUST: You must not leave Official-Sensitive data unattended in a vehicle for longer than 10 minutes, and always keep it out of sight 

4. MUST: You must take appropriate steps to secure our data at home and other organisations’ premises

5. MUST: If working with our data on approved unmanaged equipment, you must remove the data when finished

6. MUST: If you are taking Official-Sensitive information out of the office, this must be recorded

7. MUST: You must make sure that conversations discussing sensitive data are only audible by an appropriate audience 

8. MUST NOT: You must not allow anyone access to your IT equipment through your IT account

9. MUST NOT: You must not use any equipment to store our business data that has not been approved  

10. MUST NOT: You must not allow unauthorised people to be able view information on your IT equipment display

11. MUST NOT: If you use Outlook Web Access from an unmanaged device, you must not save your password in the browser

12. MUST: You must always use an approved secure method of disposing of physical documents and data storage devices

13. MUST: You must return all equipment which has been issued to you by us prior to leaving your employment.

14. MUST: You must report as quickly as possible if your equipment is lost or stolen and assist with any investigation 

15. MUST: You must ensure that all security functions are enabled on your portable equipment, such as pin codes and password access

16. MUST: You must keep your portable equipment, clean and serviceable, including keeping it charged. 

17. MUST NOT: You must not take any of our equipment abroad unless you are traveling in a business capacity with approval.

18. MUST NOT: You must not give your portable equipment to another person if you are not using it. 



		Why must I do it?







1. You are the custodian of the equipment; it is your responsibility to keep it physically secure.

2. To prevent any accidental loss (for example papers or removable media accidentally falling out of bags), or theft (by exposing papers or equipment by not securing them properly). Although laptops are encrypted, it is still possible for a motivated criminal with technical knowledge to access data. 

3. Experience in investigation of thefts at employee homes has shown that if equipment is left in plain view it will be taken, whereas storing away out of sight when not in use results in fewer cases of theft.

4. To prevent accidental loss, unauthorised use and theft in your home and whilst in other Organisations’ premises

5. Data in the browser cache or temporary file storage may be useable by other subsequent users of the same device.

6. To make sure that others know who has custody of important information at all times

7. We have a duty even within our premises to make sure that personal data is only made available to those with the business need to access it. This applies verbally as well as in recorded form. 

8. All activity on your IT account is assumed to be yours. Logs of activity are maintained. You are accountable for any wrongdoing through your account.

9. Equipment purchased through us will have appropriate technical security installed, or will have best practice guidance on how to use the equipment securely

10. Unauthorised people may be able to see sensitive information on your screen. 

11. This introduces the risk of someone who can gain access to your device also getting easy access to the data on your work emails

12. Secure destruction processes safeguard the information stored on IT devices and physical documents and prevent data being accessed by unauthorised persons

13. Providing such items is costly and represents a data security risk. We reserve the right to treat instances of refusing to return such items as theft. 

14. This enables to promptly remove data from devices remotely, therefore reducing the risk. Such investigations may lead to disciplinary action, and in extreme circumstances could lead to the service area seeking financial remuneration. Having all the information about a security incident helps us to resolve it quickly and take the appropriate action to manage any risks of information being lost.

15. Such measures help keep the device and information available on it secure.

16. Correct use and basic maintenance helps us gain best value from the investment we make in our equipment. 

17. We need to be aware of any risk of using our equipment abroad, especially in countries who do share common legislation to safeguard personal data, and where internet services may expose our devices and therefore our network to malicious threats. There may also be costs involved in replacing equipment which is subject to precautionary measures on your return. The costs of reviewing requests and replacing equipment are not appropriate for instances of employees wanting to use equipment whilst on holiday. Business continuity cover arrangements and delegation should be able to manage instances of leave.

18. Portable equipment is asset managed across our estate and assigned to an individual. Being able to accurately evidence who holds what equipment is an important assurance we give to the Information Commissioners Office over our ability to manage our assets and the information available on them.







		How must I do it?







1. By following the points in this policy

2. This relates to paper files, phones, laptops and other removable media such as USB memory sticks, discs and external hard drives. Use equipment which reduces physical effort in order to appropriately manage the risk of overloading or forcing a tenuous hold over physical documents which can result in accidental loss of control over the information. Items should not be visible to others; even partially. This means they should be secured within an appropriate bag or other robust container. Laptop bags are suitable, ensuring that zip compartments are closed concealing the contents. Employees frequently needing to transport quantities of information that are too bulky to carry under full control and/or transporting Official-Sensitive data must review with their manager the need for being supplied with wheeled suitcase-style equipment with code locks to further secure the information.

3. Items such as paper files, phones, laptops and other removable media left in a vehicle should only be unattended for a short period of time (maximum of 10 minutes for Official-Sensitive information) and must be kept out of sight (not visible to anyone looking in through a vehicle window). Locked in a boot is considered secure for a limited time if it cannot be taken with you when leaving a car. 

4. Only authorised users (this means people with IT accounts provided by us) can use your IT equipment and only through using their own accounts. It is not acceptable to allow family members or friends to use IT facilities or have access to our information even if you are present. You must also make sure that when IT equipment and hard-copy information is not in use that it is stored securely out of sight. If you are located temporarily in the premises of another organisation or your work requires site visits or entering homes of service users, you must secure IT equipment and hard-copy information. Make sure you understand what information your role allows you to share with partners or service users and limit the information you make available accordingly. Your role may require you to allow someone to have access to your IT device, for example a service user in their home may need to read content on your screen and select options from menus. You must understand the limits of their access requirements and manage this access. If you are located in the premises of another Organisation as a semi-permanent base, it is reasonable to leave our data in your allocated office or team area provided that you have the same level of secure storage for equipment and hard-copy as you would in our buildings. You must get approval for storing our data in premises not managed by us from your manager if the location is anything other than your permanent office base.  

5. On most systems this can be done by selecting ‘public network’ when setting up the access. Otherwise it will need to be done manually in the web browser options.

6. You should have access to systems or a log which allow you to ‘sign-out’ or record what information you are taking custody of, when taken, when returned and (if appropriate) why and under whose authority. Where such facilities are available they must be used.

7. Most employees who handle Official-Sensitive data will have been located with those of similar roles or be in self-contained spaces. However, there is always the possibility of unauthorised persons being in the vicinity when you may need to discuss sensitive personal data with colleagues near you or over the phone, or display on a screen. You must make sure as the person who is custodian of the information that it is appropriate to discuss or display the information in the circumstances. You must make sure that if you are overhearing or otherwise being exposed to data to which you should not have access, you alert the information custodian to the fact that they are not managing the information appropriately.

8. Make sure that you lock your screen at all times if you leave your laptop/ desktop or phone unattended to avoid someone accessing your account without your knowledge. Always supervise and monitor anyone using your device in the strictly limited circumstances where allowing someone access is acceptable (for example a service user in their home may need to read content on your screen and select options from menus). 

9. This is including but not limited to computers, printers, phones, tablets and cameras. Order equipment through us and follow any conditions of use associated with an exception to policy, and follow any standard instructions that are supplied with the device. Where technically feasible, encryption will be applied to secure the contents of storage devices.

10. Ensure that no-one in your vicinity can see and read the screen of your device. This applies to working in public places (such as cafes with Wi-Fi), in partner organisations’ offices, and even when hotdesking within our premises when viewing Official-Sensitive data unless you are certain that others around you are allowed to see similar data.

11. Do not approve any offer from your device’s browser to save your password when logging in to OWA.

12. Make use of the facilities for secure disposal of paper documents and IT storage devices.

13. Follow a leavers checklist with your manager

14. Raise a security incident and inform your manager. Provide any information requested of you by an investigating officer

15. Follow the instructions provided to you with your equipment 

16. Follow the instructions provided to you with your equipment 

17. Request an exception to policy request have your case considered

18. Ensure that any equipment given or received by you is through our processes







		What if I need to do something against the policy?







If you believe you have a valid business reason for an exception to these policy points, having read and understood the reasons why they are in place, please raise a formal request by contacting [relevant role or team & their contact details]



		Document Control







Version: 		1

Date approved: 	[Date]

Approved by:		[Name of authorising officer or board]

Next review: 		[Approval date + review period]



		References







· Data Protection Act 1998 (to May 25th 2018)

· General Data Protection Regulations 2016 (from 25th May 2018)

· Article 8, The Human Rights Act 1998

		Breach Statement







Breaches of Information Policies will be investigated and may result in disciplinary action. Serious breaches of Policy may be considered gross misconduct and result in dismissal without notice, or legal action being taken against you.
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Security Incidents Policy

A security incident is a confirmed breach, potential breach or ‘near-miss’ breach of one of ECC’s information policies



Policy points are numbered. The numbering corresponds to explanations of ‘why?’ and ‘how?’ for each point further down the page.



		What must I do?







1. MUST: If you discover a security incident, you must immediately report it

2. MUST: When reporting the incident, you must provide as much information as possible 

3. MUST: The Investigating Officer/ Line Manager must complete investigations as directed by the [insert relevant role/ team] and complete an outcome report (see Procedures for Reporting or Handling a Security Incident [with link])

4. MUST: The [insert role] must support investigations as directed by the [insert team/ role] and provide an outcome report

5. MUST: The [insert role] must oversee and support each investigation, maintaining a full record from reporting to closure

6. MUST: [insert role/ team] must support the investigation of major and critical incidents

7. MUST: Comply with the timescales and escalation process outlined in our Procedures for Reporting or Handling a Security Incident [with link]

 



		Why must I do it?







1. Capturing security incidents allows us to respond effectively when something has gone wrong. Capturing all types of security incidents allows us to understand where our weaknesses are, how well our policies are working and what we should change about our policies to make them more effective

2. To help us quickly assess the severity of the incident and to speed up the investigation

3. Carry out an effective process appropriate to the severity of the incident

4. Carry out an effective process appropriate to the severity of the incident

5. Ensure the process is followed to completion

6. Ensure that there is appropriate resource, expertise and independent scrutiny of processes for higher impact incidents

7. Ensure that all incidents are handled in a timely manner.





		How must I do it?







1. [Describe process] or if you would like to stay anonymous email [insert email address]. No action will be taken against any member of staff who reports a security incident about another member of staff in good faith. Identification of a reporting party who requests anonymity shall be protected as far as is feasible.

2. Include full details of the incident such as dates, names and any remedial action that has been taken.

3. Where appropriate, undertake the following:

a. Identify expected outcomes, stakeholders and any policies breached.

b. Speak to staff involved.

c. Record evidence and keep an audit trail of events and evidence supporting decisions taken

d. Get expert help

e. Escalate

f. Inform data subjects (service users, staff) where appropriate

g. Identify and manage risks of the incident

h. Commence disciplinary action, or record why not

i. Develop and implement a communications plan where appropriate

j. Put in place controls to prevent recurrence

k. Complete the Incident Outcome Report 

4. Where appropriate, undertake the following:

a. Raise incidents through [insert process name] if reported to them

b. Work with the [insert role/ team] to investigate major security incidents.

c. Decide whether to investigate personally, or allocate to the line manager/ investigating officer.

d. Assess the outcome to ensure they are satisfied the appropriate action has been taken.

e. Provide service area knowledge and advice, and to carry out any recommended actions within their function for major or critical incidents, where required.

5. Undertake the following:

a. Classify the Security Incident

b. Verify the details and oversee the investigation

c. Work with [role(s)/ team(s)] to investigate major security incidents.

d. Advise, support and intervene as appropriate

e. Review Incident Outcome Reports and close

6. For major and critical incidents:

a. Undertake the investigation (critical only)

b. Work with [insert role(s)/ team(s)] (major only)

c. Assess if it is necessary for the security incident to be reported to the ICO.

d. Complete an outcome report and recommend remedial actions.

7. Follow the process outlined in the ECC Procedures for Reporting or Handling a Security Incident





		What if I need to do something against the policy?







If you believe you have a valid business reason for an exception to these policy points, having read and understood the reasons why they are in place, please raise a formal request by contacting [relevant role or team & their contact details]



If you believe the policy does not meet your business needs, you may raise this with your Information Champion who, if they agree with your suggestion, may propose a policy change.



		Document Control







Version: 		1

Date approved: 	[Date]

Approved by:		[Name of authorising officer or board]

Next review: 		[Approval date + review period]



		References







· [List the relevant compliance drivers (legislation or corporate strategy) which mandates the policy]



		Breach Statement







Breaches of Information Policies will be investigated and may result in disciplinary action. Serious breaches of Policy may be considered gross misconduct and result in dismissal without notice, or legal action being taken against you.
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Records Management Policy



Responsibilities for management of information to support secure access and effective retention, destruction and preservation processes



Policy points are numbered. The numbering corresponds to explanations of ‘why?’ and ‘how?’ for each point further down the page.



		What must I do?







1. MUST: You must document your work activities in line with procedures

2. MUST: You must store all work information in the format and medium best suited to its use in line with procedures

3. MUST: You must ensure that the information you manage is only known to an appropriate audience

4. MUST: All information in any format which we hold as a record of our activity must be retained after ‘closure’ in line with Retention Guidelines

5. MUST: Owners must regularly review information in line with Retention Guidelines to make best use of the available storage space 

6. MUST: We must monitor the success of the review process to maintain compliance with the law

7. MUST: You must manage Pupil records in line with best practice and specific system guidance

8. MUST: You must follow Good Practice for Managing E-Mail when storing emails as records

9. MUST: We must ensure that the facilities available for storing and managing information meet legal requirements and best practice

10. MUST: We must maintain a selection procedure for identifying, reviewing and managing records with historical value

11. MUST NOT: You must not store business information on a personal drive or on equipment not provided by the Organisation

12. MUST: All Information Assets identified on the Register must be associated with a retention period from the Retention Guidelines. 

13. MUST: The Retention Guidelines must be reviewed for changes in legislation and the Organisation’s business needs. 

14. MUST: When archiving paper records, information on ownership, retention and indexing quality must be recorded. 

15. MUST NOT: You must not use the archive storage services of any other commercial company than the approved supplier 



		Why must I do it?







· These measures ensure Organisation information, where appropriate to do so, is shared effectively to support efficient business processes and maintain effective service delivery to customers. 

· Managing records in line with the best practice guidance fulfils duties under the section 46 Code of Practice on Records Management under the Freedom of Information Act 2000. Retention Guidelines are published so there is clear communication to customers over what information should still be available to them if they wish to make a request. To retain information too long or to destroy too soon leaves us open to criticisms on openness and transparency, and in some cases, compliance with the law.

· In order to comply with the Section 46 Code of Practice (see above) we must ensure that we are destroying all related information across all formats. For example, destroying a paper file on a project but keeping all the electronic documents about the project in a shared network folder can cause problems if a Freedom of Information request is received. The request co-ordinator assumes that as the paper file is destroyed then we do not hold any information and responds accordingly. We would then be in breach of the act.





		How must I do it?







1. Employees are aware of best practice requirements and any guidance on use of specific systems through training and communications

2. Employees are aware of best practice requirements and any guidance on use of specific systems through training and communications

3. You must ensure that paper files are accessible to authorised colleagues in your absence, by ensuring others know where to find keys to lockable storage areas. You must be aware of who information should be shared with, and ensure it is only shared with that audience. You must ensure that you save electronic information in a shared environment, but with appropriate access controls if the information has a restricted audience. 

4. Follow the best practice guidance and any superseding amendments made by the Organisation

5. Follow the best practice guidance and any superseding amendments made by the Organisation

6. Designated employees must gather performance data on activities within the scope of this policy for review by the Data Protection Officer and the Leadership Team

7. Follow the best practice guidance and any superseding amendments made by the Organisation

8. Follow the best practice guidance and any superseding amendments made by the Organisation

9. The organisation must approve and regular review facilities such as systems and physical storage as appropriate against security requirements in Data Protection Law, and all employees must help maintain security standards by following procedure.

10. Records can be identified for preservation at any point in the records lifecycle, but will not transfer until we have no ongoing administrative need (i.e. at the end of a retention period). When information is due to be destroyed, there should be a final review to select records for transfer to the Essex Record Office. 

11. By only storing all business information on the relevant systems designated by the Organisation and by using only equipment approved by the Organisation.  

12. The Information Asset Owner is responsible for ensuring that Information Asset Managers amend entries on the Information Asset Register to show the correct retention period from the schedule.

13. A policy review (at least annually) must review the provisions of best practice retention guidance and make any necessary amendments, documenting the reasons for change and managing affected records accordingly.

14. We must complete and retain archiving indexes providing the relevant information about paper records in storage, ensuring that the Organisation is aware of what information it holds at all times and when they can be reveiwed.

15. Any use of a commercial storage provider must be assessed and approved to ensure the right security and financial provisions are place. Use of alternatives that have not been approved may not provide value for money and may not provide secure services.









		What if I need to do something against the policy?







If you believe you have a valid business reason for an exception to these policy points, having read and understood the reasons why they are in place, please raise a formal request by contacting [relevant role or team & their contact details]



		Document Control







Version: 		1

Date approved: 	[Date]

Approved by:		[Name of authorising officer or board]

Next review: 		[Approval date + review period]



		References







· Data Protection Act 1998 (to May 25th 2018)

· General Data Protection Regulations 2016 (from 25th May 2018)

· Article 8, The Human Rights Act 1998

· Freedom of Information Act 2000.

· Code of Practice on Records Management (under Section 46 of the FoIA)



		Breach Statement







Breaches of Information Policies will be investigated and may result in disciplinary action. Serious breaches of Policy may be considered gross misconduct and result in dismissal without notice, or legal action being taken against you.
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[Policy Title]



[Scope in brief]



Policy points are numbered. The numbering corresponds to explanations of ‘why?’ and ‘how?’ for each point further down the page.



		What must I do?







1. MUST:

 



		Why must I do it?







1. 





		How must I do it?







1. 





		What if I need to do something against the policy?







If you believe you have a valid business reason for an exception to these policy points, having read and understood the reasons why they are in place, please raise a formal request by contacting [relevant role or team & their contact details]



If you believe the policy does not meet your business needs, you may raise this with your Information Champion who, if they agree with your suggestion, may propose a policy change.



		Document Control







Version: 		1

Date approved: 	[Date]

Approved by:		[Name of authorising officer or board]

Next review: 		[Approval date + review period]



		References







· [List the relevant compliance drivers (legislation or corporate strategy) which mandates the policy]



		Breach Statement







Breaches of Information Policies will be investigated and may result in disciplinary action. Serious breaches of Policy may be considered gross misconduct and result in dismissal without notice, or legal action being taken against you.
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1. [bookmark: _Toc505005710]Introduction

2. [bookmark: _Toc505005711]Policy References



2.1. This procedure is a requirement of the following policies:



· Data Protection Policy

3. [bookmark: _Toc505005712]Privacy Notices



3.1. Where personal data is being obtained for us to process, whether from the Data Subject or a third party, then a Privacy Notice must be made available to provide assurance to the Data Subject over the legitimacy of the processing and what will be involved.



3.2. The law requires Notices to be concise, transparent, intelligible and easily accessible by the Data Subject. It should be written in clear and plain language, particularly if addressed to a child.



3.3. There must be no charge made to a Data Subject in order for them to be given access to a Notice



3.4. The details that a Notice must contain are as follows:



3.4.1. The Identity and contact details of the Data Controller, any Data Processors (if applicable) and the name of the responsible Data Protection Officer



3.4.2. The purpose of processing and the legal basis supporting the processing



3.4.3. (Where applicable) The legitimate Interests of the Data Contoller or 3rd Party 



3.4.4. Any third party recipient (or categories of recipients) of the data



3.4.5. Any transfers to 3rd countries (i.e. outside the European Economic Area) and details of the adequate safeguards in place to secure the data and the Data Subject’s rights.



3.4.6. The retention period (or the criteria to be used to determine one) at the end of which it will no longer be necessary to process the data.



3.4.7. Which of the Data Subject’s rights will be applicable to the processing (or confirm that all rights are applicable)



3.4.8. (If consent is being relied upon) Advise the Data Subject of their right to withdraw consent at any time 



3.4.9. Advise the Data Subject of their right to lodge a complaint with the Information Commissioner’s Office if they have concerns over the processing



3.4.10. Make the Data Subject aware of any automated decision making/ profiling being undertaken as a part of the processing and information about: 

· How decisions based on the data are made, 

· The significance and consequences of the decisions.



3.4.11. (Where data is obtained directly from the Data Subject):

· The specific statutory/ contractual requirement/ obligation  

· The consequences of not providing personal data



3.4.12. (Where data is not obtained directly from the data subject)

· Where the data is coming from and whether this is from publicly accessible sources 

· The categories of personal data



3.5. The Notice must be available to the Data Subject:



		Criteria

		Action



		if the data is being obtained directly from the Data Subject

		At the time data is obtained 



		if the data is not being obtained directly from the Data Subject…

		(no additional criteria)

		Within a reasonable period of having obtained the data (within one month)



		

		…AND if data is to be used to communicate with the Data Subject

		At the latest, when the first  communication takes place 



		

		…AND is to be disclosed to a third party

		At the latest, before the data is disclosed. 









4. [bookmark: _Toc505005713]Advice and Support



4.1. If you have any issues over the clarity of these procedures, how they should be applied in practice, require advice about exemptions from the requirements or have any suggestions for amendments, please contact [insert role or team responsible and their contact details]



5. [bookmark: _Toc505005714]Breach Statement



5.1. A breach of this procedure is a breach of Information Policy. Breaches will be investigated and may result in disciplinary action. Serious breaches of Policy may be considered gross misconduct and result in dismissal without notice, or legal action being taken against you.




[bookmark: _Toc505005715]Annex A: ICO Privacy Notice Checklist



This is also available at the following link



		What information must be supplied?




		Data obtained  directly from data subject

		Data not obtained directly from data subject



		Identity and contact details of the controller and where applicable, the controller’s representative) and the data protection officer

		    [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]

		            [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]



		Purpose of the processing and the legal basis for the processing

		    [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]

		            [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]



		The legitimate interests of the controller or third party, where applicable

		    [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]

		            [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]



		Categories of personal data

		 

		            [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]



		Any recipient or categories of recipients of the personal data

		    [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]

		            [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]



		Details of transfers to third country and safeguards

		    [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]

		            [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]



		Retention period or criteria used to determine the retention period

		    [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]

		            [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]



		The existence of each of data subject’s rights

		    [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]

		            [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]



		The right to withdraw consent at any time, where relevant

		    [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]

		            [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]



		The right to lodge a complaint with a supervisory authority

		    [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]

		            [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]



		The source the personal data originates from and whether it came from publicly accessible sources

		 

		            [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]



		Whether the provision of personal data part of a statutory or contractual requirement or obligation and possible consequences of failing to provide the personal data

		    [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]

		 



		The existence of automated decision making, including profiling and information about how decisions are made, the significance and the consequences.

		    [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]

		            [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]



		 

		 

		 



		When should information be provided?

		At the time the data are obtained.

		Within a reasonable period of having obtained the data (within one month)



		

		

		If the data are used to communicate with the individual, at
the latest, when the first communication takes place; or



		

		

		If disclosure to another recipient is envisaged, at the latest,
before the data are disclosed.










[bookmark: _Toc505005716]Annex B: On-line General Privacy Statement



Use this document as text for a website page which provides a basic commentary on how Privacy issues are handled in the school. Detailed Privacy Notices (Model templates at Annex C) should be linked from this page so that this content acts as an introduction to the further information contained on your Notices



[bookmark: _MON_1578746643] 

[bookmark: _Toc505005717]Annex C: Model Privacy Notices



These are model notices covering specific areas of data processing. Please review the text in red font on all notices before adopting. Each document, if relevant to your processing, should be published on your website with its own document or page address so that you can easily provide links to a specific notice from any data collection forms.



		



		CCTV



		



		Processing under ‘Consent’ (excluding use of Photo and Video)



		



		Processing of Photo and Video



		



		Statutory Processing of Pupil and Parent data



		



		Processing of Employee Data



		



		Processing of Governor Data









[bookmark: _Toc505005718]Annex D: Privacy Statement 



You can use this brief statement for inclusion on consent forms or other points of data collection to ensure that individuals know how to access information about how their data is handled:

[Organisation name] fully complies with information legislation.  For the full details on how we use your personal information please click [here] (hyperlink to your online privacy notice - Annex B)] or call [your office number] if you are unable to access the internet.



[bookmark: _Toc505005719]Annex E: Privacy Notice Template



If you identify further areas of activity that need to be captured in an additional Privacy Notice, use the template below







[image: ]
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2B Online overarching privacy notice v1.0.docx

Privacy notice


Page Content


[Organisation name] respects you and your child’s privacy when you use the Organisation’s services and is committed complying with privacy legislation.


The information below is what is referred to as a ‘Privacy Notice’ which explain how the Organisation uses and protects your personal information. 


Before we start, if you look to the left of this webpage you’ll see a list of services that the Organisation provides. Under each service is more detailed information about how we use and protects your personal information, simply click on the link to find out more. 


[Organisation Name] has a Data Protection Officer whose role it is to ensure that any personal information processed by the Organisation is processed fairly and lawfully (respecting your rights and ensuring we follow the law). If you have any concerns or questions regarding how we look after your personal information, please contact the Data Protection Officer [Name], at [DPO email address] or by calling [telephone number] .


Why we use your personal information [make this an expandable section]


Why we use personal information


We may need to use some information about you to:


· deliver services and support to you;


· manage those services;


· train and manage the employment of our workers who deliver those services;


· help investigate any worries or complaints you have about your services;


· keep track of spending on services;


· check the quality of services; and


· to help with research and planning of new services.


What are our legal reasons for processing personal information?


There are a number of legal reasons why we need to collect and use  personal data.  Each privacy notice from the menu on the left explains for each service which legal reason is being used.  Generally we collect and use personal information in the following circumstances:


· Where you, or your legal representative, have given consent


· Where you have entered into a contract with us


· Where it is necessary to perform our statutory duties


· Where it is necessary to protect someone in an emergency


· Where it is required by law


· Where it is necessary for employment purposes


· Where you have made your data publicly available


· Where it is necessary to establish, exercise or defend a legal claim


· Where it is in the substantial public interest


· Where it is necessary to protect public health


· Where it is necessary for archiving public interest material, research, or statistical purposes


Where we are using your consent to process your personal data, you have the right to withdraw that consent at any time.  If you wish to withdraw your consent, please contact [DPO email address] so that your request can be dealt with.


What is Personal Information?


Personal information  is often records that can identify and relate to  a living person. This can also include information that when put together with other information can then identify a person. 


What are Special Categories of Information?


This is personal information that needs more protection due to its sensitivity.  This information is likely to include:


· sexuality and sexual health


· religious or philosophical beliefs


· ethnicity


· physical or mental health


· trade union membership


· political opinion


· genetic/biometric data


How we limit the use of personal information


Where necessary [Organisation name] processes personal data to deliver our services effectively; but wherever possible, the data that we process will be anonymised, pseudonymised or de-personalised.  This means the information can no longer identify a person.  



When using personal data for research purposes, the data will be anonymised/pseudonymised to avoid the identification of a person, unless you have agreed that your personal information can be used for the research project.


 


We do not sell personal data to any other organisation for the purposes of selling products. 





Your privacy rights [make this an expandable section]


The law provides you with a number of rights to control the processing of your personal information:


Accessing the information we hold about you


You have the right to ask for all the information we have about you. When we receive a request from you in writing, we must normally give you access to everything we have recorded about you. However, we will not let you see any parts of your record which contain:


 


· Confidential information about other people; or


· Data an information professional thinks will cause serious harm to your or someone else’s physical or mental wellbeing; or


· If we think that the prevention or detection of crime may be adversely affected by disclosing data to you.


This applies to paper and electronic records. If you ask us, we will also let others see your record (except if one of the points above applies).  If you cannot ask for your records in writing, we will make sure there are other ways you can apply.  If you have any queries regarding access to your information please contact [email address] or [telephone number]


Changing information you believe to be inaccurate


You should let us know if you disagree with something written on your file. We may not always be able to change or remove the information; however, we will correct factual inaccuracies and may include your comments in the records.  Please use the contact details above to report inaccurate information.


 


Asking for your information to be deleted (right to be forgotten)





In some circumstances you can request the erasure of the personal information used by the Organisation, for example:





· Where the personal information is no longer needed for the purpose for which it was collected


· Where you have withdrawn your consent to the use of your information  (where there is no other legal basis for the processing)


· Where there is no legal basis for the use of your information


· Where erasure is a legal obligation





Where personal information has been shared with others, the Organisation shall make every reasonable effort to ensure those using your personal information comply with your request for erasure.





Please note that the right to erasure does not extend to using your personal information where:





· Is required by law


· It is used for exercising the right of freedom of expression 


· It is in the public interest in the area of public health


· It is for archiving purposes in the public interest, scientific or historical research purposes, or statistical purposes where it would seriously affect the achievement of the objectives of the processing


· It is necessary for the establishment, defense or exercise of legal claims.





Restricting what your information is used for





You have the right to ask us to restrict what we use your personal data for where one of the following applies:





· You have identified inaccurate information, and have notified us of this


· Where using your information is unlawful, and you wish us to restrict rather than erase the information


· Where you have objected to us using the information, and the legal reason for us using your information has not yet been provided to you





When information is restricted it cannot be used other than to securely store the data, and with your consent, to handle legal claims, protect others, or where it is for important public interests of the UK.





Where restriction of use has been granted, we will inform you before the use of your personal information is resumed.





You have the right to request that the Organisation stop using your personal information for some services. However, if this request is approved this may cause delays or prevent us delivering a service to you. Where possible we will seek to comply with your request, but we may need to hold or use information in connection with one or more of the Organisation’s legal functions.








Computer based decisions about you and if you are ‘profiled’





You have the right to object about decisions being made about you by automated means (by a computer and not a human being), unless it is required for any contract you have entered into, required by law, or you have consented to it. You also have the right to object if you are being ‘profiled’. Profiling is where decisions are made about you based on certain things in your personal information. If and when the Organisation uses your personal information to profile you, you will be informed. 





If you have concerns regarding automated decision making, or profiling, please contact the Data Protection Officer who will be able to advise you about how your information is being used.  





Who will we share your personal information with? [make this an expandable section]   


We use a range of companies and partners to either store personal information or to manage it for us. Where we have these arrangements there is always a contract, memorandum of understanding or information sharing protocol in place to ensure that the organisation complies with data protection law. We complete privacy impact assessments before we share personal information to ensure their compliance with the law.

Sometimes we have a legal duty to provide information about people to other organisations, e.g. Child Protection concerns or Court Orders.





We may also share your personal information when we feel there is a good reason that is more important than protecting your confidentiality. This does not happen often, but we may share your information:





· For the find and stop crime or fraud; or 


· if there are serious risks to the public, our staff or to other professionals; or


· to protect a child.


The law does not allow us to share your information without your permission, unless there is proof that someone is at risk or it is required by law. 


 


This risk must be serious before we can go against your right to confidentiality.  When we are worried about physical safety or we feel that we need to take action to protect someone from being harmed in other ways, we will discuss this with you and, if possible, get your permission to tell others about your situation. 


 


We may still share your information if we believe the risk to others is serious enough to do so.  


 


There may also be rare occasions when the risk to others is so great that we need to share information straight away. If this is the case, we will make sure that we record what information we share and our reasons for doing so. We will let you know what we have done and why as soon as or if we think it is safe to do so.





How do we protect your information? [make this an expandable section]


We will do what we can to make sure we hold personal records (on paper and electronically) in a secure way, and we will only make them available to those who have a right to see them.  Our security includes:


 


· Encryption allows information to be hidden so that it cannot be read without special knowledge (such as a password). This is done with a secret code or cypher. The hidden information is said to be encrypted.


· Pseudonymisation allows us to hide parts of your personal information from view so only we can see it. This means that someone outside of ECC could work on your information for us without ever knowing it was yours. 


· Controlling access to systems and networks allows us to stop people who are not allowed to view your personal information from getting access to it. 


· Training for our staff allows us to make them aware of how to handle information and how and when to report when something goes wrong.


· Ways for us to access your information should something go wrong and our systems not work, including how we manage your information in event of an emergency or disaster.


· Regular testing of our technology and processes including keeping up to date on the latest security updates (commonly called patches). 


View our policy on information security [here - add hyperlink to your information security policy].





If your information leaves the country





Sometimes, for example where we receive a request to transfer Organisation records to a new Organisation, it is necessary to send that information outside of the UK.  In such circumstances additional protection will be applied to that data during its transfer, and where the receiving country does not have an adequacy decision from the European Commission, advice will be sought from the Information Commissioners Office prior to the data being sent.


How long do we keep your personal information? [make this an expandable section]


For each reason why we use your personal information there is often a legal reason for why we need to keep it for a period of time. We try to capture all of these and detail them in what’s called a ‘retention schedule’. This schedule lists for each service how long your information may be kept for. 



Please click here  [add hyperlink to your retention schedule to view our retention schedule. For Schools this is likely to be https://c.ymcdn.com/sites/irms.site-ym.com/resource/collection/8BCEF755-0353-4F66-9877-CCDA4BFEEAC4/2016_IRMS_Toolkit_for_Organisations_v5_Master.pdf if you use the IRMS Organisations Toolkit]  


 


Where can I get advice? [make this an expandable section]


 


You can contact our Data Protection Officer at [DPO email] or by calling [Telephone number].





For independent advice about data protection, privacy and data sharing issues, you can contact the Information Commissioner’s Office (ICO) at:





Information Commissioner's Office


Wycliffe House 


Water Lane 


Wilmslow


Cheshire SK9 5AF





Tel: 0303 123 1113 (local rate) or 01625 545 745 if you prefer to use a national rate number





Alternatively, visit ico.org.uk or email casework@ico.org.uk. 





Cookies (not the edible ones) & how you use this website [make this an expandable section]


 


To make this website easier to use, we sometimes place small text files on your device (for example your iPad or laptop). These are known as ‘cookies’. Most big websites do this too.


 They improve things by:


· remembering the things you’ve chosen, so you don’t have to keep re-entering them whenever you visit a new page


· remembering data you’ve given (for example, your address) so you don’t need to keep entering it


· measuring how you use the website so we can make sure it meets your needs.


By using our website, you agree that we can place these types of cookies on your device. 





We do not use cookies on this website that collect information about what other websites you visit (often referred to as privacy intrusive cookies).


 


Our cookies aren’t used to identify you personally. They’re just here to make the site work better for you. Indeed, you can manage and/or delete these files as you wish.





To learn more about cookies and how to manage them, visit AboutCookies.org or watch a video about cookies.


How you use this website (something called ‘Google Analytics’)


We use Google Analytics to collect information about how people use this site. We do this to make sure it’s meeting peoples’ needs and to understand how we can make the website work better.  


 


Google Analytics stores information about what pages on this site you visit, how long you are on the site, how you got here and what you click on while you are here. We do not collect or store any other personal information (e.g. your name or address) so this data cannot be used to identify who you are.


 


 


			Name


			Typical Content


			Expires





			_utma 


			randomly generated number


			2 years





			_utmb


			randomly generated number


			30 minutes





			_utmc


			randomly generated number


			when you close your browser





			_utmx 


			randomly generated number


			2 years





			_utmxx


			randomly generated number


			2 years





			_utmz


			randomly generated number and data on how the site was reached (e.g. direct or via a link, organic search or paid search)


			








We also collect data on the number of times a word is searched for on the site and the number of failed searches. We use this information to improve access to the site and to identify gaps in the content and see if it is something we should add to the site.


 Unless the law allows us to, we do not:


· share any of the data we collect about you with others, or


· use this data to identify individuals.


Other people’s cookies


We use videos from YouTube and feeds from other websites such as Facebook and Twitter. These websites place cookies on your device when watching or viewing these pages.


 


Below are links to their cookie policies:


· Google and YouTube


· Facebook


· Twitter


Turning off cookies


You can stop cookies being downloaded on to your computer or other device by selecting the appropriate settings on your browser. If you do this, however, you may not be able to use the full functionality of this website.


There is more information about how to delete or stop using cookies on AboutCookies.org. If you wish, you can also opt out of being tracked by Google Analytics.


 


Further guidance on the use of personal information can be found at ico.org.uk 
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Privacy Notice 


Please be advised that not all of this data is shared with everyone listed. We only share data required for that particular function and only the minimum required.


			What is the service being provided?


			Use of CCTV surveillance





			What personal data do we need from you?


			· Personal Images








			Who will be using your Personal Data?


			Who is the Data Controller?


			Your School name





			


			[bookmark: Back1]Who is the Data Controller’s 


Data Protection Officer?


			Please complete





			


			[bookmark: Back2]Are there any Data Processors? 


			Yes


			☒			No


			☐


			


			Who are they?


			Your CCTV camera providers or operators (if ‘Yes’), N/A if you do not have ongoing support where the supplier has access to the data





			What will it be used for and what gives us the right to ask for it and use it?


			The Purpose(s):


			Public safety and prevention of crime





			


			[bookmark: Back4]The Legal Condition(s):


			· Task in the Public Interest (Public Safety)





			Who else might we share your data with?


			Police or other certified investigators





			Will your data be stored in or accessible from countries with no UK-equivalent Privacy Law protections?


			NO (please check that this is true by checking where the support for your systems comes from, i.e. inside the EEA)





			How long will your data be kept?


			When will it stop being used?


			Standard period is 30 days – please amend if you retain for longer periods.


May be retained for a longer period if imagery is required for evidential purposes





			


			How long after this will it be deleted?


			As above





			Our use of the data will be subject to your legal rights (marked if applicable):


			[bookmark: Back7]Inform


			☒			Access


			☒			Rectify


			☐			[bookmark: Back10]Erase


			☐


			


			Restrict


			☐			Portable


			☐			Object


			☐			Automate


			☐


			As you are giving us your data directly:


			This is the reason why we are allowed to ask for it and use it:


			Public Safety





			


			This is what could happen if you refused to let us use your data for this purpose:


			Not applicable





			Visit the following links for more information about Privacy Law, our obligations and your Rights:





			The ICO Guide to the General Data Protection Regulations 2016


The General Data Protection Regulations 2016





			If you have concerns over the way we are asking for or using your personal data, please raise the matter with our Data Protection Officer by the following means:





			Postal Address


			Please complete





			Email


			Please complete





			Phone Number


			Please complete





			If you still have concerns following our response you have the right to raise the matter with the Information Commissioner’s Office:





			Postal Address


			Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF





			Online Form


			https://ico.org.uk/concerns/handling/ 





			Phone Number


			0303 123 1113


















































Guidance


1. Who is a Data Controller?  This is your Organisation.


Back


2. [bookmark: DC][bookmark: DPO]Who is the Data Protection Officer?  This is a statutory post either within your organisation or a contracted service


Back


3. [bookmark: DProc]What is a Data Processor?  This is someone who uses the data you are responsible for in order to deliver a service you have contracted them to deliver on your behalf


Back


4. [bookmark: Purps]What are Purposes?  This is the reason you want to use the data, e.g. to create a pupil record


Back


5. [bookmark: LegCond]What are the legal conditions?


a. Personal Data can be lawfully processed for the using the following conditions:


i. Consent


ii. Necessary to perform a contract obligation


iii. Blue light emergency services


iv. Statutory Duty/Task in the Public Interest


v. Legitimate Interests


b. Sensitive Personal Data can be lawfully processed for the using the following conditions:


i. Explicit Consent


ii. Employment, Social Security, Social Protection


iii. Blue light emergency services


iv. Legitimate Activities of ‘charities/not for profit’ organisations


v. Made Public by the person


vi. For legal defence/claims


vii. Substantial Public Interest


viii. Health & Social Care provision and management


ix. Pan UK Public Health (Epidemics)


x. Archiving for scientific/historical research or statistical purposes


Back


6. [bookmark: LegInt]Legitimate Interests cannot be used as a processing condition other then I exceptional circumstances


Back


7. [bookmark: EEA]Any country outside of the European Economic Area (EU countries, plus Iceland, Lichtenstein and Norway) is not considered to have the same legal protections as the UK


Back


8. [bookmark: Inform]The right to inform requires you to tell people about how their rights are managed including if information is rectified, modified, erased or restricted


Back


9. [bookmark: Access]The right to access means you must be able to provide a copy of a person’s data to them upon written request


Back





10. [bookmark: Rect]The right to rectify requires you to correct inaccurate data.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box


Back


11. [bookmark: Erase]The right to erasure requires you to securely destroy the data you hold.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box


Back


12. [bookmark: Restrict]The right to restrict requires you to stop processing data (other than keeping it secure) whilst a complaint is resolved.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box


Back


13. [bookmark: Portability]The right to Data Portability only applies when a service is based on ‘Consent’ and then only if it involves technology 


Back


14. [bookmark: Object]The right to object requires you to stop using the data for the purposes for which it was collected.  This does not apply to any legal obligations to process the data, but does apply for any processing under Consent, e.g. marketing or profiling


Back


15. [bookmark: Auto]The right to refuse automated decision making means if a computer makes a decision about how you will deliver a service to a person; they have the right to request the decision to be made by a human Being. 


Back
































© Essex County Council.  


All rights reserved,  Essex County Council grants its customers who have purchased a licence to use this document for the purposes of the administration and operation of the school to whom it has been sold.  For those purposes customers are permitted to use, adapt, publish and copy this document provided that every adapted or published version of this document must include this copyright notice in full.  No other use by other organisations or outside the terms of the permitted use stated above is permitted without the prior written permission of Essex County Council. Those infringing Essex County Council’s copyright may be subject to prosecution, claims for damages or other legal action.  
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Privacy Notice 


			What is the service being provided?


			School Trips, Schools clubs, Pupil Support Services, Sporting Activities





			What personal data do we need from you?


			List all data fields you collect/use for the purposes above (and any other purposes you may add)





			Who will be using your Personal Data?


			Who is the Data Controller?


			Your school





			


			[bookmark: Back1]Who is the Data Controller’s 


Data Protection Officer?


			[ENTER DETAILS]





			


			[bookmark: Back2]Are there any Data Processors? 


			Yes


			☒			No


			☐


			


			Who are they?


			List any organisation which may use the above data in order to provide the service, e.g. Website provider, Sporting event organisers, travel operators………





			What will it be used for and what gives us the right to ask for it and use it?


			The Purpose(s):


			To enhance education provision, inclusion and recreation





			


			[bookmark: Back4]The Legal Condition(s):


			Consent





			


			You may withdraw your consent at any time by contacting us





			Who else might we share your data with?


			Please list – likely to be similar to the Data Processor list above





			Will your data be stored in or accessible from countries with no UK-equivalent Privacy Law protections?


			Check if any data is stored or taken outside of the EU





			How long will your data be kept?


			When will it stop being used?


			Itemise according to your title e.g.


Trips = 


Sports = 





			


			How long after this will it be deleted?


			As above





			Our use of the data will be subject to your legal rights (marked if applicable):


			[bookmark: Back7]Inform


			☒			Access


			☒			Rectify


			☒			[bookmark: Back10]Erase


			☒


			


			Restrict


			☒			Portable


			☐			Object


			☒			Automate


			☐


			As you are giving us your data directly to us:


			This is the reason why we are allowed to ask for it and use it:


			To enable the delivery of these services





			


			This is what could happen if you refused to let us use your data for this purpose:


			Your child will not be able to participate in these events





			Visit the following links for more information about Privacy Law, our obligations and your Rights:





			The ICO Guide to the General Data Protection Regulations 2016


The General Data Protection Regulations 2016





			If you have concerns over the way we are asking for or using your personal data, please raise the matter with our Data Protection Officer by the following means:





			Postal Address


			[ENTER DETAILS]





			Email


			[ENTER DETAILS]





			Phone Number


			[ENTER DETAILS]





			If you still have concerns following our response you have the right to raise the matter with the Information Commissioner’s Office:





			Postal Address


			Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF





			Online Form


			https://ico.org.uk/concerns/handling/ 





			Phone Number


			0303 123 1113





















































Guidance


1. Who is a Data Controller?  This is your Organisation.


Back


2. [bookmark: DC][bookmark: DPO]Who is the Data Protection Officer?  This is a statutory post either within your organisation or a contracted service


Back


3. [bookmark: DProc]What is a Data Processor?  This is someone who uses the data you are responsible for in order to deliver a service you have contracted them to deliver on your behalf


Back


4. [bookmark: Purps]What are Purposes?  This is the reason you want to use the data, e.g. to create a pupil record


Back


5. [bookmark: LegCond]What are the legal conditions?


a. Personal Data can be lawfully processed for the using the following conditions:


i. Consent


ii. Necessary to perform a contract obligation


iii. Blue light emergency services


iv. Statutory Duty


v. Legitimate Interests


b. Sensitive Personal Data can be lawfully processed for the using the following conditions:


i. Explicit Consent


ii. Employment, Social Security, Social Protection


iii. Blue light emergency services


iv. Legitimate Activities of ‘charities/not for profit’ organisations


v. Made Public by the person


vi. For legal defence/claims


vii. Substantial Public Interest


viii. Health & Social Care provision and management


ix. Pan UK Public Health (Epidemics)


x. Archiving for scientific/historical research or statistical purposes


Back


6. [bookmark: LegInt]Legitimate Interests cannot be used as a processing condition other then I exceptional circumstances


Back


7. [bookmark: EEA]Any country outside of the European Economic Area (EU countries, plus Iceland, Lichtenstein and Norway) is not considered to have the same legal protections as the UK


Back


8. [bookmark: Inform]The right to inform requires you to tell people about how their rights are managed including if information is rectified, modified, erased or restricted


Back


9. [bookmark: Access]The right to access means you must be able to provide a copy of a person’s data to them upon written request


Back





10. [bookmark: Rect]The right to rectify requires you to correct inaccurate data.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box


Back


11. [bookmark: Erase]The right to erasure requires you to securely destroy the data you hold.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box


Back


12. [bookmark: Restrict]The right to restrict requires you to stop processing data (other than keeping it secure) whilst a complaint is resolved.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box


Back


13. [bookmark: Portability]The right to Data Portability only applies when a service is based on ‘Consent’ and then only if it involves technology 


Back


14. [bookmark: Object]The right to object requires you to stop using the data for the purposes for which it was collected.  This does not apply to any legal obligations to process the data, but does apply for any processing under Consent, e.g. marketing or profiling


Back


15. [bookmark: Auto]The right to refuse automated decision making means if a computer makes a decision about how you will deliver a service to a person; they have the right to request the decision to be made by a human Being. 


Back
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Privacy Notice 


Please be advised that not all of this data is shared with everyone listed. We only share data required for that particular function and only the minimum required.


			What is the service being provided?


			School Photos/Videos





			What personal data do we need from you?


						Add data Fields


			


			


			





			


			


			


			














			Who will be using your Personal Data?


			Who is the Data Controller?


			Your school





			


			[bookmark: Back1]Who is the Data Controller’s 


Data Protection Officer?


			Please complete





			


			[bookmark: Back2]Are there any Data Processors? 


			Yes


			☒			No


			☐


			


			Who are they?


			Website provider, SIMS (or other MIS) ……





			What will it be used for and what gives us the right to ask for it and use it?


			The Purpose(s):


			To enhance education provision, inclusion and recreation





			


			[bookmark: Back4]The Legal Condition(s):


			Consent





			


			You may withdraw your consent at any time by contacting us





			Who else might we share your data with?


			Complete …….





			Will your data be stored in or accessible from countries with no UK-equivalent Privacy Law protections?


			Check if Data Processors send/hold data outside the EU





			How long will your data be kept?


			When will it stop being used?


			Itemise according to your title e.g.


Photos = 


Videos = 





			


			How long after this will it be deleted?


			As above





			Our use of the data will be subject to your legal rights (marked if applicable):


			[bookmark: Back7]Inform


			☒			Access


			☒			Rectify


			☒			[bookmark: Back10]Erase


			☒


			


			Restrict


			☒			Portable


			☐			Object


			☒			Automate


			☐


			As you are giving us your data directly to us:


			This is the reason why we are allowed to ask for it and use it:


			To enable the delivery of these services





			


			This is what could happen if you refused to let us use your data for this purpose:


			Your child will not be able to participate in these events





			Visit the following links for more information about Privacy Law, our obligations and your Rights:





			The ICO Guide to the General Data Protection Regulations 2016


The General Data Protection Regulations 2016





			If you have concerns over the way we are asking for or using your personal data, please raise the matter with our Data Protection Officer by the following means:





			Postal Address


			[ENTER DETAILS]





			Email


			[ENTER DETAILS]





			Phone Number


			[ENTER DETAILS]





			If you still have concerns following our response you have the right to raise the matter with the Information Commissioner’s Office:





			Postal Address


			Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF





			Online Form


			https://ico.org.uk/concerns/handling/ 





			Phone Number


			0303 123 1113



























































Guidance


1. Who is a Data Controller?  This is your Organisation.


Back


2. [bookmark: DC][bookmark: DPO]Who is the Data Protection Officer?  This is a statutory post either within your organisation or a contracted service


Back


3. [bookmark: DProc]What is a Data Processor?  This is someone who uses the data you are responsible for in order to deliver a service you have contracted them to deliver on your behalf


Back


4. [bookmark: Purps]What are Purposes?  This is the reason you want to use the data, e.g. to create a pupil record


Back


5. [bookmark: LegCond]What are the legal conditions?


a. Personal Data can be lawfully processed for the using the following conditions:


i. Consent


ii. Necessary to perform a contract obligation


iii. Blue light emergency services


iv. Statutory Duty


v. Legitimate Interests


b. Sensitive Personal Data can be lawfully processed for the using the following conditions:


i. Explicit Consent


ii. Employment, Social Security, Social Protection


iii. Blue light emergency services


iv. Legitimate Activities of ‘charities/not for profit’ organisations


v. Made Public by the person


vi. For legal defence/claims


vii. Substantial Public Interest


viii. Health & Social Care provision and management


ix. Pan UK Public Health (Epidemics)


x. Archiving for scientific/historical research or statistical purposes


Back


6. [bookmark: LegInt]Legitimate Interests cannot be used as a processing condition other then I exceptional circumstances


Back


7. [bookmark: EEA]Any country outside of the European Economic Area (EU countries, plus Iceland, Lichtenstein and Norway) is not considered to have the same legal protections as the UK


Back


8. [bookmark: Inform]The right to inform requires you to tell people about how their rights are managed including if information is rectified, modified, erased or restricted


Back


9. [bookmark: Access]The right to access means you must be able to provide a copy of a person’s data to them upon written request


Back





10. [bookmark: Rect]The right to rectify requires you to correct inaccurate data.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box


Back


11. [bookmark: Erase]The right to erasure requires you to securely destroy the data you hold.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box


Back


12. [bookmark: Restrict]The right to restrict requires you to stop processing data (other than keeping it secure) whilst a complaint is resolved.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box


Back


13. [bookmark: Portability]The right to Data Portability only applies when a service is based on ‘Consent’ and then only if it involves technology 


Back


14. [bookmark: Object]The right to object requires you to stop using the data for the purposes for which it was collected.  This does not apply to any legal obligations to process the data, but does apply for any processing under Consent, e.g. marketing or profiling


Back


15. [bookmark: Auto]The right to refuse automated decision making means if a computer makes a decision about how you will deliver a service to a person; they have the right to request the decision to be made by a human Being. 


Back
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Privacy Notice 


Please be advised that not all of this data is shared with everyone listed. We only share data required for that particular function and only the minimum required.


			What is the service being provided?


			Creation, Maintenance of the Pupil Record, Curriculum Delivery and Pastoral Care, including Pupil and Parent/Carer data





			What personal data do we need from you?


			*Add all data fields on school pupil MIS (SIMSs, RM etc), inc. SEN, CP etc etc


			Name


			Address


			Known As name


			Date of Birth





			Ethnicity


			Religion


			Medical details


			Parent/Carer names





			Emergency contacts


			Gender


			


			





			


			


			


			





			


			


			


			





			


			


			


			





			


			


			


			





			


			


			


			














			Who will be using your Personal Data?


			Who is the Data Controller?


			Your School name





			


			[bookmark: Back1]Who is the Data Controller’s 


Data Protection Officer?


			Please complete





			


			[bookmark: Back2]Are there any Data Processors? 


			Yes


			☒			No


			☐


			


			Who are they?


			MIS provider, e.g. SIMs, RM Integra and any other system suppliers which hold the above data





			What will it be used for and what gives us the right to ask for it and use it?


			The Purpose(s):


			Statutory Duties








			


			[bookmark: Back4]The Legal Condition(s):


			Statutory Duty & Substantial Public Interest





			





			





			Who else might we share your data with?


			Central & Local Government, Health Providers, Other Education Providers, Regulatory Bodies





			Will your data be stored in or accessible from countries with no UK-equivalent Privacy Law protections?


			NO (please check that this is true by checking where the support for your systems comes from, i.e. inside the EEA)





			How long will your data be kept?


			When will it stop being used?


			When the Pupil transfers to another education setting, e.g. another school





			


			How long after this will it be deleted?


			Date of Birth + 25 years





			Our use of the data will be subject to your legal rights (mark if applicable):


			[bookmark: Back7]Inform


			☒			Access


			☒			Rectify


			☒			[bookmark: Back10]Erase


			☐


			


			Restrict


			☐			Portable


			☐			Object


			☐			Automate


			☐


			As you are giving us your data directly:


			This is the reason why we are allowed to ask for it and use it:


			Statutory Duty





			


			This is what could happen if you refused to let us use your data for this purpose:


			N/A





			As you are not giving your data directly to us:


			This is who is giving us your personal data:


			Local Authority or previous education setting





			


			This is a source of personal data open to anyone 


			Yes


			☐			No


			☒


			


			These are the categories of personal data being given to us


			Basic Demographics, including unique ID, name, address, DoB, gender, parental contact details, ethnicity, language, educational attainment & attendance.





			Visit the following links for more information about Privacy Law, our obligations and your Rights:





			The ICO Guide to the General Data Protection Regulations 2016


The General Data Protection Regulations 2016





			If you have concerns over the way we are asking for or using your personal data, please raise the matter with our Data Protection Officer by the following means:





			Postal Address


			[ENTER DETAILS]





			Email


			[ENTER DETAILS]





			Phone Number


			[ENTER DETAILS]





			If you still have concerns following our response you have the right to raise the matter with the Information Commissioner’s Office:





			Postal Address


			Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF





			Online Form


			https://ico.org.uk/concerns/handling/ 





			Phone Number


			0303 123 1113















Guidance


1. Who is a Data Controller?  This is your Organisation.


Back


2. [bookmark: DC][bookmark: DPO]Who is the Data Protection Officer?  This is a statutory post either within your organisation or a contracted service


Back


3. [bookmark: DProc]What is a Data Processor?  This is someone who uses the data you are responsible for in order to deliver a service you have contracted them to deliver on your behalf


Back


4. [bookmark: Purps]What are Purposes?  This is the reason you want to use the data, e.g. to create a pupil record


Back


5. [bookmark: LegCond]What are the legal conditions?


a. Personal Data can be lawfully processed for the using the following conditions:


i. Consent


ii. Necessary to perform a contract obligation


iii. Blue light emergency services


iv. Statutory Duty


v. Legitimate Interests


b. Sensitive Personal Data can be lawfully processed for the using the following conditions:


i. Explicit Consent


ii. Employment, Social Security, Social Protection


iii. Blue light emergency services


iv. Legitimate Activities of ‘charities/not for profit’ organisations


v. Made Public by the person


vi. For legal defence/claims


vii. Substantial Public Interest


viii. Health & Social Care provision and management


ix. Pan UK Public Health (Epidemics)


x. Archiving for scientific/historical research or statistical purposes


Back


6. [bookmark: LegInt]Legitimate Interests cannot be used as a processing condition other then I exceptional circumstances


Back


7. [bookmark: EEA]Any country outside of the European Economic Area (EU countries, plus Iceland, Lichtenstein and Norway) is not considered to have the same legal protections as the UK


Back


8. [bookmark: Inform]The right to inform requires you to tell people about how their rights are managed including if information is rectified, modified, erased or restricted


Back


9. [bookmark: Access]The right to access means you must be able to provide a copy of a person’s data to them upon written request


Back





10. [bookmark: Rect]The right to rectify requires you to correct inaccurate data.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box


Back


11. [bookmark: Erase]The right to erasure requires you to securely destroy the data you hold.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box


Back


12. [bookmark: Restrict]The right to restrict requires you to stop processing data (other than keeping it secure) whilst a complaint is resolved.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box


Back


13. [bookmark: Portability]The right to Data Portability only applies when a service is based on ‘Consent’ and then only if it involves technology 


Back


14. [bookmark: Object]The right to object requires you to stop using the data for the purposes for which it was collected.  This does not apply to any legal obligations to process the data, but does apply for any processing under Consent, e.g. marketing or profiling


Back


15. [bookmark: Auto]The right to refuse automated decision making means if a computer makes a decision about how you will deliver a service to a person; they have the right to request the decision to be made by a human Being. 


Back
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Privacy Notice 


Please be advised that not all of this data is shared with everyone listed. We only share data required for that particular function and only the minimum required.


			What is the service being provided?


			Employment Records for schools staff





			What personal data do we need from you?


			*Add all data fields on staff MIS (e.g. SIMS, RM etc), inc. paper records


			Name


			Address


			Date of Birth


			Ethnicity





			NI Number


			Bank Details


			Health Information


			Vetting information





			Pensions data


			Payroll data


			


			





			


			


			


			





			


			


			


			














			Who will be using your Personal Data?


			Who is the Data Controller?


			Your School name





			


			[bookmark: Back1]Who is the Data Controller’s 


Data Protection Officer?


			Please complete





			


			[bookmark: Back2]Are there any Data Processors? 


			Yes


			☒			No


			☐


			


			Who are they?


			MIS provider, e.g. SIMs, RM Integra and any other system suppliers which hold the above data





			What will it be used for and what gives us the right to ask for it and use it?


			The Purpose(s):


			Employment





			


			[bookmark: Back4]The Legal Condition(s):


			· Under Contract


· Employment, Social Security, Social Protection





			Who else might we share your data with?


			Central & Local Government, Health Providers, Other Education Providers, Regulatory Bodies, Professional Associations.





			Will your data be stored in or accessible from countries with no UK-equivalent Privacy Law protections?


			NO (please check that this is true by checking where the support for your systems comes from, i.e. inside the EEA)





			How long will your data be kept?


			When will it stop being used?


			Termination of employment + 6 years with regard to references





			


			How long after this will it be deleted?


			Termination of employment + 6 years





			Our use of the data will be subject to your legal rights (marked if applicable):


			[bookmark: Back7]Inform


			☒			Access


			☒			Rectify


			☒			[bookmark: Back10]Erase


			☐


			


			Restrict


			☐			Portable


			☐			Object


			☐			Automate


			☐


			As you are giving us your data directly:


			This is the reason why we are allowed to ask for it and use it:


			Employment law





			


			This is what could happen if you refused to let us use your data for this purpose:


			Unable to employ





			As you are not giving your data directly to us:


			This is who is giving us your personal data:


			Previous employer, DBS service, Occupational Health.





			


			This is a source of personal data open to anyone 


			Yes


			☐			No


			☒


			


			These are the categories of personal data being given to us


			Basic Demographics, e.g. name, address, Date of Birth, Contacts, references from previous employers, medical reports, employment suitability checks, Pensions and payroll data





			Visit the following links for more information about Privacy Law, our obligations and your Rights:





			The ICO Guide to the General Data Protection Regulations 2016


The General Data Protection Regulations 2016





			If you have concerns over the way we are asking for or using your personal data, please raise the matter with our Data Protection Officer by the following means:





			Postal Address


			[ENTER DETAILS]





			Email


			[ENTER DETAILS]





			Phone Number


			[ENTER DETAILS]





			If you still have concerns following our response you have the right to raise the matter with the Information Commissioner’s Office:





			Postal Address


			Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF





			Online Form


			https://ico.org.uk/concerns/handling/ 





			Phone Number


			0303 123 1113








Guidance


1. Who is a Data Controller?  This is your Organisation.


Back


2. [bookmark: DC][bookmark: DPO]Who is the Data Protection Officer?  This is a statutory post either within your organisation or a contracted service


Back


3. [bookmark: DProc]What is a Data Processor?  This is someone who uses the data you are responsible for in order to deliver a service you have contracted them to deliver on your behalf


Back


4. [bookmark: Purps]What are Purposes?  This is the reason you want to use the data, e.g. to create a pupil record


Back


5. [bookmark: LegCond]What are the legal conditions?


a. Personal Data can be lawfully processed for the using the following conditions:


i. Consent


ii. Necessary to perform a contract obligation


iii. Blue light emergency services


iv. Statutory Duty


v. Legitimate Interests


b. Sensitive Personal Data can be lawfully processed for the using the following conditions:


i. Explicit Consent


ii. Employment, Social Security, Social Protection


iii. Blue light emergency services


iv. Legitimate Activities of ‘charities/not for profit’ organisations


v. Made Public by the person


vi. For legal defence/claims


vii. Substantial Public Interest


viii. Health & Social Care provision and management


ix. Pan UK Public Health (Epidemics)


x. Archiving for scientific/historical research or statistical purposes


Back


6. [bookmark: LegInt]Legitimate Interests cannot be used as a processing condition other then I exceptional circumstances


Back


7. [bookmark: EEA]Any country outside of the European Economic Area (EU countries, plus Iceland, Lichtenstein and Norway) is not considered to have the same legal protections as the UK


Back


8. [bookmark: Inform]The right to inform requires you to tell people about how their rights are managed including if information is rectified, modified, erased or restricted


Back


9. [bookmark: Access]The right to access means you must be able to provide a copy of a person’s data to them upon written request


Back





10. [bookmark: Rect]The right to rectify requires you to correct inaccurate data.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box


Back


11. [bookmark: Erase]The right to erasure requires you to securely destroy the data you hold.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box


Back


12. [bookmark: Restrict]The right to restrict requires you to stop processing data (other than keeping it secure) whilst a complaint is resolved.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box


Back


13. [bookmark: Portability]The right to Data Portability only applies when a service is based on ‘Consent’ and then only if it involves technology 


Back


14. [bookmark: Object]The right to object requires you to stop using the data for the purposes for which it was collected.  This does not apply to any legal obligations to process the data, but does apply for any processing under Consent, e.g. marketing or profiling


Back


15. [bookmark: Auto]The right to refuse automated decision making means if a computer makes a decision about how you will deliver a service to a person; they have the right to request the decision to be made by a human Being. 


Back
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Privacy Notice 


Please be advised that not all of this data is shared with everyone listed. We only share data required for that particular function and only the minimum required.


			What is the service being provided?


			Governors Services





			What personal data do we need from you?


			Please list all data items which you share with Governors, e.g. names addresses, behaviours, photos etc





			Who will be using your Personal Data?


			Who is the Data Controller?


			Your School name





			


			[bookmark: Back1]Who is the Data Controller’s 


Data Protection Officer?


			Your DPO Name





			


			[bookmark: Back2]Are there any Data Processors? 


			Yes


			☐			No


			☐


			


			Who are they?


			List any data processors and tick ‘yes’ above if applicable





			What will it be used for and what gives us the right to ask for it and use it?


			The Purpose(s):


			To deliver Governor services to the school





			


			[bookmark: Back4]The Legal Condition(s):


			· Legal Obligation


· Substantial Public Interest





			Who else might we share your data with?


			Central & Local Government, Other Education Providers, Regulatory Bodies





			Will your data be stored in or accessible from countries with no UK-equivalent Privacy Law protections?


			NO (please check that this is true by checking where the support for your systems comes from, i.e. inside the EEA)





			How long will your data be kept?


			When will it stop being used?


			When a Governor ceases to work for the school, plus one year





			


			How long after this will it be deleted?


			As above





			Our use of the data will be subject to your legal rights (marked if applicable):


			[bookmark: Back7]Inform


			☒			Access


			☒			Rectify


			☒			[bookmark: Back10]Erase


			☐


			


			Restrict


			☐			Portable


			☐			Object


			☐			Automate


			☐


			As you are giving us your data directly:


			This is the reason why we are allowed to ask for it and use it:


			For statutory purposes to ensure the smooth running of the school





			


			This is what could happen if you refused to let us use your data for this purpose:


			Not applicable





			Visit the following links for more information about Privacy Law, our obligations and your Rights:





			The ICO Guide to the General Data Protection Regulations 2016


The General Data Protection Regulations 2016





			If you have concerns over the way we are asking for or using your personal data, please raise the matter with our Data Protection Officer by the following means:





			Postal Address


			[ENTER DETAILS]





			Email


			[ENTER DETAILS]





			Phone Number


			[ENTER DETAILS]





			If you still have concerns following our response you have the right to raise the matter with the Information Commissioner’s Office:





			Postal Address


			Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF





			Online Form


			https://ico.org.uk/concerns/handling/ 





			Phone Number


			0303 123 1113


















































Guidance


1. Who is a Data Controller?  This is your Organisation.


Back


2. [bookmark: DC][bookmark: DPO]Who is the Data Protection Officer?  This is a statutory post either within your organisation or a contracted service


Back


3. [bookmark: DProc]What is a Data Processor?  This is someone who uses the data you are responsible for in order to deliver a service you have contracted them to deliver on your behalf


Back


4. [bookmark: Purps]What are Purposes?  This is the reason you want to use the data, e.g. to create a pupil record


Back


5. [bookmark: LegCond]What are the legal conditions?


a. Personal Data can be lawfully processed for the using the following conditions:


i. Consent


ii. Necessary to perform a contract obligation


iii. Blue light emergency services


iv. Statutory Duty/Task in the Public Interest


v. Legitimate Interests


b. Sensitive Personal Data can be lawfully processed for the using the following conditions:


i. Explicit Consent


ii. Employment, Social Security, Social Protection


iii. Blue light emergency services


iv. Legitimate Activities of ‘charities/not for profit’ organisations


v. Made Public by the person


vi. For legal defence/claims


vii. Substantial Public Interest


viii. Health & Social Care provision and management


ix. Pan UK Public Health (Epidemics)


x. Archiving for scientific/historical research or statistical purposes


Back


6. [bookmark: LegInt]Legitimate Interests cannot be used as a processing condition other then I exceptional circumstances


Back


7. [bookmark: EEA]Any country outside of the European Economic Area (EU countries, plus Iceland, Lichtenstein and Norway) is not considered to have the same legal protections as the UK


Back


8. [bookmark: Inform]The right to inform requires you to tell people about how their rights are managed including if information is rectified, modified, erased or restricted


Back


9. [bookmark: Access]The right to access means you must be able to provide a copy of a person’s data to them upon written request


Back





10. [bookmark: Rect]The right to rectify requires you to correct inaccurate data.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box


Back


11. [bookmark: Erase]The right to erasure requires you to securely destroy the data you hold.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box


Back


12. [bookmark: Restrict]The right to restrict requires you to stop processing data (other than keeping it secure) whilst a complaint is resolved.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box


Back


13. [bookmark: Portability]The right to Data Portability only applies when a service is based on ‘Consent’ and then only if it involves technology 


Back


14. [bookmark: Object]The right to object requires you to stop using the data for the purposes for which it was collected.  This does not apply to any legal obligations to process the data, but does apply for any processing under Consent, e.g. marketing or profiling


Back


15. [bookmark: Auto]The right to refuse automated decision making means if a computer makes a decision about how you will deliver a service to a person; they have the right to request the decision to be made by a human Being. 


Back
































© Essex County Council.  


All rights reserved,  Essex County Council grants its customers who have purchased a licence to use this document for the purposes of the administration and operation of the school to whom it has been sold.  For those purposes customers are permitted to use, adapt, publish and copy this document provided that every adapted or published version of this document must include this copyright notice in full.  No other use by other organisations or outside the terms of the permitted use stated above is permitted without the prior written permission of Essex County Council. Those infringing Essex County Council’s copyright may be subject to prosecution, claims for damages or other legal action.  
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Privacy Notice Template


			What is the service being provided?


			





			What personal data do we need from you?


			· 





			Who will be using your Personal Data?


			Who is the Data Controller?


			





			


			[bookmark: Back1]Who is the Data Controller’s 


Data Protection Officer?


			





			


			[bookmark: Back2]Are there any Data Processors? 


			Yes


			☐			No


			☐


			


			Who are they?


			





			What will it be used for and what gives us the right to ask for it and use it?


			The Purpose(s):


			





			


			[bookmark: Back4]The Legal Condition(s):


			





			


			[bookmark: Back5][DELETE if not using ‘Legitimate Interests’]


Our legitimate interests are:


			





			


			[DELETE if not using ‘Consent’]


You may withdraw your consent at any time by contacting us





			Who else might we share your data with?


			





			Will your data be stored in or accessible from countries with no UK-equivalent Privacy Law protections?


			





			How long will your data be kept?


			When will it stop being used?


			





			


			How long after this will it be deleted?


			





			Our use of the data will be subject to your legal rights (marked if applicable):


			[bookmark: Back7]Inform


			☐			Access


			☐			Rectify


			☐			[bookmark: Back10]Erase


			☐


			


			Restrict


			☐			Portable


			☐			Object


			☐			Automate


			☐


			[Delete any of the following rows which do not apply]





			We will make automated decisions or profile you based on your data


			How will this be done?


			





			


			What will happen as a result of the decisions?


			





			As you are giving us your data directly to us:


			This is the reason why we are allowed to ask for it and use it:


			





			


			This is what could happen if you refused to let us use your data for this purpose:


			





			As you are not giving your data directly to us:


			This is who is giving us your personal data:


			





			


			This is a source of personal data open to anyone 


			Yes


			☐			No


			☐


			


			These are the categories of personal data being given to us


			





			Visit the following links for more information about Privacy Law, our obligations and your Rights:





			The ICO Guide to the General Data Protection Regulations 2016


The General Data Protection Regulations 2016





			If you have concerns over the way we are asking for or using your personal data, please raise the matter with our Data Protection Officer by the following means:





			Postal Address


			[ENTER DETAILS]





			Email


			[ENTER DETAILS]





			Phone Number


			[ENTER DETAILS]





			If you still have concerns following our response you have the right to raise the matter with the Information Commissioner’s Office:





			Postal Address


			Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF





			Online Form


			https://ico.org.uk/concerns/handling/ 





			Phone Number


			0303 123 1113






























































Guidance


1. Who is a Data Controller?  This is your Organisation.


Back


2. [bookmark: DC][bookmark: DPO]Who is the Data Protection Officer?  This is a statutory post either within your organisation or a contracted service


Back


3. [bookmark: DProc]What is a Data Processor?  This is someone who uses the data you are responsible for in order to deliver a service you have contracted them to deliver on your behalf


Back


4. [bookmark: Purps]What are Purposes?  This is the reason you want to use the data, e.g. to create a pupil record


Back


5. [bookmark: LegCond]What are the legal conditions?


a. Personal Data can be lawfully processed for the using the following conditions:


i. Consent


ii. Necessary to perform a contract obligation


iii. Blue light emergency services


iv. Statutory Duty


v. Legitimate Interests


b. Sensitive Personal Data can be lawfully processed for the using the following conditions:


i. Explicit Consent


ii. Employment, Social Security, Social Protection


iii. Blue light emergency services


iv. Legitimate Activities of ‘charities/not for profit’ organisations


v. Made Public by the person


vi. For legal defence/claims


vii. Substantial Public Interest


viii. Health & Social Care provision and management


ix. Pan UK Public Health (Epidemics)


x. Archiving for scientific/historical research or statistical purposes


Back


6. [bookmark: LegInt]Legitimate Interests cannot be used as a processing condition other then I exceptional circumstances


Back


7. [bookmark: EEA]Any country outside of the European Economic Area (EU countries, plus Iceland, Lichtenstein and Norway) is not considered to have the same legal protections as the UK


Back


8. [bookmark: Inform]The right to inform requires you to tell people about how their rights are managed including if information is rectified, modified, erased or restricted


Back


9. [bookmark: Access]The right to access means you must be able to provide a copy of a person’s data to them upon written request


Back





10. [bookmark: Rect]The right to rectify requires you to correct inaccurate data.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box


Back


11. [bookmark: Erase]The right to erasure requires you to securely destroy the data you hold.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box


Back


12. [bookmark: Restrict]The right to restrict requires you to stop processing data (other than keeping it secure) whilst a complaint is resolved.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box


Back


13. [bookmark: Portability]The right to Data Portability only applies when a service is based on ‘Consent’ and then only if it involves technology 


Back


14. [bookmark: Object]The right to object requires you to stop using the data for the purposes for which it was collected.  This does not apply to any legal obligations to process the data, but does apply for any processing under Consent, e.g. marketing or profiling


Back


15. [bookmark: Auto]The right to refuse automated decision making means if a computer makes a decision about how you will deliver a service to a person; they have the right to request the decision to be made by a human Being. 


Back
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1. [bookmark: _Toc483924191]Introduction

2. [bookmark: _Toc483924192]Policy References



2.1. This procedure is a requirement of the following policies:



· Data Protection Policy

3. [bookmark: _Toc483924193]Consent Procedure



3.1. We are encouraged to not rely on consent. The public sector is deemed to have sufficient statutory powers to satisfy other conditions available under Data Protection law to justify processing personal data without the need to rely on consent. However, if activities requiring the processing of personal data are identified as valid but a legal condition cannot be applied other than consent then the following should be in place:



3.2. A Privacy Impact Assessment should be undertaken to approve the use of consent for the proposed processing (A Data Protection Impact Assessment in the event of ‘high risk’ processing)



3.3. When obtaining the consent of the Data Subject, we will need to ensure that we have the capability to produce, on request, documented (and standalone) evidence that an individual has consented to the processing. Therefore consent must be recorded and the evidence retained as a record for as long as the data obtained through consent is being processed.



3.4. We must ensure that where consent is being relied upon, there is a process in place to capture requests from Data Subjects to withdraw their consent and for us to no longer process their personal data for the purpose(s) explained on the relevant privacy notice which supported obtaining the consent. 



3.4.1. In such cases, expressions of wishes to withdraw consent must be directed as soon as possible to the employee responsible for the process 

3.4.2. A decision must be made on the legal validity of continuing to process personal data obtained or created prior to receiving the withdrawal of consent.

3.4.3. Where there is doubt about the Data Subject’s intentions, there clarification should be sought over whether they wish to exercise other rights in respect of data processed under consent prior to receipt of the withdrawal.

3.4.4. If a ‘suppression list’ is in operation, the Data Subject’s withdrawal of consent must be managed in the relevant suppression list to ensure that future contact with the Data Subjects is in line with their wishes where consent is the condition for processing 



3.4.5. Where consent is relied upon as the condition for processing, its validity depends on satisfying all the criteria below: 



3.4.5.1. It must be freely given. The Data Subject must have a genuine choice whether or not to provide their personal data. For example, if a service vital to their health or wellbeing will not be provided unless personal data is supplied, then there is a balance of power in favour of the Data Controller where the Data Subject is compelled to provide data. This cannot be said to be consent freely given



3.4.5.2. It must be well-informed. The Data Subject must be in receipt of all the necessary facts meeting their legal right to be informed about prospective processing of their personal data. This information should be provided to them via a Privacy Notice which is compliant with the law. The detail on the Notice will therefore ensure that the Data Subject has all the facts at their disposal to make a well-informed decision about whether they are comfortable providing personal data under the specified conditions.



3.4.5.3. It must be clearly expressed. The Data Subject’s recorded consent must stand as a record evidencing that consent was given. This record must therefore include a form of identifiable written, electronically verifiable or recorded verbal record which can be dated. It must be associated with having read and understood the Privacy Notice and must be correctly linked to the correct version of the Privacy Notices current at the time of initially providing consent and when consent was refreshed. The most efficient way of doing so is to combine a Consent Form with a Privacy Notice and retain as records for the duration of the processing activity.



3.4.6. Where consent is sought from Children over the age of 13, the requirements of section 3.4.5 will need to additionally evidence that the Privacy Notice was intelligible to the typical age of maturity and capacity of the Data Subject. Where the child is under 13, processes for obtaining parental consent/ authorisation will need to be in place





4. [bookmark: _Toc483924194]Advice and Support



4.1. If you have any issues over the clarity of these procedures, how they should be applied in practice, require advice about exemptions from the requirements or have any suggestions for amendments, please contact [insert role or team responsible and their contact details]



5. [bookmark: _Toc483924195]Breach Statement



5.1. A breach of this procedure is a breach of Information Policy. Breaches will be investigated and may result in disciplinary action. Serious breaches of Policy may be considered gross misconduct and result in dismissal without notice, or legal action being taken against you.



[image: ]
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1. [bookmark: _Toc483929087]Introduction

2. [bookmark: _Toc483929088]Policy References



2.1. This procedure is a requirement of the following policies:



· Data Protection Policy

3. [bookmark: _Toc483929089]Data Minimisation Procedure



3.1. [bookmark: _Toc483929090]Obtaining Minimal Personal Data



3.1.1. Legal Requirement



Data Protection law requires all Organisations to ensure that the personal data they obtain and process is limited to the minimal amount required to effectively achieve the purpose for which it was obtained:



Personal data shall be: “adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed”



General Data Protection Regulations 2016, Article 5(c)



3.1.2. Privacy by Design

In order to comply with the requirement of Principle 5(c), and to be able to evidence to the Regulator that compliance is embedded within the privacy culture of the organisation, the following measures must be in place:

3.1.2.1. Record of Processing Activity



· All flows of personal data into the Organisation must be identified on the Data Lifecycle Mapping element of our Record of Processing Activity. 

· From this data, we can ensure we identify all instances where personal data is obtained 

· From this basis we can ensure that all methods of collecting personal information from Data Subjects are reviewed to ensure that they are provided with or linked to a Privacy Notice which includes detail compliant with the law.



3.1.2.2. Data Collection



· The Data Collection forms (i.e. the means by which the Data Subject provides personal data to us) must be reviewed to ensure they gather only information that is relevant to the stated purposes

· Forms must actively limit the scope for Data Subjects to provide additional superfluous personal data, making good use of tick boxes, clearly worded text boxes specifying what data is required, and avoiding the use of ‘free-text’ boxes where narrative responses invite uncontrolled provision of data.

· Forms should avoid requesting ‘desirable’ or ‘nice-to-have’ data as by definition this is not ‘necessary’ to fulfil the stated purposes.



3.1.2.3. Privacy/ Data Protection Impact Assessments



· All activities which obtain personal data must be reviewed to assess whether an Impact Assessment is required to fully consider the legality of the processing of personal data under Data Protection law

· The Privacy Impact Assessment (and the Data Protection Impact Assessment for ‘high risk’ processing) require an Owner to confirm that an accurate Privacy Notice is in place and that the Principle under Article 5(c) is being met. This means the organisation is satisfied that the activity:

· Clearly explains what the purpose of obtaining the data is for

· We obtain only the data that is necessary to fulfil that purpose

· The approved Assessment(s) for new activities and reviews of existing and future activities will provide evidence to the regulator that the organisation has a comprehensive procedure for ensuring that only minimal personal data is being processed.



3.2. [bookmark: _Toc483929091]Removing Personal Data (Anonymising & Pseudonymising)



3.2.1. Legal Requirement



The use of anonymisation and pseudonymisation can further support the requirement under Article 5(c) by allowing the processing of data having removed the personally identifiable elements yet retaining associated data to undertake useful research/ analysis. 



3.2.2. Terms:

Anonymisation: is the removal of information that could lead to an individual being identified, either on the basis of

a) the removed information or 

b) the removed information combined with other information held.



Pseudonymisation: is a procedure by which the fields most likely to identify an individual within a data record are replaced by one or more artificial identifiers, or pseudonyms. There can be a single pseudonym for a collection of replaced fields or a pseudonym per replaced field.  The use of pseudonyms allows us to hold the original dataset to re-identify the data at a later date if it is necessary.



3.2.3. Is Anonymised/ Pseudonymised data Personal Data?

There is a clear view that where an organisation converts personal data into an anonymised form and discloses it, this will not be considered a disclosure of personal data. This means that Data Protection Act law no longer applies to the disclosed data, therefore:



a) there is an obvious incentive for organisations that want to publish data to do so in an anonymised form;

b) it provides an incentive for researchers and others to use anonymised data as an alternative to personal data wherever this is possible; and

c) individuals’ identities are protected



It is important to note however, that the originating organisation must comply with Data Protection law as they are in possession of the original personal identifiable dataset; and therefore are able to re-identify the data.  This means that the originating organisation is processing personal data, even if that data has been anonymised.  If the recipients do not have access to the original data, or some other linkable data, they are not processing personal data and the originating organisation has not disclosed it.



3.2.4. How do I Pseudonymised/ Anonymise Personal Data safely?



We will comply with the Health & Social Care Anonymisation Standard and its associated guidance to ensure that the privacy of individuals is upheld.





3.2.5. Is Consent required?



No. Data Protection law provides various ‘conditions’ for legitimising the processing of personal data, including its anonymisation/ pseudonymisation. Consent is just one condition, and the law usually provides alternatives. Where data has been effectively anonymisated/ pseudonymised it does not constitute personal data and therefore a condition for processing is not required. 



The DPA only gives the individual a right to prevent the processing of their personal data where this would be likely to cause unwarranted damage or distress. In the Information Commissioner’s Office’s view, provided there is no likelihood of anonymisation/ pseudonymisation causing unwarranted damage or distress, as will be the case if it is done effectively, then there will be no need to obtain consent as a means of legitimising the processing.



3.2.6. Informing the Data Subjects

When using personal data for research purposes, the data can be anonymised to avoid the identification of an individual, or if consent has been give then the data can remain identifiable.

We will need to check the relevant privacy notice which explains how they data would be processed to ensure that it correctly advised individuals appropriately that their personal data may be used for research.  For example, if a privacy notice advises that we use data for ‘service improvement’ as a specified purpose you will be able to use personal data for this purpose.  Similarly, if you intend to anonymise data for research, you should state in your privacy notice that anonymised data will be used for research purposes.



3.2.7. Retention



As explained above, the data is no longer viewed as Personal Data therefore the principle to retain no longer than necessary in Data Protection law is not engaged.





3.2.8. Publishing Pseudonymised/ Anonymised Datasets

 It is important to draw a clear distinction between:



· Publication to the world at large, e.g. under the Freedom of Information Act 2000, or open data. Here there is no restriction on the further disclosure or use of the data and no guarantee that it will be kept secure; and



· Limited access, e.g. within a closed community of researchers. Here it is possible to restrict the further disclosure or use of the data and its security can be guaranteed. The advantage of this is that re-identification and other risks are more controllable, and potentially more data can be disclosed without having to deal with the problems that publication can cause



Limited access is particularly appropriate for the handling of anonymised data derived from sensitive source material or where there is a significant risk of re-identification.



Once data has been published under a licence, such as the Open Government Licence, it may be impossible to protect it from further use or disclosure or to keep it secure. However, the Open Government Licence does make it clear that while anonymised data falls within the scope of the licence, users and re-users are not permitted to use the data in a way that enables re-identification to take place. However, this may be difficult or impossible to enforce.



3.2.9. Trusted Third Parties



A trusted third party (TTP) arrangement can be particularly effective where a number of organisations each want to anonymise the personal data they hold for use in a collaborative project.  This model is being used increasingly to facilitate large scale research using data collected by a number of organisations.



Typically, the TTP will operate a data repository to which the various participating organisations will disclose their personal data, or alternatively pseudonymise their data at source before providing to the TTP.  Where necessary a TTP can be used to convert personal data into an anonymised form. This is particularly useful in the context of research, as it allows researchers to use anonymised data in situations where using raw personal data is not necessary or appropriate. TTPs can be used to link datasets from separate organisations, and then create anonymised records for researchers.



A TTP analyses the data to match the records of individuals who appear in both datasets.  A new dataset can be created which contains research data without identifying individuals. The researchers have access to useful data, in an environment which prevents them identifying individual subjects.



The personal data can then be anonymised in ‘safe’, high security conditions and to an agreed specification, allowing the subsequent linkage of anonymised individual-level data, for example.



The great advantage of a TTP arrangement is that it allows social science research to take place, e.g. using anonymised data derived from health and criminal justice records, without the organisations involved ever having access to each other’s personal data. Security, anonymisation and anti-re-identification measures taken by the TTP should be covered in an agreement.



3.2.10. Further Guidance



www.ico.org.uk 

Anonymisation Code of Practice – November 2012

HSCIC Anonymisation Standard

HSCIC Anonymisation Guidance



4. [bookmark: _Toc483929092]Advice and Support



4.1. If you have any issues over the clarity of these procedures, how they should be applied in practice, require advice about exemptions from the requirements or have any suggestions for amendments, please contact [insert role or team responsible and their contact details]



5. [bookmark: _Toc483929093]Breach Statement



5.1. A breach of this procedure is a breach of Information Policy. Breaches will be investigated and may result in disciplinary action. Serious breaches of Policy may be considered gross misconduct and result in dismissal without notice, or legal action being taken against you.
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[bookmark: _GoBack]


1. [bookmark: _Toc505347601]Introduction



0.1. This procedure covers all matters relating to the use of video and audio recording equipment for overt surveillance in all buildings where the Organisation’s employees work and which members of the public utilise. Covert surveillance under the Investigatory Powers Act (2016) is not covered by this document.

[bookmark: _Toc505347602]Policy References



0.2. This procedure is a requirement of the following policies:



· Data Protection Policy

[bookmark: _Toc505347603]Surveillance Management Procedures



0.3. [bookmark: _Toc505347604]Responsibility



Within the Organisation responsibility for Data Protection issues resides with the Data Protection Officer (DPO). 

Responsibility for approving and reviewing this policy rests with the DPO, but responsibility for implementation of these procedures and for reporting performance issues under the policy rests with all employees who have involvement in the management of equipment.  Responsibility for managing the deployment and use of cameras rests with identified members of staff with the appropriate authority to ensure procedures are adhered to.



0.4. [bookmark: _Toc505347605]Impact Assessments



0.4.1. Scope and Review: The siting of each CCTV camera that falls within the scope of this policy will be subject to an Impact Assessment (Annex A) before it is commissioned or a retrospective Impact Assessment where it was already operational before policy and this procedure was approved. Each site will be subject to a review against the Impact Assessment criteria every two years, or sooner should there be any relevant change to the building use.



0.4.2. Ownership: Each site will have an identified owner who will take responsibility for the operation of all CCTV equipment on that premises or location. Where premises are shared with another organisation and control of CCTV equipment does not rest with the Organisation, or where operation of equipment is contracted out to a service provider, the Impact Assessment will still record the Organisation’s DPO as a point of contact who will be able to redirect queries to the relevant person outside of the Organisation.



0.4.3. Purpose: The Impact Assessment will establish whether or not there is a need for CCTV cameras in the first instance by recording the aims and benefits that the camera is meant to deliver and assessing whether there is any other solution that could achieve this.



0.4.4. Quality: The level of detail required of CCTV recordings will be assessed according to a categorisation scheme approved by the Home Office. The four quality levels of Monitoring, Detecting, Recognising and Identifying explain the various level of detail that is required for cameras to meet their stated purpose. 



0.4.5. Wider Use: Consideration will be given as to whether or not there is any wider use that CCTV cameras serve other than the stated purpose. If there is then communicating this additional purpose will be considered.



0.4.6. Feedback: Signage and explanatory publications will make building users aware of the purpose of the cameras and how to register feedback. Any complaints or concerns raised about the siting or usage of cameras will be captured and considered in a review. The outcomes of reviews will be communicated to those who have raised concerns, and to a wider audience if deemed appropriate



0.5. [bookmark: _Toc505347606]Signage & explanatory publications



0.5.1. Signage. Signs explaining that CCTV recording is operational in the vicinity shall be clearly visible and legible in accessible areas of the building. They will state who operates the equipment, what their purpose is and provide a contact number of the DPO for those with queries about usage and who wish to access recordings



0.5.2. Explanatory Publications. At each building there will be an appropriate supply of an approved leaflet which gives summary details of the policy and procedure including advice about how to make a formal request to view recordings.



0.6. [bookmark: _Toc505347607]Retention, Security & Access 



0.6.1. Retention of Recordings. The Organisation commits to retaining recordings for security from CCTV cameras under its control for [31 days]. Cameras managed by partner organisations (not contracted service providers) are responsible for defining and publicising their own retention timescales. This period of time is based on the recommended range of 12-31 days and our experience of the need for authorised usage. When this time period has expired, the data on the recorded tape or server will either be recorded-over, degaussed (deleting magnetic storage content) or disposed of – in any event deleted beyond the ability to reconstitute the content.



0.6.2. Security: Once a recording is complete, the tape or other storage medium will be held in a secure container or on a secure server to which only authorised persons trained specifically in the policy and procedures have access.



0.6.3. Access: Instances of access to recordings will be recorded in a log which can be produced on demand to the DPO, an authorised manager or Auditor/ Regulator and will be a complete record of access activity (Annex C). This log should state:



· Dates of access, 

· the period and location covered by the recording, 

· the reason for access and 

· Name, position and authority of those who have accessed recordings. 

· Whether or not copies were made. 



0.6.4. There must be a single point within premises where a record of acceptance forms is stored. These will record signatures on approved forms of those who have had access and will support full auditability.

 

0.7. [bookmark: _Toc505347608]Usage



0.7.1. The Organisation’s Usage: We will only use recorded CCTV images for the purposes which we have identified in our Impact Assessments and communicated through signage and explanatory leaflets. 



0.7.2. Usage by other Organisations: We will ensure that where recordings are accessed by or copies are provided to other organisations, this will also fall within these stated purposes, or otherwise within the law. Where copies are provided, the organisation requesting the material will be required to agree to manage the data in accordance with the Data Protection Act/ General Data Protection Regulations (Annex D). Where regular general information sharing with a partner takes place we will have in place an Information Sharing Protocol under the Whole Essex Information Sharing Framework. 



0.7.3. Recording: Where use is made of recordings by us or access granted or copies provided to other organisations, these instances will be recorded and kept up to date in a central log available for inspection by anyone with the authority to do so wishing to monitor compliance with this policy. The reasons for use will be recorded and approved (Annex C).



0.8. [bookmark: _Toc505347609]Handling Access Requests



0.8.1. Rights. Employees and members of the public whose images are captured by surveillance equipment have a right in law to access such recordings.



0.8.2. Data Protection Law. The Data Protection Act and the General Data Protection Regulations (from May 2018) provide statutory rights for individuals (employees and members of the public) to have access to information held by organisations about themselves. By the very nature of surveillance images there is likely to be information present on recordings that identifies not just the requesting Data Subject but other persons who had been present. This will require an assessment of whether or not third parties can be identified and if so what method and level of redaction may be necessary.



0.8.3. Freedom of Information Act. The Freedom of Information Act provides general statutory rights of access to information held by Public Authorities. In practice, the rules governing this access regime will be applied where a requestor is asking for information about a person or persons other than themselves. 



0.8.4. Handling a Request. Employees and members of the public will see signage and explanatory guidance at the locations where recordings are made that directs them to the appropriate contact to receive formal requests. Such requests should be directed to [NAME/ROLE]



0.9. [bookmark: _Toc505347610]Equipment not managed by the Organisation



0.9.1. Shared or leased premises. There may be instances of buildings where our employees are based where surveillance equipment is not directly controlled by us. Some of these buildings are used by the public to access our services. Any equipment present in such circumstances is not managed by us and responsibility under Data Protection law therefore falls to the organisation in charge and they are the Data Controller. Such organisations should have in place the same provisions as described in this document including basic signage providing a contact point for queries and access requests. We have a responsibility to have appointed employees who will have limited responsibility for or oversight of the building and who are aware of the partner organisation’s provisions for surveillance recordings and can redirect enquires to the appropriate contact.



0.9.2. Security Contractors. Private companies may undertake surveillance recording and data handling on our behalf. Where this occurs, we have a responsibility to ensure that personal data is being managed according to the provisions in this policy or where there is any difference in practice, this is recorded, explained and noted in the policy. 



[bookmark: _Toc505347611]Advice and Support



0.10. If you have any issues over the clarity of these procedures, how they should be applied in practice, require advice about exemptions from the requirements or have any suggestions for amendments, please contact [insert role or team responsible and their contact details]



[bookmark: _Toc505347612]Breach Statement



0.11. A breach of this procedure is a breach of Information Policy. Breaches will be investigated and may result in disciplinary action. Serious breaches of Policy may be considered gross misconduct and result in dismissal without notice, or legal action being taken against you.




[bookmark: _Toc505347613]Annex A: Surveillance Equipment Impact Assessment Forms









[bookmark: _Toc505347614]Annex B: Surveillance Equipment Register









[bookmark: _Toc505347615]Annex C: Recordings Access Log







[bookmark: _Toc505347616]Annex D: Subject Access Request Forms



Data Subjects:





Investigators (e.g. The Police):
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	Information Governance Support		Essex County Council	



IMPACT ASSESSMENT
 Use this form to document your review of the appropriateness of processing personal data through CCTV equipment








Approved by	
Date Approved	
Version	
Review Date	





CCTV Impact Assessment & Review


			Building/ Location


			








			Site Reference


			


			Camera Ref


			








			System Owner


			





			Signage in place?


			☐


			Viewing Internal


			☐			Viewing Private Area (Staff Only)


			☐


			Viewing External 


			☐			Viewing Public Area


			☐


			Date of Assessment


			


			Date of Next Review


			





			Equipment Check Date (Last)


			


			Equipment Check Date (Next)


			





			Declared Purposes





			Building Security


			☐			Prevention of crime


			☐


			Safety of Staff/ Public


			☐			Detection of crime


			☐


			Statistical data gathering


			☐			


			








			Considerations





			Alternatives to CCTV have been considered and rejected


			☐


			Wider uses of CCTV data have been considered but the declared purposes are restricted to the above


			☐


			Level of Image Quality Required





			☐			Monitoring


			No need to identify individuals amongst general people traffic 





			☐			Detecting


			Need to detect the presence of a person but not to see their face





			☐			Recognising


			Need to differentiate between people known to staff and those not 





			☐			Identifying


			[bookmark: _GoBack]Need to establish someone's identity beyond reasonable doubt 








			Period of Activity





			24/7 x 365 days


			☐			Seasonal/ Fixed term


			☐


			Specific Days


			☐			Specific Times of Day


			☐


			Clarification (specify periods if not 24/7 x 365 days)


			





			Compliance with Policy





			System Owner understands their responsibilities in relation to Policy in the following areas: (tick to acknowledge)





			Restrict Access to individuals trained in CCTV procedures and authorised by you


			☐


			Log all instances of accessing recordings


			☐


			Release data only through use of approved requests


			☐


			Inform Access to Records and Information Champion of all requests for data


			☐


			No recorded data to be held beyond retention period stated in CCTV Policy


			☐


			Inform Information Champion immediately of any information security breaches


			☐


			Maintain methods of advising that CCTV cameras are present (e.g. signage)


			☐


			Annual reviews to be undertaken of necessity for CCTV cameras


			☐


			Signature





			System Owner


			


			Date


			





			Approver


			


			Date


			





			Decision


			Approved


			


			Declined
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Control














						Information Governance Support





						Essex County Council























						Document Control 





						Title						Surveillance Equipment Register


						Author/Owner						[Role or team who authored the document]


						Status						[Approved/ Draft]


						Version						[Major = Approved versions, Minor = subsequent drafts]


						Date Approved						[Date]


						Approved by						[Role or board who have authorised]


						Review Date						[Date approved + review period]


						Security Classification						[OFFICIAL/ OFFICIAL-SENSITIVE]

















Instructions


						Surveillance Equipment Register - Instructions 


						Camera ref									The ID number of the camera 


						Site name									The name of the building where the camera is located


						Site location									The name of the town where the building is located


						Siting Information									Briefly describe where the camera is located so as to be able to distinguish it from others on the same premises


						Building ref									The unique building ID from a property register


						Site owner									The name of the ECC member of staff responsible for the CCTV cameras onsite. Even if the camera is managed by a 3rd party, there should be an ECC point of contact who liaises with those directly responsible





						Camera Location


									Internal						Camera is situated inside the building


									External						Camera is situated outside the building





						Equipment Type									Select the relevant equipment type for each item





						Purpose


									Building Security						The camera is needed to protect the building from unauthorised entry. 24 hour coverage is required


									Safety of Staff						The camera is needed to protect staff from physical violence or threatening behaviour by other staff/ members or the public by being able to record such instances and use this in evidence and as a detterent. Other issues could be to evidence health and safety risks, observance of fire evacuation procedures etc.


									Safety of Public						The camera is needed to protect staff from physical violence or threatening behaviour by staff/ other members of the public by being able to record such instances and use this in evidence and as a detterent. Other issues could be to evidence health and safety risks, observance of fire evacuation procedures etc.


									Prevention & Detection of Crime						The camera is needed to prevent crime by viewing an area in which crimes have previously been committed or the risk of crime occuring has been identified as high, and acts as a deterrent. Where crimes have been committed the camera allows for evidence to support detection and prosecution


									Other methods						Other methods of meeting requirments have been considered and the outcome is that CCTV is the best proportionate method.


									Wider use						Wider uses of CCTV have been considered other than those identified as the main requirements. 


						Recording Quality Needed


									Monitoring						There is no need to be able to identify individuals amongst general traffic of people


									Detecting						There is a need to detect the presence of a person but not to see their face


									Recognising						There is a need to differentiate between people known to staff and those not known


									Identifying						There is a need to establish someone's identity beyond reasonable doubt for prosecution purposes





						3rd party-managed


									Yes						Yes, CCTV camera is managed by another company or authority


									No						No, ECC is directly responsible for managing the CCTV camera


						3rd party details


									(if applicable)						If a 3rd party manages the camera, enter the name of the company/ authority who manages it


						Last reviewed									When the need for the CCTV camera was last formally reviewed


						Reviewed by									The name of the member of ECC staff who conducted the last formal review


						Consultation, complaints or comments


															Details of any feedback from staff or members of the public regarding the siting or use of the CCTV camera and any remedial action taken.








Data


			Camera Ref			Site Name			Site Location			Siting Information			Building Ref			Site Owner			Camera Location			Equipment Type			Purpose (X)																		Recording Quality Needed			Equipment Suitable			3rd Party Managed?			3rd party details                    (if applicable)			Installation Date 			Last Reviewed			Reviewed by			Consultation/ Complaints/ Comments


																											Building Security			Safety of Staff			Safety of Public			Crime Prevent & Detect			Other methods			Wider use








																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>


																					<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>			<Select>





&P	&G






Validation


			Camera Location			Recording Quality			Equipment Suitable			Type


			<Select>			<Select>			<Select>			<Select>


			Internal			Monitoring			Yes			CCTV


			External			Detecting			No			Drone


						Recognising						Body Worn


						Identifying						ANPR


												Mobile CCTV
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Control














						Information Governance Support





						Essex County Council























						Document Control 





						Title						Recordings Access Log


						Author/Owner						[Role or team who authored the document]


						Status						[Approved/ Draft]


						Version						[Major = Approved versions, Minor = subsequent drafts]


						Date Approved						[Date]


						Approved by						[Role or board who have authorised]


						Review Date						[Date approved + review period]


						Security Classification						[OFFICIAL/ OFFICIAL-SENSITIVE]

















Instructions


						Recordings Access Log - Instructions 


						Date of Access									Date when the recording was accessed


						Equipment Ref									The ID number of the camera 


						Equipment Type									Select the relevant equipment type for each item





						Date of Recording									The date the recording was made


						Time of Recording									The times (from and to) that have been viewed


						Reason for Access									The justification given for accessing the recording


						Name of Employee (Access)									The name of the employee who has accessed the recording for viewing or copying


						Name of Employee (Approve)									The name of the employee who has approved the access





						Copies Made?									Were copies of the recording made as a result of the access?





						Method of Transfer									How was the recording passed to the requestor?





						3rd Parties Present?									Were there any parties present on the recording apart from the data subject(s) who are the focus of the access request?





						3rd Parties Removed?									If third parties are present on the recordings, have they been rendered unrecognisable in any copies made?





						3rd Party Investigation Form									If the data has been requested by the Police (for example), have the signed the relevant form before the transfer of the data is complete?











Data


			Date of Access			Equipment Ref			Equipment Type			Date of Recording			Time of Recording						Reason for Access			Name of Employee (Access)			Name of Employee (Approve)			Copies made?			Method of Transfer			3rd Parties Present?			3rd Party data removed?			3rd Party Investigation Form


															From 			To


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>


									<Select>												<Select>									<Select>			<Select>			<Select>			<Select>			<Select>
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Validation


			YN						Type						Reason 						Method


			<Select>						<Select>						<Select>						<Select>


			Yes						CCTV						Subject Access Request						Disc/Card/USB by hand


			No						Drone						Internal Investigation						Encrypted Disc/Card/USB Posted


									Body Worn						Internal Criminal Investigation						Still image print & post


									ANPR						3rd Party Criminal Investigation						Still image print & by hand


									Mobile CCTV												Still image secure email
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	Information Governance Support		Essex County Council	



SURVEILLANCE RECORDINGS 
 For use by individuals who wish to requests copies of recordings or images of their personal data held on surveillance equipment







Approved by	
Date Approved	
Version	
Review Date	















Why is surveillance equipment used?


We use surveillance equipment, such as CCTV as a means of keeping buildings secure and people safe; for both employees and members of the public.





How is the equipment managed?


In each location we will have assessed whether surveillance is the right method for meeting our aims of keeping buildings secure and people safe. We will have thought about the necessary quality of the recordings, where equipment is located and when and what they will be recording.





How will surveillance recordings be used?


Recordings from surveillance equipment are kept securely and only those employees who are authorised and are trained in our procedures are allowed access to them. In the event of incidents where recordings may need to be used as part of an investigation, we will make sure that this is necessary and record the reasons why. 





Will surveillance recordings be used by anyone else?


There are occasions when copies of surveillance recordings are given to other organisations (for example, the Police). Whenever we transfer copies of recordings we make sure that the organisation is legally entitled to receive a copy and agrees to treat this information in accordance with Data Protection law.





How long are recordings kept?


We hold recordings for [31 days] at which point the recordings are recorded-over, degaussed (a process which wipes the content of a tape) or destroyed securely – in any event the content is no longer usable.





How can I access recordings?


Under the Data Protection Act, and from May 2016, The General Data Protection Regulations, you have the right to access personal information that is held about you. Surveillance recordings are included under this right. To make an access request you must provide relevant identification documents as follows:





· Proof of Identity: Driving License, Passport, Birth/Marriage Certificate or Benefit Book


· Proof of Address: A current utility bill or a ‘proof of identity’ document containing your address


· Proof of Likeness: A current accurate photograph of you in order for you to be correctly identified on video images





 You may complete the form overleaf and hand-in to a reception point, or write to us with all the required information at the following address:


[INSERT ADDRESS]





Please be aware that where others are present in surveillance images it will be necessary to alter the images to hide their identities unless they have given permission or the request forms part of a police investigation.
SURVEILLANCE RECORDINGS 





Please complete this form with the relevant details to enable us to successfully process your request





			1. Personal details of the person to whom the request relates (The ‘Data Subject’):





			Mr/Mrs/Miss:


			First Name(s):


			Surname:





			


			


			





			Present address:


			Date of Birth:





			


			





			Gender:


			Phone Number:





			Male                    


			


			Female                


			


			





			Email address:





			











			2. Details of the information required:





			Please provide us with accurate information about the images you wish to view





			Date(s):


			Time(s):





			


			





			Location:





			





			Description of Incident:





			























			3. Declaration of the Data Subject or person acting on behalf of the Data Subject





			a) I confirm that I am the Data Subject and not someone acting on his/ her behalf and have submitted the necessary proof of my identity with this form





			Signed:


			Date:





			


			





			b) I confirm that I am acting on behalf of the Data Subject and have submitted proof of my authority to do so with this form





			Mr/Mrs/Miss:


			First Name(s):


			Surname:





			


			


			





			Present address:


			Phone Number:





			





			





			Email address:





			


			





			Signed:


			Date:





			


			











We are committed to the principles of the Data Protection Act 2018 and General Data Protection Regulations (2016).  As such the information you have supplied on this form will be used only for the purposes of managing this access request.
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5DB. Access Request Form - INV v2.docx

	
	Information Governance Support		Essex County Council	



SURVEILLANCE RECORDINGS ACCESS REQUEST FORM: INVESTIGATORS
 For use by individuals who wish to requests copies of recordings or images of a third party’s  personal data held on surveillance equipment for criminal investigations







Approved by	
Date Approved	
Version	
Review Date	




SURVEILLANCE RECORDINGS ACCESS REQUEST FORM: INVESTIGATORS





We work closely with partner organisations to support the delivery of services wherever possible and this necessitates sharing information. Where we do share information we must do so according to our responsibilities under the law.





The Data Protection Act 1998 & 2018 and General Data Protection Regulations 2016 (from May 2018) places clear responsibilities on organisations who manage Personal Data and surveillance recordings fall under these requirements. 





Any transaction which sees information about individuals managed by us leave the custody of authorised staff must be recorded so that we can evidence that such transfers were done lawfully. As such this form should be completed in every instance of surveillance recordings being transferred to a representative of another organisation who is authorised to receive them.





Section 1





Where you know the identity of a person or persons who are the subject(s) of your request, you should supply these details. This can be completed by our employees at the time of receiving the request.





Section 2





The request should be limited to specific locations and times to ensure that the information supplied is not excessive and to assist us in managing requests effectively. This can be completed by our employees at the time of receiving the request.





Section 3





The person receiving copies of surveillance recordings or still images must state who they are, their position within their organisation and the name of their organisation. They must sign at the point of receiving the information to confirm that are authorised to receive it and that the organisation that they represent conforms to Data Protection law and will accordingly safeguard the data.





Section 4





An authorised person for us should state what has been provided; in what format the information has been supplied (e.g. Tape, disc, USB Memory stick, printed still images etc) and the quantity. We should also confirm by signature that the request has been fulfilled according to our procedures and that the information has been taken by the named person in section 3.


 






SURVEILLANCE RECORDINGS ACCESS REQUEST FORM: INVESTIGATORS


Please complete this form with the relevant details to enable us to successfully process your request


			1. Personal details of the person to whom the request relates (The ‘Data Subject’) if known:





			Mr/Mrs/Miss:


			First Name(s):


			Surname:





			


			


			





			Present address:





			








			Gender:


			Date of Birth:





			Male                   


			


			Female               


			


			











			2. Details of the information required:





			Please provide us with accurate information about the images you wish to view





			Date(s):


			Time(s):





			


			





			Location:





			





			Description of Incident:





			























			3. Declaration of the person authorised to receive CCTV copy recordings





			Mr/Mrs/Miss:


			First Name(s):


			Surname:





			


			


			





			Working for Organisation (e.g. Essex Police Authority):


			Position:





			


			





			I confirm that the Surveillance copy recordings I have received will be handled according to the principles of the Data Protection Act 2018/ General Data Protection Regulations 2016


			☐


			Signed:


			Date:





			


			











			4. Approval by us and confirmation of handover of surveillance copy recordings





			I confirm that the following items and quantities were given into the custody of the above named person


			☐


			I confirm that surveillance copy recordings were received by the above named authorised person on the date below and relate only to the times and locations stated in the request. 


			☐


			I confirm that this activity will be recorded on the Surveillance Equipment Access Log


			☐


			Signed:


			Date:





			


			











We are committed to the principles of the Data Protection Act 2018 and General Data Protection Regulations (2016).  As such the information you have supplied on this form will be used only for the purposes of managing this access request.
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1. [bookmark: _Toc483392957]Introduction



1.1. This document applies to everyone who undertakes duties on our behalf (including third parties, suppliers, partners and contractors etc.). We have a duty to ensure that the information we process and hold is secure. We will react appropriately to any actual or suspected security incidents relating to information, systems and data.



1.2. We recognise there are risks associated with individuals accessing and handling information in order to conduct our business and have in place Policy and Procedures which need to be followed. Security incidents occur when those policies are not followed. Therefore there is a need to report these incidents to manage the risks and identify improvements to decrease the number of future incidents.



1.3. Where an external supplier has reported a security incident it is the responsibility of the business area for which they are providing a service to report the incident.



2. [bookmark: _Toc483392958]Policy References



2.1. This procedure is a requirement of the following policies:



· Security Incident Policy



3. [bookmark: _Toc483392959]Procedures



3.1. [bookmark: _Toc483392960]What is a Security Incident?



3.1.1. An information security incident is made up of one or more unwanted or unexpected information security events that could very likely compromise the security of information and weaken or impair business operations.



3.1.2. An information security event indicates that the security of an information system, service, or network may have been breached or compromised. An information security event indicates that an information security policy may have been violated or a safeguard may have failed.



3.1.3. See Appendix C: Incident Types for a comprehensive list of what is considered a breach. There are some examples below: 

1. Using, or being asked to use, another person’s login or password (or both)

1. Not locking your PC/ laptop before leaving it, 

1. if you are logged in;

1. Allowing confidential information to be passed on to people who do not have the correct authorisation to see it or not preventing this;

1. Sending personal information to the wrong recipient, either by email, post or fax;

1. Stolen or lost electronic equipment, including laptops or mobile phones;

1. Sending abusive emails, or forwarding racist or sexist jokes or emails;

1. Allowing someone to enter the building without an appropriate pass;

0. Intentional or accidental infection of computer viruses or unauthorised software.

0. Loss or theft of financial information, e.g. credit card data. 





3.2. [bookmark: _Toc483392961]Employee Responsibilities



3.2.1. Anyone discovering a security incident, even those they think are minor, must immediately report it to [insert Role/Team 1]. 



3.2.2. No retaliatory action will be taken against any member of staff who reports a security incident about another member of staff in good faith, regardless of the seriousness of the security incident or the level of individual responsible for the breach. Identification of a reporting party who requests anonymity shall be protected to the degree feasible, but cannot be guaranteed.



3.3. [bookmark: _Toc483392962]Investigations



3.3.1. [Insert Role/ Team 1] will classify the security incident using the scoring system at Appendix A, and will then refer it to the [insert Role 2]. [Insert Role 2] will contact the [insert Role 3] for major incidents to ensure they can assess and recommend report the SIRO reports the matter to the ICO if required. Full details of the roles and responsibilities for investigating a security incident can be found in Appendix B.



3.4. [bookmark: _Toc483392963]Timescales



3.4.1. The [Role 2] will contact the relevant service area within 4 working hours of being notified of the incident, and will agree initial actions to be taken. Depending on the complexity of the incidents the timescales for completing investigations will vary. Security Incident Classifications can be found in Appendix A. However, listed below are the expected timescales for the majority of incidents to be investigated and closed:



1. Minor/Near Miss (Scale = 1) – closure within 1 week

1. Medium (Scale = 2) – corrective action within 24 hours, investigation of cause of incident, implementing preventative action and outcome report within 2 weeks

1. Major (Scale = 3) – corrective action within 24 hours; investigation of cause to begin immediately and implementing preventative action, including recommendations to Leadership Team and outcome report to be completed within 1 month.



3.5. [bookmark: _Toc483392964]Reporting to the ICO



3.5.1. The Information Commissioner requires major breaches of Data Protection law to be reported, and from the 25th May 2018, the General Data Protection Regulations (GDPR) these requirements are increased.

  

3.5.2. It is the Senior Information Risk Owner’s (SIRO) responsibility to decide whether to report a breach to the regulator; the Information Commissioner’s Office (ICO). 



3.5.3. The ICO state that they require notification of breaches where the incident “is likely to result in a risk to the rights and freedoms of individuals. If unaddressed such a breach is likely to have a significant detrimental effect on individuals – for example, result in discrimination, damage to reputation, financial loss, loss of confidentiality or any other significant economic or social disadvantage”. Each case must be assessed on a case by case basis and should involve the opinion of the Data Protection Officer



3.5.4. If the breach is consider to represent a ‘high risk’ to the data subject rights (i.e. it is a higher level of risk still than that requiring reporting to the ICO), then there is a further requirement that the data subjects themselves are formally notified by the Organisation. The opinion of the Data Protection Officer should be taken into account by the SIRO.



3.5.5. If the ICO is to be notified about the breach, the notification must contain:



· The nature of the breach including the categories and approximate number of the: 

· individuals concerned

· personal data records concerned

· The name and contact details of the Data Protection Officer or other contact point where more information can be obtained

· A description of the likely consequences of the personal data breach

· A description of the measures taken, or proposed to be taken, to deal with the personal data breach 

· The measures taken to mitigate any possible adverse effects.



3.5.6. A notifiable breach has to be reported to the ICO under the GDPR within 72 hours of the Organisation becoming aware of it. The law recognises that it will often be impossible to investigate a breach fully within that time-period and allows you to provide information in phases, however the initial notification must happen within the timescale.



3.5.7. If the breach is sufficiently serious to warrant notification to the public, the Organisation must do so without delay.



3.5.8. The reasons behind the SIRO’s decision whether or not to notify must be documented on the Security Incident Outcome Report Form and must include consideration of the DPO’s opinion.

4. [bookmark: _Toc483392965]Advice and Support



4.1. If you have any issues over the clarity of these procedures, how they should be applied in practice, require advice about exemptions from the requirements or have any suggestions for amendments, please contact [insert role or team responsible and their contact details]



5. [bookmark: _Toc483392966]Breach Statement



5.1. A breach of this procedure is a breach of Information Policy. Breaches will be investigated and may result in disciplinary action. Serious breaches of Policy may be considered gross misconduct and result in dismissal without notice, or legal action being taken against you.




[bookmark: _Appendix_A:_Risk][bookmark: _Toc483392967]Appendix A: Risk Classification



Any incident scoring 3 would be reportable to Internal Audit for consideration of further reporting to the ICO, if it scores less, it is not.



1. As defined by Data Protection Law, is the data:

· Sensitive [1]

· Personal [0] 



1. Has the law been breached?

· Yes [1]

· No [0] 



1. Did the data get sent:

· Within the organisation [0]

· To an external partner organisation (NHS/ Social Care) [1]

· To an external organisation/ individual [2]



1. Has the authority applied the appropriate technical security (e.g. is the information encrypted, appropriate access controls in place, correct procedure followed):

· Yes [0]

· No [1]








[bookmark: _Appendix_B:_Roles][bookmark: _Toc483392968]Appendix B: Roles & Responsibilities



[Role 1] 

· Classify the Security Incident using the criteria at Annex A

· Verify the details and oversee the progress of incidents

· Work with [Roles 2 & 3] to investigate major security incidents and collect evidence.

· Provide advice, support and intervention as appropriate to each case.

· Review Incident Outcome Reports and close accordingly

· Following receipt of Outcome Reports analyse results looking at lessons learnt and implement required actions

· All outcome forms with actions that have future completion dates can be closed with a scheduled task created to review. 



[Role 2]

This person is appointed to:-

· Ensure remedial action is taken within 24 hours to recover unlawful disclosure of personal/sensitive information.

· Identify expected outcomes, stakeholders and any policies or standards that may have been breached.

· Speak to staff involved.

· Preserve evidence and maintain an audit trail of events and evidence supporting decisions taken during the incident

· Engage appropriate specialist help if required 

· Escalate as appropriate

· Inform data subjects (service users, employees) if necessary

· Identify and manage consequent risks of the incident (these may be service related or involve risks to service user/ employee safety, continuity of care etc.)

· Invoke disciplinary procedure as appropriate or document the reasons where it is decided not to take action where such action may be viewed as relevant by external parties

· Develop and implement an appropriate communications plan

· Institute appropriate measures to prevent recurrence

· Complete the Incident Outcome Report (Annex D)



[Role 3]

· Undertake the investigation of major security incidents and those escalated to them. 

· Initial quick review of the security incident to establish where further information may be required.

· Work with [Role 2] to investigate major security incidents.

· Provides an initial notification to relevant senior management that a major incident or serious information breach has occurred. 

0. If there is a serious breach of data, they will also undertake any assessment regarding notifying the ICO about the loss. 

0. The results of this risk assessment will be circulated to the same relevant senior managers who have been notified about the incident. The decision on proceeding or not with contacting the ICO sits with the Senior Information Risk Owner (SIRO).

0. Advice on the appropriate method of collecting and securing evidence. 

· complete an outcome report and recommend remedial actions.

Senior Information Risk Owner (SIRO)

· Makes the final decision on behalf of the Organisation on whether the incident is of a sufficient severity to require reporting the matter to the Information Commissioner’s Office






[bookmark: _Appendix_C:_Incident][bookmark: _Toc483392969]Appendix C: Incident Types



The following is a list of security incident types which fall within the scope of the Policy and this Procedure:

		Categories:

		Description:

		Incident Types:

		Description:



		3rd Parties

		Breaches of Information Security Policy that affect or are caused by 3rd parties.

		Secure email

		Issue with GCSx Connection



		

		

		VPN Misuse

		Misuse of Support VPN



		

		

		Loss of Personal Information

		3rd party loss of personal info



		

		

		Loss of Business Information

		3rd party loss of business info



		

		

		Password Sharing

		3rd parties sharing passwords



		Breach of Policy

		Breaches of Information Security Policy that are not reflected in one of the other options.

		Email Misuse

		Spam emails, abusive messages, improper use of mailing lists.



		

		

		Internet Misuse

		Accessing sites in business time, inappropriate sites, use of un-authorised online systems



		

		

		Misuse of authority

		Misuse of position, access or identity for personal gain.



		

		

		Personal Device

		Adding an unauthorised personal device to the network or storing ECC information on a personal device.



		

		

		Information Handling

		General lack of good information handling



		

		

		Insecure Password

		Password for system does not match agreed standard.



		

		

		Staff Tailgating

		Member of staff has tailgated in a building processing data



		

		

		GCSx

		Member of staff has abused the use of their GCSx account



		Data 

Protection

		Breaches of Data Protection law including loss, theft or disclosure of personal information.

		Disclosure Personal Information

		Confirmed disclosure of personal information to non-intended recipient.



		

		

		Loss of Personal Information

		Loss of personal information with no certainty it has been disclosed.



		

		

		Theft of Personal Information

		Theft of personal information with no certainty it has been disclosed.



		Information Complaint

		Complaints received from either the ICO or the public in relation to Information Handling Legislation.

		ICO DP Complaint

		Complaint from the ICO relating to non-compliance with the DP Act 1998.



		

		

		ICO FOI Complaint

		Complaint from the ICO relating to non-compliance with the FOI Act 2000.



		

		

		Public FOI Complaint

		Complaint from public relating to non-compliance with the FOI Act 2000.



		

		

		Public DP Complaint

		Complaint from the Public relating to non-compliance with Data Protection law (DPA 1998 & GDPR 2016)



		Lost/ Stolen Equipment

		Loss or theft of equipment (no data stored).

		Lost Equipment

		Lost equipment (no personal data stored).



		

		

		Theft of Equipment

		Theft of equipment (no personal data stored).



		Network Security

		Incidents that affect the Security of the IT Network storing data.

		Spam Email

		Spam emails received that pose a threat to the Network.



		

		

		Mailbox Size

		Large mailbox size or large mailbox size increase within 24 hours.



		

		

		Systems Failure

		Critical System offline.



		

		

		Virus Threat

		Threat of virus to the network



		

		

		Folder Permissions

		Reset or corruption of folder permissions for folders on the network



		

		

		Encryption – Laptop

		Laptop discovered with no Encryption Software installed.



		

		

		Encryption – Desktop

		Desktop discovered with no Encryption Software installed.



		Password 

Sharing

		Incidents where a password has been shared or used by another user.

		Password Demanded

		Employee has demanded password of a system from another member of staff.



		

		

		Password Shared

		Member of staff has shared password of a system with another member of staff.



		

		

		Logged someone in

		Member of staff has logged someone into a system under their own username without sharing the password.



		Physical 

Security

		Incidents where the physical security of a building or storage space processing data is compromised.

		Insecure Building

		Building or storage facility discovered to be insecure.



		

		

		Public Unauthorised Access

		Unauthorised person has been able to access a building or secured area.



		

Lost/ Stolen Business Information

		Incidents where sensitive information has been lost, stolen or disclosed.

		Disclosure Business Information

		Disclosure of Sensitive Business information



		

		

		Loss Business Information

		Loss of Sensitive Business information with no confirmed disclosure.



		

		

		Theft Business Information

		Theft of Sensitive Business information with no confirmed disclosure.









[bookmark: _GoBack]
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Essex County Council Procedures for Reporting and Handling Security Incidents





Security Incident Outcome Report Form


			Security Incident Outcome Report





			1. Date of Incident


			





			2. Incident reference number


			





			3. Crime reference number (where applicable)


			


			☐ Not applicable





			4. Complaint/Internal reference number (where applicable)


			


			☐ Not applicable





			5. ICO Reference (where applicable)


			


			☐ Not applicable





			6. Name of investigating officer 


			





			7. Name of Team(s) involved


			





			8. Name of Individual(s) involved


			


			☐ Not applicable 


			☐ Not known





			9. Detailed incident description 


			





			10. Was all of the information publicly available?


			Yes ☐ No ☐


			Comments:





			


			





			11. What were the circumstances in which the information was lost or released or corrupted:


			





			12. What information has actually been lost/ breached?


			





			13. Please confirm the number of individuals affected by this breach:


			





			14. Have the individuals been informed of the disclosure of their information


			Yes ☐ No ☐


			Comments:





			


			





			15. Have there been any other Security Incidents similar to this incident? For example regarding the same family, information lost or same staff member (please provide the reference(s))


			Yes ☐ No ☐


			Comments:





			


			





			16. Actions taken 


     (Investigating officer must ensure any actions have been captured in this section):





			Type of action


			Tick where relevant


			Add date of completed action


(if ‘Yes’)





			Emails recalled


			Yes ☐


			No ☐


			N/A ☐


			





			3rd Parties information of data loss where appropriate 


			Yes ☐


			No ☐


			N/A ☐


			





			Reviewed local policies/procedures


			Yes ☐


			No ☐


			N/A ☐


			





			Refresh of E-learning


			Yes ☐


			No ☐


			N/A ☐


			





			Review of Policy requirements and understanding of


			Yes ☐


			No ☐


			N/A ☐


			





			Inaccurate data corrected across all systems


			Yes ☐


			No ☐


			N/A ☐


			





			Refresh of  understanding of security requirements for protecting equipment


			Yes ☐


			No ☐


			N/A ☐


			





			Review access controls


			Yes ☐


			No ☐


			N/A ☐


			





			Check with postal systems in order to locate undelivered mail


			Yes ☐


			No ☐


			N/A ☐


			





			Arrange collection/return of erroneously delivered mail


			Yes ☐


			No ☐


			N/A ☐


			





			Use appropriate secure email methods ie GCSx/CJSM


			Yes ☐


			No ☐


			N/A ☐


			





			Password policy requirements understood


			Yes ☐


			No ☐


			N/A ☐


			





			Roles and responsibilities defined


			Yes ☐


			No ☐


			N/A ☐


			





			Physical security re swipe cards reviewed and understood


			Yes ☐


			No ☐


			N/A ☐


			





			Review contract clauses for 3rd party suppliers


			Yes ☐


			No ☐


			N/A ☐


			





			Reminded of Acceptable use requirements


			Yes ☐


			No ☐


			N/A ☐


			





			Explanation of the exception to policy process


			Yes ☐


			No ☐


			N/A ☐


			





			Assurance that only our approved and supplied products are used on the network


			Yes ☐


			No ☐


			N/A ☐


			





			Other (please specify)


			Yes ☐


			No ☐


			N/A ☐


			





			Other (please specify)


			Yes ☐


			No ☐


			N/A ☐


			





			Other (please specify)


			Yes ☐


			No ☐


			N/A ☐


			





			Other (please specify)


			Yes ☐


			No ☐


			N/A ☐


			





			17. What is believed to be the route cause:


			





			18. Remedial Action/ Lessons Learned


Identify key practice issues which others can learn from. Describe how learning will be shared with staff 


(e.g. through bulletins, team meetings etc.)


			











			19. Disciplinary action


			☐ Management advice


			Comments:





			


			☐ Written warning


			





			


			☐ Suspension


			





			


			☐ Dismissal


			





			


			☐ Other (please comment)


			





			


			☐ Supervision/1:1


			





			


			☐ None taken (please comment)


			





			20. Date Investigation Complete


			












			Major/ Critical Reviewer Use Only:





			1. Does the information lost contain information on or about 1000 or more individuals?


			Yes ☐ No ☐


			Please provide full details:





			


			





			2. Is there a risk of exposure to identity theft through the release of information that identifies people? E.g. Passport Numbers/N.I. Numbers/Staff payroll numbers?  


			Yes ☐ No ☐


			Please provide full details:





			


			





			3. Is there a risk of private aspects of a person’s life becoming known to others e.g. Financial Details, personal life?


			Yes ☐ No ☐


			Please provide full details:





			


			





			4. Was the data lost/breached sensitive personal information as defined by the Data Protection Act 1998? (Information about an individual’s racial or ethnic origin; political opinions; religious or similar beliefs; trade union membership; physical or mental health; sexual life; criminal or alleged criminal activity; court proceedings)





Please give full details including number of records lost:


(As little as 10 records of this nature if particularly sensitive need notifying to the ICO)


			Yes ☐ No ☐


			Please provide full details:





			


			





			5. If the information was contained on an unencrypted device or in a paper file, did the device/ file contain names/ addresses/ dates of birth/ National Insurance numbers of up to or over 1000 individuals?


			Yes ☐ No ☐


			Please provide full details:





			


			














			6. If you have lost or had equipment stolen was the device encrypted? 





Please give full details of the equipment, including what device it was on, or full details if not equipment based.


			Yes ☐ No ☐


			Please provide full details:





			


			





			Actions Taken Since the Information Loss





			7. Provide full details of any actions taken to minimise or mitigate the effect on the individuals involved 


			





			8. Have the individuals been informed of the loss of data at this stage?





Please give details, including any intention to inform if not done yet


			Yes ☐ No ☐


			Please provide full details:





			9. 


			





			10. What remedial actions if any have been taken to prevent any future occurrences?


			





			11. Please provide any further information that may assist or may be important to mention?


			





			12. Will the ICO be notified about the breach?


Please give details, including any intention to inform if not done yet


			Yes ☐ No ☐


			Please provide full details behind the decision:





			13. 
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Foreword from the Chair


It is with genuine pleasure that I welcome you to this revised edition of the IRMS 
Records Management Toolkit for Schools. Over the past years, this booklet has proven 
very popular in the sector and I am sure that with this refresh along with the increasing 
profile of ‘information’, its popularity will only increase!


The Society is very grateful to the indomitable Elizabeth Barber and her team for the 
work in revising this booklet, as well as to Dr Paul Duller and the Tribal Group for their 
support once again in funding its production.


Looking ahead, further education sector booklets are planned as is guidance on the 
important topic of equipping students to reality check the sources they consult online.


However, those things are for the future.  The moment here is one to celebrate this new 
edition of the Toolkit – I hope you find it useful!


Meic Pierce-Owen AMIRMS, FIIM
Chair, IRMS
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Introduction


The Information Management Toolkit for Schools has been created to assist schools to 
manage their information in line with the current legislative frameworks.


Module 1 consists of the base toolkit designed to assist schools under local authority 
control in their compliance with the Freedom of Information Act 2000.


Module 2 consists of additional information which is designed to assist Academies in their 
compliance with the Freedom of Information Act 2000 and other business requirements. 
(In development)


Module 3 consists of additional information which is designed to assist independent 
schools to manage their records in line with legislative requirements. (In development)


The Information Management Toolkit for Schools is being made available to schools free 
of charge in pdf format. The Toolkit is available in MSWord format at no additional charge 
to members of the IRMS and at a fixed charge to non-members of the IRMS. For more 
details about this please contact IRMS (info@irms.org.uk).


All questions, suggestions and amendments to the toolkit should be sent to  
schooltoolkit.irms.org.uk.  We will only undertake to answer questions from IRMS 
members, so please make sure that you have quoted your IRMS membership number 
when sending the question.


The Information Management Toolkit for Schools is designed as guidance and should 
not be quoted to users as being a “standard”. All local authorities should seek the advice 
of their own legal departments before using the toolkit. Local authorities should not 
refer members of the public to the IRMS for clarification about the toolkit. The IRMS is 
not a public body and therefore is not subject to the Freedom of Information Act 2000. 
All requests for information relating to the toolkit used by individual authorities must be 
addressed by that authority.


The review group consisted of the following members:


General Editor:	 Elizabeth Barber	 Kent County Council


Contributors:	 Marianne Pope	 The Key Support
	 Lizi Bird 	 Solihull Metropolitan Borough Council  
	 Andrea Binding 	 Somerset County Council  
	 Andy Rudd 	 Sheffield City Council  
	 Colin Tyc 	 Skills Funding Agency  
	 David Bridge 	 Flintshire County Council  
	 Madeline McAllister 	 LB Merton  
	 Emily Overton 	 IRMS Training Director  
	 Kim Sadler 	 1212 Consulting Limited  
	 Leanne Harmer 	 Middlesborough Council


The Records Management Toolkit for Schools contains the following sections, which are 
hyperlinked from the contents page for ease of reference.
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Records Management Policy
Each public authority (including individual schools) should have a records management 
policy. The toolkit contains a Policy Document which can be adopted in its entirety or 
adapted to reflect the different needs of different schools.


Records Management Programme
The Records Management Toolkit aims to assist individual schools to manage records 
throughout their lifecycle. There is advice about managing e-mail to ensure that it 
becomes part of the vital record. There is information and advice about information 
security and how to ensure compliance under the Data Protection Act 1998 and 
information about business continuity to ensure that vital records are not lost or 
destroyed in the event of fire, flood or theft. There is also some advice about how to 
conduct an information audit.


Pupil Records
Some guidelines about what should be included in the main pupil record have been 
included and some advice about what information should be transferred on to the next 
school and how this information should be transferred.


Retention Guidelines
The core part of the toolkit are the retention guidelines which list all the possible records 
any school, in England & Wales, might produce and the recommended retention periods. 
Some of these have a statutory basis, others have been agreed in consultation with 
schools around the country. There are also retention guidelines for Early Years Providers. 
There is some information about the benefits of using a retention schedule. There are also 
guidelines about the safe disposal of records.


This guidance does not cover which records should be sent to the County Archives 
Service. For information about this please contact your County Archives Service. 


Closed School Guidance
There is some general guidance about what needs to be done with records when a 
school closes or amalgamates with another school in the same area.
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Records Management Policy
Background
Section 46 of the Freedom of Information Act 2000 requires schools to follow a Code 
of Practice on managing their records. Under section 7 of the Code of Practice on the 
Management of Records, it states that: 
“Authorities should have in place a records management policy, either as a separate policy 
or as part of a wider information or knowledge management policy.” 


This policy needs to: 
be endorsed by senior management, for example at board level, and should be readily 
available to staff at all levels. (7.1)


provide a mandate for the records and information management function and a 
framework for supporting standards, procedures and guidelines. The precise contents will 
depend on the particular needs and culture of the authority but it should as a minimum:
a)	 Set out the authority’s commitment to create, keep and manage records which 


document its principal activities;
b)	Outline the role of records management and its relationship to the authority’s overall 


business strategy;
c)	 Identify and make appropriate connections to related policies, such as those dealing 


with email, information security and data protection;
d)	Define roles and responsibilities, including the responsibility of individuals to 


document their work in the authority’s records to the extent that, and in the way that, 
the authority has decided their work should be documented, and to use those records 
appropriately;


e)	 Indicate how compliance with the policy and the supporting standards, procedures 
and guidelines will be monitored. (7.2)


The policy should be kept up-to-date so that it reflects the current needs of the authority. 
One way of ensuring this is to review it at agreed intervals, for example every three or five 
years, and after major organisational or technological changes, in order to assess whether 
it needs amendment. (7.3)


The authority should consider publishing the policy so that members of the public can 
see the basis on which it manages its records. (7.4)


[For a full copy of the Lord Chancellor’s Code of Practice see https://www.justice.gov.uk/
downloads/information-access-rights/foi/foi-section-46-code-of-practice.pdf ]


The Model Policy
The following is a model policy statement which could be adopted by individual schools. 
It has been extracted from model action plan for developing records management 
compliant with the Lord Chancellor’s Code of Practice under Section 46 of the Freedom of 
Information Act 2000 Model Action Plan for Schools. [https://www.nationalarchives.gov.
uk/documents/schools.rtf ]


The model policy statement can be adopted in its entirety or can be amended to reflect 
the needs of individual schools. Once it has been amended it should be approved by the 
governing body or other appropriate authority. Once the records management policy 
has been approved at the appropriate level it should be published, perhaps as part of the 
publication scheme.
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[Name of] School Records Management Policy


The School recognises that by efficiently managing its records, it will be able to comply 
with its legal and regulatory obligations and to contribute to the effective overall 
management of the institution. Records provide evidence for protecting the legal rights 
and interests of the school, and provide evidence for demonstrating performance and 
accountability. This document provides the policy framework through which this effective 
management can be achieved and audited. It covers:
•	 Scope
•	 Responsibilities
•	 Relationships with existing policies


1. Scope of the policy
1.1	 This policy applies to all records created, received or maintained by staff of the school 


in the course of carrying out its functions.


1.2	 Records are defined as all those documents which facilitate the business carried out 
by the school and which are thereafter retained (for a set period) to provide evidence 
of its transactions or activities. These records may be created, received or maintained 
in hard copy or electronically.


1.3	 A small percentage of the school’s records will be selected for permanent 
preservation as part of the institution’s archives and for historical research. This should 
be done in liaison with the County Archives Service.


2. Responsibilities
2.1	 The school has a corporate responsibility to maintain its records and record keeping 


systems in accordance with the regulatory environment. The person with overall 
responsibility for this policy is the Head of the School.


2.2	 The person responsible for records management in the school will give guidance for 
good records management practice and will promote compliance with this policy so 
that information will be retrieved easily, appropriately and in a timely way. They will 
also monitor compliance with this policy by surveying at least annually to check if 
records are stored securely and can be accessed appropriately.


2.3	 Individual staff and employees must ensure that records for which they are 
responsible are accurate, and are maintained and disposed of in accordance with the 
school’s records management guidelines.


3. Relationship with existing policies
This policy has been drawn up within the context of:
•	 Freedom of Information policy
•	 Data Protection policy
•	 and with other legislation or regulations (including audit, equal opportunities and 


ethics) affecting the school.


Signed: __________________________________________________ [Head of School]


Acknowledgements
Content developed in 2012 by:	 Anthony Sawyer	 Herefordshire Public Services
		  John Davies		 TFPL Consultancy
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Pupil Records
These guidelines are intended to help provide consistency of practice in the way in which 
pupil records are managed. These will assist schools about how pupil records should be 
managed and what kind of information should be included in the file. It is hoped that 
the guidelines will develop further following suggestions and comments from those 
members of staff in schools who have the most contact with pupil records.


These guidelines apply to information created and stored in both physical and electronic 
format.


These are only guidelines and have no legal status, if you are in doubt about whether a 
piece of information should be included on the file please contact the Local Authority.


Managing Pupil Records


The pupil record should be seen as the core record charting an individual pupil’s progress 
through the Education System1. The pupil record should accompany the pupil to every 
school they attend and should contain information that is accurate, objective and easy to 
access. These guidelines are based on the assumption that the pupil record is a principal 
record and that all information relating to the pupil will be found in the file (although it 
may spread across more than one file cover).


1. File covers for pupil records


It is strongly recommended that schools use a consistent file cover for the pupil record. 
This assists secondary schools to ensure consistency of practice when receiving records 
from a number of different primary schools. If, for example, primary schools have many 
different file covers for their files, the secondary school that the pupil files are transferred 
to will then be holding different levels of information for pupils coming from different 
primary schools.


Using pre-printed file ensures all the necessary information is collated and the record 
looks tidy, and reflects the fact that it is the principal record containing all the information 
about an individual child. 


2. Recording information


Pupils have a right of access to their educational record and so do their parents under the 
Education (Pupil Information) (England) Regulations 2005. Under the Data Protection Act 
1998 a pupil or their nominated representative has a right to see information held about 
them. This right exists until the point that the file is destroyed. Therefore, it is important 
to remember that all information should be accurately recorded, objective in nature and 
expressed in a professional manner. 


1	See Education Act 1996 Section 8; The Education (Start of Compulsory School Age) Order 1998
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3. Primary School records


3a. Opening a file
These guidelines apply to information created and stored in both physical and electronic 
format.


The pupil record starts its life when a file is opened for each new pupil as they begin 
school. This is the file which will follow the pupil for the rest of his/her school career. If 
pre-printed file covers are not being used then the following information should appear 
on the front of the paper file:
•	 Surname
•	 Forename
•	 DOB
•	 Unique Pupil Number2


The file cover should also contain a note of the date when the file was opened and the 
date when the file is closed if it is felt to be appropriate.


Inside the front cover the following information should be easily accessible:
•	 The name of the pupil’s doctor
•	 Emergency contact details
•	 Gender
•	 Preferred name
•	 Position in family
•	 Ethnic origin3


•	 Language of home (if other than English)4 


•	 Religion5


•	 Any allergies or other medical conditions that it is important to be aware of6


•	 Names of adults who hold parental responsibility with home address and telephone 
number (and any additional relevant carers and their relationship to the child)


•	 Name of the school, admission number and the date of admission and the date of 
leaving.


•	 Any other agency involvement e.g. speech and language therapist, paediatrician


It is essential that these files, which contain personal information, are managed against 
the information security guidelines also contained in the toolkit.


3b. Items which should be included on the pupil record
•	 If the pupil has attended an early years setting, then the record of transfer should be 


included on the pupil file
•	 Admission form (application form)
•	 Privacy Notice [if these are issued annually only the most recent need be on the file]
•	 Photography Consents
•	 Years Record
•	 Annual Written Report to Parents
•	 National Curriculum and Religious Education Locally Agreed Syllabus Record Sheets
•	 Any information relating to a major incident involving the child (either an accident or 


other incident)
•	 Any reports written about the child
•	 Any information about a statement and support offered in relation to the statement
•	 Any relevant medical information (should be stored in the file in a sealed envelope 


clearly marked as such)
•	 Child protection reports/disclosures (should be stored in the file in a sealed envelope 


clearly marked as such)
•	 Any information relating to exclusions (fixed or permanent)
•	 Any correspondence with parents or outside agencies relating to major issues
•	 Details of any complaints made by the parents or the pupil


2	The Unique Pupil Number is a 
number that identifies each pupil 
in England uniquely. It is intended 
to remain with them throughout 
their school career regardless of 
any change in school or Local 
Authority. Not to be confused with 
the the Unique Learner Number 
allocated to pupils over 14 https://
nationalpupildatabase.wikispaces.
com/IDs


3	Although this is “sensitive” data under 
the Data Protection Act 1998, the 
Department for Education require 
statistics about ethnicity


4	This needs to be recorded for the 
School Census (Mother Tongue)


5	Although this is “sensitive” data 
under the Data Protection Act 1998, 
the school has good reasons for 
collecting the information


6	Although this is “sensitive” data 
under the Data Protection Act 1998, 
the school has good reasons for 
collecting the information
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The following records should be stored separately to the pupil record as they are subject 
to shorter retention periods and if they are placed on the file then it will involve a lot of 
unnecessary weeding of the files before they are transferred on to another school.
•	 Absence notes
•	 Parental consent forms for trips/outings [in the event of a major incident all the parental 


consent forms should be retained with the incident report not in the pupil record]
•	 Correspondence with parents about minor issues
•	 Accident forms (these should be stored separately and retained on the school premises 


until their statutory retention period is reached. A copy could be placed on the pupil 
file in the event of a major incident)


3c. Transferring the pupil record to the secondary school


The pupil record should not be weeded before transfer to the secondary school unless 
any records with a short retention period have been placed in the file. It is important to 
remember that the information which may seem unnecessary to the person weeding the 
file may be a vital piece of information required at a later stage.


Primary schools do not need to keep copies of any records in the pupil record except 
if there is an ongoing legal action when the pupil leaves the school. Custody of and 
responsibility for the records passes to the school the pupil transfers to.


Files should not be sent by post unless absolutely necessary. If files are sent by post, they 
should be sent by registered post with an accompanying list of the files. The secondary 
school should sign a copy of the list to say that they have received the files and return 
that to the primary school. Where appropriate, records can be delivered by hand with 
signed confirmation for tracking and auditing purposes.


Electronic documents that relate to the pupil file also need to be transferred, or, if 
duplicated in a master paper file, destroyed.


4. Secondary School records


Items which should be included on the pupil record
•	 If the pupil has attended an early years setting, then the record of transfer should be 


included on the pupil file
•	 Admission form (application form)
•	 Privacy Notice [if these are issued annually only the most recent need be on the file]
•	 Photography Consents
•	 Years Record
•	 Annual Written Report to Parents
•	 National Curriculum and Religious Education Locally Agreed Syllabus Record Sheets
•	 Any information relating to a major incident involving the child (either an accident or 


other incident)
•	 Any reports written about the child
•	 Any information about a statement and support offered in relation to the statement
•	 Any relevant medical information (should be stored in the file in a sealed envelope 


clearly marked as such)
•	 Child protection reports/disclosures (should be stored in the file in a sealed envelope 


clearly marked as such)
•	 Any information relating to exclusions (fixed or permanent)
•	 Any correspondence with parents or outside agencies relating to major issues
•	 Details of any complaints made by the parents or the pupil
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The following records should be stored separately to the pupil record as they are subject 
to shorter retention periods and if they are placed on the file then it will involve a lot of 
unnecessary weeding of the files once the pupil leaves the school.
•	 Absence notes
•	 Parental consent forms for trips/outings [in the event of a major incident all the parental 


consent forms should be retained with the incident report not in the pupil record]
•	 Correspondence with parents about minor issues
•	 Accident forms (these should be stored separately and retained on the school premises 


until their statutory retention period is reached. A copy could be placed on the pupil 
file in the event of a major incident)


5. Responsibility for the pupil record once the pupil leaves the school


The school which the pupil attended until statutory school leaving age 7 is responsible for 
retaining the pupil record until the pupil reaches the age of 25 years. [See the retention 
schedule for further information].


6. Safe destruction of the pupil record


The pupil record should be disposed of in accordance with the safe disposal of records 
guidelines.


7. Transfer of a pupil record outside the EU area


If you are requested to transfer a pupil file outside the EU area because a pupil has moved 
into that area, please contact the Local Authority for further advice.


8. Storage of pupil records


All pupil records should be kept securely at all times. Paper records, for example, should 
be kept in lockable storage areas with restricted access, and the contents should be 
secure within the file. Equally, electronic records should have appropriate security.


Access arrangements for pupil records should ensure that confidentiality is maintained 
whilst equally enabling information to be shared lawfully and appropriately, and to be 
accessible for those authorised to see it.


Acknowledgements


Original content developed by:	 Anthony Sawyer	 Herefordshire Public Services
		  Joseph Bartoletti		 Middlesbrough Council


Edited by Elizabeth Barber as part of 2015 Review


7	Statutory school leaving age was raised to 18 years in 2015.
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Information Audits


1. What is an information audit?


•	 An information audit is a form of records survey encompassing:
•	 Paper documents and records
•	 Electronic documents and records
•	 Databases (proprietary or developed in-house)
•	 Microfilm/microfiche
•	 Sound recordings
•	 Video/photographic records (including those records taken on traditional magnetic 


tape and photographic paper but increasingly digital sound, video and photo files)
•	 Hybrid files1


•	 Knowledge


The information audit is designed to help organisations complete an information asset 
register². The terminology grows out of the concept of “knowledge management” which 
involves the capture of knowledge in whatever form it is held, including encouraging 
people to document the information they would previously have held in their heads.


It is now generally accepted that information is an organisation’s greatest asset and that 
it should be managed in the same way as the organisation’s more tangible assets such as 
staff, buildings and money.


Effective Information Management is about getting the right information to the right 
people at the right time and an information audit is key to achieving this.


2. What are the benefits of the information audit?


The information audit is designed to allow organisations to discover the information they 
are creating, holding, receiving and using and therefore to manage that information in 
order to get the most effective business use from it. For a school the concept is much 
more concerned with accessibility of information. The information audit allows the school 
to identify the personal information it creates and stores to allow correct management 
under the Data Protection Act (DPA) 1998.


NB. Under the DPA all schools, whether they are Local Authority Controlled, Academies or 
part of the independent sector are Data Controllers in their own right.


Information a school creates and uses to make the decisions which affect people’s daily 
lives may well become subject to the Freedom of Information Act 2000. Academies also 
fall under FOI (introduced in paragraph 10 of Schedule 2 of the Academies Act 2010 ) and 
should use the model publication scheme for schools.


In other words an information audit collects the information necessary to formulate and 
implement an efficient records management programme and to ensure compliance with 
legislation.


1	Hybrid files are files which contain 
both paper and electronic 
information.


2	The information audit is designed to 
help create fileplans, file classification 
schemes, retention/disposal 
schedule, identify vital records and 
the assigning of protective marking
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3. How to go about an information audit [see the flow chart below]


The information audit works on the premise that all information is created for a purpose 
(business need) and the information created and stored is to support that business need.


The information audit works through a work-flow process [see flow chart below] 
identifying which information is created at which point in the process, what it is used for, 
how long it is needed, whether or not it should be captured as part of the “vital” record of 
the school (i.e. whether it is a working document or a final policy or report) and whether it 
needs to be protectively marked.


The information audit can be conducted in a number of ways:
•	 Interviewing key staff from the key areas to identify the information and information 


flows etc.
•	 Sending out questionnaires to key staff to identify the information and information 


flows etc., although these may be less likely to be returned as staff are busy and see a 
questionnaire as low priority


•	 A mixture of the above


Information Audit


Create information asset register Formulate disposal guidelines


Identify business unit or section


Check structure chart, identify business needs


Identify the information created by each business need
Note the format it is created in and the format it is stored in


Tabulate the information using the work flow to show the different information 
created, what it is used for and how long it needs to be kept


Using this consult with staff who work with the processes
Negotiate about retention periods and improvements to existing systems


Whichever option you chose it is important that you speak with senior management in 
order to get their buy-in and understanding of what it is and why you’re doing it. Even 
if you decide to send out questionnaires it is important that you let staff know what it is 
you’re doing and why. After all, they work with the information so they are best placed 
to identify it and any requirements. It also helps senior management and staff to start to 
understand their information responsibilities and should help ensure questionnaires are 
completed and returned on time.


Once this process has been completed the information audit should contain a list of 
business needs, the kind of information created to meet that business need, the format 
in which it is stored, how long it needs to be kept, vital records status and any protective 
marking. Where local copies have been recorded by the information audit it might also 
be useful to stipulate who is responsible for retaining the master document/record (eg. 
local copies of minutes of a meeting may be kept by individual members of the school 
senior management team on a temporary basis but the Head will usually be responsible, 
as Chair of that meeting for the master set of minutes).
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Once the information audit can be formulated like this then the person completing the 
audit needs to consult with the staff actually involved in the processes to ensure that this 
is an accurate reflection of what happens. At this point some negotiation may need to 
take place if there are any anomalies. The purpose of the information audit is to identify 
where processes can be improved, not merely to document what happens at present.


Example (specimen only)


Bursar


Business Function: Payment Of Invoices


Record Format Retention/Disposal Period Vital Record 
Status


Protective Marking


Invoice Paper Payment plus 5 years (Audit) Not important Not protectively marked


Payment authorisation Electronic


Payment made Electronic


Acknowledgement Paper


Once the information audit is felt to be accurate then the information can be tabulated 
into an information asset register if it is appropriate. This enables all members of staff 
to see what information is created, by which business process, where it should be filed 
and how it should be managed. This helps with business continuity in the case of an 
emergency as members of staff are encouraged to consider what information they would 
need to carry on with their work.


The results of the information audit should be presented to senior managers for 
comments and final approval. This will provide the audit with senior endorsement.


Finally, any information audit is only a snapshot in time and is only as good as the 
information which is provided by those taking part. Therefore in order for information 
systems to be kept up-to-date, including capturing information created by new and 
developing technologies, formats and to take account of new functions, and legislation 
the audit results should be regularly reviewed and updated.
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Appendix A
Sample Information Survey Form


1. Name of school: 2. Department and contact details: 3. Interviewee/person completing form:


4. What is the information series called? 5. Purpose of information: 3a. Day to day responsibility:


6. What is the format? (tick as appropriate)


 Paper	  Film	  Electronic


6a. If electronic:


 CD	  Tape	  Floppy


 Hard drive	  Server	  Cloud storage	


 Other


7. What other Sections / Teams have access 
to them?


9. How many individual records in the series?


9a. If paper or film – type of storage:


9b. Linear metreage / cms /megabytes:


9c. Annual growth:


8. Finding aids:


10. How often are they accessed?


 Less than once a month


 At least once a month but not every week


 At least once a week but not every day


 Daily


11. How long do you need to keep this information?


 Less than 1 year	  Less than 2 years


 2 to 6 years	  6 to 10 years


 10 to 25 years	  25 to 50 years


 50 to 100 years	  Archived for research


12. State the reason for the retention period: 13. Does a duplicate exist?	  Yes	  No	  Don’t know


13a. If yes, where?


13b. In what form?	  Paper	  Film	  Electronic


13c. If electronic, what format?	  CD	  Tape	  Floppy


	  Hard drive	  Server	  Other


14. The loss of certain information through fire or some other disaster would have serious consequences for the school’s operations.


Does this information fall into this category?	  Yes	  No	  Don’t know


14a. If yes please explain why:


15. Any other comments? (Use reverse of form if necessary.)
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Good Practice for Managing E-mail


1. Introduction


These guidelines are intended to assist school staff to manage their e-mail in the most 
effective way, and must be used in conjunction with your school’s policies on the use of 
ICT.


Information about how your e-mail application works is not included in this document.


2. Eight Things You Need to Know About E-mail


E-mail has replaced telephone calls and memos
As communicating by e-mail is quick and easy, many people have replaced telephone 
conversations and memos with e-mail discussions. However, the language in which 
e-mail is written is often less formal and more open to misinterpretation than a written 
memo or a formal letter. Remember that e-mail should be laid out and formulated to your 
school’s standards for written communications.


E-mail is not always a secure medium to send confidential information
You need to think about information security when you send confidential information 
by e-mail. The consequences of an e-mail containing sensitive information being sent to 
an unauthorised person could be a civil penalty of up to £500,000 from the Information 
Commissioner or it could end up on the front page of a newspaper. Confidential or 
sensitive information should only be sent by a secure encrypted e-mail system. Never put 
personal information (such as a pupil’s name) in the subject line of an e-mail.


E-mail is disclosable under the access to information regimes
All school e-mail is disclosable under Freedom of Information and Data Protection 
legislation. Be aware that anything you write in an email could potentially be made public.


E-mail is not necessarily deleted immediately
E-mails can remain in a system for a period of time after you have deleted them. You must 
remember that although you may have deleted your copy of the e-mail, the recipients 
may not and therefore there will still be copies in existence. These copies could be 
disclosable under the Freedom of Information Act 2000 or under the Data Protection Act 
1998.


E-mail can form a contractual obligation
Agreements entered into by e-mail can form a contract. You need to be aware of this 
if you enter into an agreement with anyone, especially external contractors. Individual 
members of staff should not enter into agreements either with other members of staff 
internally or with external contractors unless they are authorised to do so.


E-mail systems are commonly used to store information which should be stored 
somewhere else
All attachments in e-mail should be saved into any appropriate electronic filing system or 
printed out and placed on paper files.


Employers must be careful how they monitor e-mail
Any employer  has a right to monitor the use of e-mail provided it has informed members 
of staff that it may do so. Monitoring the content of e-mail messages is a more sensitive 
matter and if you intend to do this you will need to be able to prove that you have the 
consent of staff. If you intend to monitor staff e-mail or telephone calls you should inform 
them how you intend to do this and who will carry out the monitoring.


The Information Commissioner’s Employment Practices Code  is an excellent guide to this 
subject.
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E-mail is one of the most common causes of stress in the work-place
Whilst e-mail can be used to bully or harass people, it is more often the sheer volume of 
e-mail which causes individuals to feel that they have lost control of their e-mail and their 
workload. Regular filing and deletion can prevent this happening.


3. Creating and sending e-mail


Here are some steps to consider when sending e-mail.


Do I need to send this e-mail?
Ask yourself whether  this transaction needs to be done by e-mail? It may be that it is 
more appropriate to use the telephone or to check with someone face to face.


To whom do I need to send this e-mail?
Limit recipients to the people who really need to receive the e-mail. Avoid the use of 
global or group address lists unless it is absolutely necessary. Never send on chain e-mails.


When sending emails containing personal or sensitive data always respond to an 
authorised, approved address. All emails that are used for official business must be sent 
from an official business domain address.


Use a consistent method of defining a subject line
Having a clearly defined subject line helps the recipient to sort the e-mail on receipt. 
A clear subject line also assists in filing all e-mails relating to individual projects in one 
place. For example, the subject line might be the name of the policy, or the file reference 
number.


Ensure that the e-mail is clearly written
•	 Do not use text language or informal language in school e-mails.
•	 Always sign off with a name (and contact details).
•	 Make sure that you use plain English and ensure that you have made it clear how you 


need the recipient to respond.
•	 Never write a whole e-mail in capital letters. This can be interpreted as shouting.
•	 Always spell check an e-mail before you send it. Do not use the urgent flag unless it is 


absolutely necessary, recipients will not respond to the urgent flag if they perceive that 
you use it routinely.


•	 If possible, try to stick to one subject for the content of each e-mail, as it will be easier to 
categorise it later if you need to keep the e-mail.


Sending attachments
Sending large attachments (e.g. graphics  or presentations) to a sizeable circulation list 
can cause resource problems on your network. Where possible put the attachment in an 
appropriate area on a shared drive and send the link round to the members of staff who 
need to access it.


Disclaimers
Adding a disclaimer to an e-mail mitigates risk, such as sending  information to the wrong 
recipient, or helps to clarify the school’s position in relation to the information being 
e-mailed. Typically, they cover the fact that information may be confidential, the intention 
of being solely used by the intended recipient, and any views or opinions of the sender 
are not necessarily those of the school.


There is some debate about how enforceable disclaimers are. Legal advice should be 
sought when using or drafting a disclaimer for your organisation to ensure it meets your 
specific needs.
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4. Managing received e-mails


This section contains some hints and tips about how to manage incoming e-mails.


a) Manage interruptions
Incoming e-mail can be an irritating distraction. The following tips can help manage the 
interruptions.
•	 Turn off any alert that informs you e-mail has been received
•	 Plan times to check e-mail into the day (using an out of office message to tell senders 


when you will be looking at your e-mail can assist with this).


b) Use rules and alerts
•	 By using rules and alerts members of staff can manage their inbox into theme-based 


folders. For example:
•	 E-mails relating to a specific subject or project can be diverted to a named project 


folder
•	 E-mails from individuals can be diverted to a specific folder
•	 Warn senders that you will assume that if you are copied in to an e-mail, the message is 


for information only and requires no response from you.
•	 Internally, use a list of defined words to indicate in the subject line what is expected of 


recipients (for example:“For Action:”, FYI:”, etc)
•	 Use electronic calendars to invite people to meetings rather than sending e-mails 


asking them to attend


c) Using an out of office message
If you check your e-mail at stated periods during the day you can use an automated 
response to incoming e-mail which tells the recipient when they might expect a reply. A 
sample message might read as follows:


Thank you for your e-mail. I will be checking my e-mail at three times today, 8:30am, 
1:30pm and 3:30pm. If you require an immediate response to your e-mail please 
telephone me on xxxxxxxxx.


This gives the sender the option to contact you by phone if they need an immediate 
response.


5. Filing e-mail


Attachments only
Where the main purpose of the e-mail is to transfer documents, then the documents 
should be saved into the appropriate place in an electronic filing system or printed out 
and added to a paper file. The e-mail can then be deleted.


E-mail text and attachments
Where the text of the e-mail adds to the context or value of the attached documents 
it may be necessary to keep the whole e-mail. The best way to do this and retain 
information which makes up the audit trail, is to save the e-mail in .msg format. This can 
be done either by clicking and dragging the e-mail into the appropriate folder in an 
application such as MS Outlook, or by using the “save as” function to save the e-mail in an 
electronic filing system.


If the e-mail needs to be re-sent it will automatically open into MS Outlook.


Where appropriate the e-mail and the attachments can be printed out to be stored on a 
paper file, however, a printout does not capture all the audit information which storing 
the e-mail in .msg format will.
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E-mail text only
If the text in the body of the e-mail requires filing, the same method can be used as that 
outlined above. This will retain information for audit trail purposes.


Alternatively the e-mail can be saved in .html or .txt format. This will save all the text in the 
e-mail and a limited amount of the audit information. The e-mail can not be re-sent if it is 
saved in this format.


The technical details about how to undertake all of these functions are available in 
application Help functions.


How long to keep e-mails?
E-mail is primarily a communications tool, and e-mail applications are not designed 
for keeping e-mail as a record  in a storage area meeting records management storage 
standards.


E-mail that needs to be kept should be identified by content; for example, does it form 
part of a pupil record? Is it part of a contract? The retention for keeping these e-mails 
will then correspond with the classes of records according to content in the retention 
schedule for schools found elsewhere in the Records Management Tool Kit for Schools. 
These e-mails may need to be saved into any appropriate electronic filing system or 
printed out and placed on paper files.
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Information Security and Business Continuity


Information Security and Business Continuity are both important activities in ensuring 
good information management and are vital for compliance with the Data Protection Act 
1998. Taking measures to protect your records can ensure that:


•	 Your school can demonstrate compliance with the law and avoid data loss incidents;
•	 In the event of a major incident, your school should be able to stay open and will at 


least have access to its key administrative and teaching records.


An Information Security Policy should incorporate a Business Continuity Plan and should 
deal with records held in all media across all school systems:


•	 Electronic (including but not limited to databases, word processed documents and 
spreadsheets, scanned images)


•	 Hard copy (including but not limited to paper files, plans)


1. Digital Information


In order to mitigate against the loss of electronic information a school needs to:


a. Operate an effective back-up system
You should undertake regular backups of all information held electronically to enable 
restoration of the data in the event of an environmental or data corruption incident. 
Where possible these backups should be stored in a different building to the servers and 
if possible off the main school site.  This is to prevent loss of data, reduce risk in case of 
theft or the possibility of the backups becoming temporarily inaccessible. Options for the 
management of back-up facilities include:


•	 Use of an off-site, central back up service (usually operated by the local authority or 
other provider). This involves a back up being taken remotely over a secure network 
(usually overnight) and stored in encrypted format in premises other than the school.


•	 Storage in a data safe in another part of the school premises
	 The back-up may be stored in a fireproof safe which is located in another part of the 


premises. These premises must also be physically secure and any hard copy supporting 
data regarding the location of records should also be stored in the safe.


b. Control the way data is stored within the school
Personal information should not be stored on the hard drive of any laptop or PC unless 
the device is running encryption software. Staff should be advised not to hold personal 
information about students or other staff on mobile storage devices including but not 
limited to memory  sticks, phones, iPads, portable hard drives or even on CD.


c. Maintain strict control of passwords
Ensure that the data is subject to a robust password protection regime, ideally with users 
changing their passwords every 30 days. Discourage password sharing strongly and seek 
alternative ways for users to share data – like shared network drives or proxy access to 
email and calendars. In addition staff should always lock their PCs when they are away 
from the desk to prevent unauthorised use.


d. Manage the location of server equipment
Ensure that the server environment is managed to prevent access by unauthorised 
people.
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e. Ensure that business continuity plans are tested
Test restore processes on a regular basis to ensure that the first time you identify a 
problem with the backup is not the first time you need to retrieve data from it.


For advice on preserving information security when using email see the fact-sheet on 
good practice for managing email.


2.  Hard Copy Information and Records


Records which are not stored on the school’s servers are at greater risk of damage by fire 
and flood as well as risk of loss and of unauthorised access.


a. Fire and flood
The cost of restoring records damaged by water can be high but a large percentage may 
be saved, fire is much more destructive of records. In order to limit the amount of damage 
which a fire or flood can do to paper records, all vital information should be stored in filing 
cabinets, drawers or cupboards. Metal filing cabinets are a good first level barrier against 
fire and water.


Where possible vital records should not be left on open shelves or on desks as these 
records will almost certainly be completely destroyed in the event of fire and will be 
seriously damaged (possibly beyond repair) in the event of a flood. The bottom shelves of 
a storage cupboard should be raised at least 2 inches from the ground. Physical records 
should not be stored on the floor.


b. Unauthorised access, theft or loss
Staff should be encouraged not to take personal data on staff or students out of the 
school unless there is no other alternative. Records held within the school should be in 
lockable cabinets. Consider restricting access to offices in which personal information is 
being worked on or stored. All archive or records storage areas should be lockable and 
have restricted access.


Where paper files are checked out from a central system, log the location of the file and 
the borrower, creating an audit trail.


For the best ways of disposing of sensitive, personal information see Safe Disposal.


c. Clear Desk Policy
A clear desk policy is the best way to avoid unauthorised access to physical records which 
contain sensitive or personal information and will protect physical records from fire and/
or flood damage.


A clear desk policy involves the removal of the physical records which contain sensitive 
personal information to a cupboard or drawer (lockable where appropriate). It does not 
mean that the desk has to be cleared of all its contents.


3.  Disclosure


Staff should be made aware of the importance of ensuring that personal information is 
only disclosed to people who are entitled to receive it. Ensure that where you intend to 
share personal information with a third party that you have considered the requirements 
of the Data Protection Act. Be careful of giving out personal information over the 
telephone; invite the caller to put the request in writing, supplying a return address which 
can be verified.


Where appropriate you may wish to develop a data sharing protocol with the third parties 
with whom you regularly share data.
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4. Risk Analysis


Individual schools should undertake a business risk analysis to identify which records 
are vital to school management and these records should be stored in the most secure 
manner. Reference materials or resources which could be easily replaced are more 
suitable for storage on open shelves or desks.


The development of an information asset/risk register can assist with this process.


5. Responding to Incidents


In the event of an incident involving the loss of information or records the school should 
be ready to pull together an incident response team to manage the situation. Schools 
should consider assigning a specific member of staff to deal with press/media enquiries.


a. Major Data Loss/Information Security Breach
You should have a process which must be used by all members of staff if there is a major 
data loss or information security breach. This will involve appointing a named member of 
staff to liaise with the Information Commissioner’s Office if an information security breach 
needs to be reported.


Do not put off informing the Information Commissioner’s Office if the incident is serious 
enough to justify notification. It is better to have notified the Information Commissioner 
before someone makes a complaint to him.


b. Fire/Flood Incident
You should create a team of people who are trained to deal with a fire/flood incident. This 
will include the provision of an equipment box and the appropriate protective clothing. 
The team and equipment should be reviewed on a regular basis.


Further Information and Guidance


UCISA Toolkit http://www.ucisa.ac.uk/ist
Local Authority Resiliance Forums
Cabinet Office Guidance http://www.cabinetoffice.gov.uk/content/business-continuity
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School Closures and Record Keeping


When a school closes records management is often low on the list of priorities. School 
closures are often imposed on schools, therefore, at the time where records management 
needs to be considered the staff at the school will be on different parts of the change 
management cycle.


The school will have records which will need to be assessed and either:
1.	Securely disposed of; or
2.	Stored securely until they reach the end of the statutory retention period; or
3.	Transferred to another organisation (for example the local authority, or where 


appropriate the successor body such as an Academy).
4.	Transferred to the appropriate County Record Office.


It is the responsibility of each Local Authority [LA] to manage the records of closed 
schools until they have reached the end of their administrative life and to arrange for their 
disposal when required.


There may be a number of different reasons why schools close which may affect where 
school records need to be stored.


•	 If the school has been closed and the site is being sold or reallocated to another use 
then the LA should take responsibility for the records from the date the school closes.


•	 If two schools have merged and function as one school, it will be necessary for the new 
school to retain any records originating from the two schools for the appropriate time.


•	 If a secondary school closes and subsequently becomes an Academy, the records 
relating to the pupils who are transferring to the Academy will be transferred. If the 
Academy is retaining the current buildings, then all records relating to the maintenance 
of the buildings should also be transferred. All other records become the responsibility 
of the Local Authority.


However, some local authorities have decided that the responsibility for managing the 
records of the school prior to it receiving Academy status is to be transferred to the 
Academy. Each local authority should seek legal advice before making any decision about 
the management of records relating to schools which have become Academies.


Sorting out records, when a building has to be vacated, is time consuming especially if 
records management has not been a priority in the past. Sufficient time to ensure that 
the records have been properly sorted, listed and boxed before transfer to the LA must 
be allowed as part of the project timescales for the school closure. Proper resources must 
be allocated to this to ensure that the job can be completed before the school closes. It is 
much more difficult to sort records which have been boxed haphazardly in a hurry in the 
few days before the school closes.


It is important to bear in mind that when a school closes the staff teams may well feel a 
real sense of bereavement and this will affect the way in which they view the work which 
has to be done before the school closes. Sorting out records is usually low on the priority 
list, but nonetheless needs to be tackled. Managers will need to consider this when 
allocating the different elements of the task.







25Information Management Toolkit for Schools  ·  v5  ·  01 February 2016  ·  www.irms.org.uk


It is suggested that a project to sort out records could be managed in the following steps:


1.  As soon as notification is received that the school is to be closed, a thorough review of 
all the records on the premises needs to take place. Agreement needs to be reached 
with the LA about where the records which need to be stored until they can be 
disposed of will be sent and who in the LA will be taking responsibility for them. This 
may include transfer to a records management service or to the County Record Office.


2.  The next step is to identify what should happen to all different records by using the 
retention guidelines found below. This will include safe disposal, transfer to the LA and 
transfer to the County Record Office.


3.  The records can then be sorted in preparation for disposal or transfer.
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Safe disposal of records which have reached the end of 
their administrative life


NB: Please be aware that this guidance applies to all types of record, whether they are in paper or 
digital format.


1. Disposal of records that have reached the end of the minimum retention period allocated


The fifth data protection principle9 states that:
Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for 
that purpose or those purposes


In each organisation, local records managers must ensure that records that are no longer required 
for business use are reviewed as soon as possible under the criteria set out so that only the 
appropriate records are destroyed.


The local review will determine whether records are to be selected for permanent preservation, 
destroyed, digitised to an electronic format or retained by the organisation for research or litigation 
purposes.


Refer to the Retention Guidelines at the end of the toolkit.


Whatever decisions are made they need to be documented as part of the records management 
policy within the organisation.


2. Safe destruction of records


All records containing personal information, or sensitive policy information should be made either 
unreadable or unreconstructable.
•	 Paper records should be shredded using a cross-cutting shredder
•	 CDs / DVDs / Floppy Disks should be cut into pieces
•	 Audio / Video Tapes and Fax Rolls should be dismantled and shredded
•	 Hard Disks should be dismantled and sanded


Any other records should be bundled up and disposed of to a waste paper merchant or disposed 
of in other appropriate ways. Do not put records in with the regular waste or a skip unless there is 
no other alternative.


There are companies who can provide confidential waste bins and other services which can be 
purchased to ensure that records are disposed of in an appropriate way.


1.	Where an external provider is used it is recommended that all records must be shredded on-site 
in the presence of an employee. The organisation must also be able to prove that the records 
have been destroyed by the company who should provide a Certificate of Destruction. Staff 
working for the external provider should have been trained in the handling of confidential 
documents.


	 The shredding needs to be planned with specific dates and all records should be identified as to 
the date of destruction.


	 It is important to understand that if the records are recorded as to be destroyed but have not yet 
been destroyed and a request for the records has been received they MUST still be provided.


2.	Where records are destroyed internally, the process must ensure that all records are recorded are 
authorised to be destroyed by a Senior Manager and the destruction recorded. Records should 
be shredded as soon as the record has been documented as being destroyed.


9	   Data Protection Act 1998
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Freedom of Information Act 2000 (FoIA 2000)
The Freedom of Information Act 2000 requires the school to maintain a list of records 
which have been destroyed and who authorised their destruction10. Members of staff 
should record at least:
•	 File reference (or other unique identifier);
•	 File title (or brief description);
•	 Number of files and date range
•	 The name of the authorising officer
•	 Date action taken


Following this guidance will ensure that the school is compliant with the Data Protection 
Act 1998 and the Freedom of Information Act 2000.


3. Transfer of records to the Archives


Where records have been identified as being worthy of permanent preservation 
arrangements should be made to transfer the records to the County Archives Service. 
The school should contact the local record office if there is a requirement to permanently 
archive the records, and the records will continue to be managed via the DPA 1998 and 
the FoIA 2000.


If you would like to retain archive records in a special archive room in the school for use 
with pupils and parents please contact the local record office for specialist advice.


4. Transfer of information to other media


Where lengthy retention periods have been allocated to records, members of staff may 
wish to consider converting paper records to other media such as microform or digital 
media. The lifespan of the media and the ability to migrate data where necessary should 
always be considered.


Consideration should also be given to the legal admissibility of records that have been 
converted from paper to electronic media. It is essential to have procedures in place so 
that conversion is done in a standard way. This means that organisations can prove that 
the electronic version is a genuine original and could not have been tampered with in 
any way. Reference should be made to ‘British Standard 10008:2008 ‘Evidential weight and 
legal admissibility of electronic information’ when preparing such procedures.


5. Recording of all archiving, permanent destruction and digitisation of records


Sample appendices are provided for the recording of all records to be used. These records 
could be kept in an Excel spreadsheet or other database format.
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10	  Lord Chancellor’s Code of Practice 
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Freedom of Information Act 2000 
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Schedule of Records transferred by [Name of School]  
to [Name of Organisation/Record Office]


Date Description / Volume


Signed:


Name:


Designation:


Organisation: 


Signed:


Name:


Designation:


Organisation: 


Please return to the Records Manager for retention.
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Proforma of individual records to be converted to electronic media


Unique Identifier Full Name Date  
of Birth


Type  
of Record


Date to be 
Digitised 
(once known)


Date completed


Signed


Name


Designation


Date completed


Signed


Name


Designation


Please contact [enter appropriate person] on [insert contact number] before destroying any records.


The destruction of records must be authorised by your line manager.
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Digital Continuity


The long term preservation of digital records is more complex than the retention of 
physical records. A large number of organisations create data in electronic format which 
needs to be retained for longer than 7 years. If this data is not retained in accessible 
formats the organisation  will be unable to defend any legal challenge which may arise.


In order to ensure that digital records are retained in a way that ensures they can be 
retrieved in an accessible format when they are required, all records which are required to 
be retained for longer than 6 years should be part of a digital continuity statement.


The average life of a computer system can be as little as 5 years, however, as digital 
continuity is resource intensive,  only records which are required to be retained for 6 years 
(in line with the Limitation Act 1980) or longer should be subject to digital continuity 
statements.


8.1 The Purpose of Digital Continuity Statements


A digital continuity statement will not need to be applied to all the records created by 
the school. The retention schedule should indicate which records need to be subject to 
a digital continuity statement. Any record which needs to be preserved for longer than 6 
years needs to be subject to a digital continuity statement.


Appropriate records need to be identified as early in their lifecycle as possible so that the 
relevant standards can be applied to them and conversely any records which do not need 
to be included in the policy should also be identified in the early part of the lifecycle. 
Digital continuity statements should only be applied to principal copy records.


8.2 Allocation of Resources


Responsibility for the management of the digital continuity strategy, including the 
completion of the digital continuity statements should rest with one named post holder. 
This will ensure that each information assets is “vetted” for inclusion in the strategy and 
that resources are not allocated to records which should not be included in the strategy.


8.3 Storage of records 


Where possible records subject to a digital continuity statement should be “archived” to 
dedicated server space which is being backed up regularly. 


Where this is not possible the records should be transferred to high quality CD/DVD, if 
they are to be included with paper documentation in a paper file or onto an external hard 
drive which is clearly marked and stored appropriately. Records stored on these forms of 
storage media must be checked regularly for data degradation.


Flash drives (also known as memory sticks) must not be used to store any records which 
are subject to a digital continuity statement. This storage media is prone to corruption 
and can be easily lost or stolen.


Storage methods should be reviewed on a regular basis to ensure that new technology 
and storage methods are assessed and where appropriate added to the digital continuity 
policy.
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8.4 Migration of Electronic Data


Migration of electronic data must be considered where the data contained within the 
system is likely to be required for longer than the life of the system. Where possible 
system specifications should state the accepted file formats for the storage of records 
within the system.


If data migration facilities are not included as part of the specification, then the system 
may have to be retained in its entirety for the whole retention period of the records it 
contains. This is not ideal as it may mean that members of staff have to look on a number 
of different systems to collate information on an individual or project.


Software formats should be reviewed on an annual basis to ensure usability and to avoid 
obsolescence. 


8.5 Degradation of Electronic Documents


In the same way as physical records can degrade if held in the wrong environmental 
conditions, electronic records can degrade or become corrupted. Whilst it is relatively 
easy to spot if physical records are becoming unusable it is harder to identify whether an 
electronic record has become corrupted, or if the storage medium is becoming unstable.


When electronic records are transferred from the main system to an external storage 
device, the data should be backed up and two safe copies of the data should be made. 
The data on the original device and the back-ups should be checked periodically to 
ensure that it is still accessible. Additional back-ups of the data should be made at least 
once a year and more frequently if appropriate.


Where possible digital records should be archived within a current system, for example, a 
designated server where “archived” material is stored or designated storage areas within 
collaborative working tools such as SharePoint.


8.6 Internationally Recognised File Formats


Records which are the subject of a digital continuity statement must be “archived” in one 
of the internationally recognised file formats. 


8.7 Exemplar Digital Continuity Strategy Statement


An exemplar digital continuity strategy statement can be found below.


8.8 Review of Digital Continuity Policy


The Digital Continuity Policy should be reviewed on a bi-annual (or more frequently if 
required) basis to ensure that the policy keeps pace with the development in technology.
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Exemplar Digital Continuity Strategy Statement


Each digital continuity statement should include the following information:
	
1. Statement of business purpose and statutory requirements for keeping records
	
The statement should contain a description of the business purpose for the information 
assets and any statutory requirements including the retention period for the records. This 
should also include a brief description of the consequences of any loss of data.
	
By doing this the records owner will be able to show why and for how long the information 
assets needs to be kept. As digital continuity can be resource intensive, it is important that 
the resources are allocated to the information assets which require them.
	
2. Names of the people/functions responsible for long term data preservation
	
The statement should name the post-holder who holds responsibility for long term data 
preservation and the post holder responsible for the information assets.  The statement 
should be updated whenever there is a restructure which changes where the responsibility 
for long term data preservation is held.
	
If the responsibility is not clearly assigned there is the danger that it may disappear as part of 
a restructure process rather than be reassigned to a different post.
	
3. Description of the information assets to be covered by the digital preservation 


statement
	
A brief description of the information asset taken from the IAR.
	
4. Description of when the record needs to be captured into the approved file formats
	
The record may not need to be captured in to the approved file format at its creation. For 
example, an MSWord document need not be converted to portable document format 
until it becomes semi-current. The digital preservation statement should identify when the 
electronic record needs to be converted to the long term supported file formats identified 
above.
	
Workflow process diagrams can help identify the appropriate places for capture.
	
5. Description of the appropriate supported file formats for long term preservation
	
This should be agreed with the appropriate technical staff.
	
6. Retention of all software specification information and licence information
	
Where it is not possible for the data created by a bespoke computer system to be converted 
to the supported file formats, the system itself will need to be mothballed. The statement 
must contain a complete system specification for the software that has been used and any 
licence information which will allow the system to be retained in its entirety.
	
If this information is not retained it is possible that the data contained within the system 
may become inaccessible with the result that the data is unusable with all the ensuing 
consequences
	
7. Description of where the information asset is to be stored.
	
See section 4 above.
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8. Description of how access to the information asset is to be managed within the 
data security protocols


	
The data held for long term preservation must be accessible when required but also must 
be protected against the standard information security requirements which are laid down 
for records within the authority. The statement must contain the policy for accessing the 
records and the information security requirements attached to the information assets.


Appropriate Storage for Physical Records
Records must be stored in the workplace in a way that does not cause a health and safety 
hazard. Records must not be stored in corridors or gangways and must not impede or 
block fire exits. There should be where appropriate, heat/smoke detectors connected 
to fire alarms, a sprinkler system and the required number of fire extinguishers. The area 
should be secured against intruders and have controlled access as far as possible to the 
working space.


Storage areas should be regularly monitored and checked for any damage or emerging 
risks, especially during holiday periods.


The following are hazards which need to be considered before approving areas where 
physical records can be stored.


Environmental Damage - Fire
Records can be damaged beyond repair by fire. Smoke and water damage will also occur 
to records which have been in a fire, although generally records damaged by smoke or 
water can be repaired.


Core records should be kept in cabinets or cupboards. Metal filing cabinets will usually 
suffice, but for important core records, fire proof cabinets may need to be considered. 
However, fireproof cabinets are expensive and very heavy so they should only be used in 
special circumstances. 


Records which are stored on desks or in cupboards which do not have doors will suffer 
more damage than those which are stored in cupboards/cabinets which have close 
fitting doors.


Environmental Damage - Water
Records damaged by water can usually be repaired by a specialist document salvage 
company. The salvage process is expensive, therefore, records need to be protected 
against water damage where possible. Where flooding is involved the water may not 
always be clean and records could become contaminated as well as damaged.


Records should not be stored directly under water pipes or in places which are liable to 
flooding (either from excess rainfall or from the overflow of toilet cisterns). Records should 
be stored in cabinets/cupboards with tight fitting doors which provide protection from 
water ingress. Records stored on desks or in cabinets/cupboards without close fitting 
doors will suffer serious water damage.


Records should be stored at least 2 inches off the ground. Most office furniture stands 2 
inches off the ground. Portable storage containers (i.e. boxes or individual filing drawers) 
should be raised off the ground by at least 2 inches. This is to ensure that in the case of a 
flood that records are protected against immediate flood damage.


Storage areas should be checked for possible damage after extreme weather to ensure no 
water ingress has occurred.
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Environmental Damage – Sunlight
Records should not be stored in direct sunlight (e.g. in front of a window). Direct sunlight 
will cause records to fade and the direct heat causes paper to dry out and become brittle.


Environmental Damage – High Levels of Humidity
Records should not be stored in areas which are subject to high levels of humidity. Excess 
moisture in the air can result in mould forming on the records. Mould can be a hazard to 
human health and will damage records often beyond repair.


The temperature in record storage areas should not exceed 18oC and the relative 
humidity should be between 45% and 65%.


Temperature and humidity should be regularly monitored and recorded. Storage areas 
should be checked for damage after extreme weather conditions to reduce the risk of 
mould growth.


Environmental Damage – Insect/Rodent Infestation
Records should not be stored in areas which are subject to insect infestation or which 
have a rodent problem (rats or mice). 
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Retention Guidelines


1. The purpose of the retention guidelines


Under the Freedom of Information Act 2000, schools are required to maintain a retention 
schedule listing the record series which the school creates in the course of its business. 
The retention schedule lays down the length of time which the record needs to be 
retained and the action which should be taken when it is of no further administrative use. 
The retention schedule lays down the basis for normal processing under both the Data 
Protection Act 1998 and the Freedom of Information Act 2000.


Members of staff are expected to manage their current record keeping systems using the 
retention schedule and to take account of the different kinds of retention periods when 
they are creating new record keeping systems.


The retention schedule refers to record series regardless of the media in which they are 
stored.


2. Benefits of a retention schedule


There are a number of benefits which arise from the use of a complete retention 
schedule:


Managing records against the retention schedule is deemed to be “normal processing” 
under the Data Protection Act 1998 and the Freedom of Information Act 2000. Members 
of staff should be aware that once a Freedom of Information request is received or a 
legal hold imposed then records disposal relating to the request or legal hold must be 
stopped.


Members of staff can be confident about safe disposal information at the appropriate 
time.


Information which is subject to Freedom of Information and Data Protection legislation 
will be available when required. The school is not maintaining and storing information 
unnecessarily.


3. Maintaining and amending the retention schedule


Where appropriate the retention schedule should be reviewed and amended to include 
any new record series created and remove any obsolete record series.


Version 5
This retention schedule contains recommended retention periods for the different record 
series created and maintained by schools in the course of their business. The schedule 
refers to all information regardless of the media in which it is stored.


Some of the retention periods are governed by statute. Others are guidelines following 
best practice. Every effort has been made to ensure that these retention periods are 
compliant with the requirements of the Data Protection Act 1998 and the Freedom of 
Information Act 2000.


Managing record series using these retention guidelines will be deemed to be “normal 
processing” under the legislation mentioned above. If record series are to be kept for 
longer or shorter periods than laid out in this document the reasons for this need to be 
documented.


This schedule should be reviewed on a regular basis.
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This document is a guideline only and liability is the liability of the end user and not of 
the IRMS. Individual organisations should seek the appropriate legal advice and senior 
management approval.


These retention guidelines are free for use to schools. Questions will only be dealt with 
if they are submitted by IRMS members. Please complete the form on the webpage 
remembering to include your IRMS membership number.


Further details about the benefits of IRMS membership can be found at:  
http://www.irms.org.uk/join


Using the Retention Schedule


The Retention Schedule is divided into five sections:


1. Management of the School
2. Human Resources
3. Financial Management of the School
4. Property Management
5. Pupil Management
6. Curriculum Management
7. Extra-Curricular Activities
8. Central Government and Local Authority 


There are sub headings under each section to help guide you to the retention period you 
are looking for. Each entry has a unique reference number. If you are sending a query to 
the IRMS about an individual retention period, please ensure that you have quoted the 
unique reference number.


The IRMS will only deal with queries relating to the retention schedule from IRMS 
members.
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Management of the School


This section contains retention periods connected to the general management of the school. This covers the work of the Governing Body, 
the Headteacher and the senior management team, the admissions process and operational administration.


1.1 Governing Body


Basic file description Data Prot Issues Statutory Provisions Retention Period [Operational] Action at the end of the 
administrative life of the record


1.1.1 Agendas for Governing Body 
meetings


There may be data 
protection issues if 
the meeting is dealing 
with confidential 
issues relating to staff


One copy should be retained with 
the master set of minutes. All other 
copies can be disposed of


SECURE DISPOSAL1


1.1.2 Minutes of Governing Body meetings There may be data 
protection issues if 
the meeting is dealing 
with confidential 
issues relating to staff


Principal Set (signed) PERMANENT If the school is unable to store these 
then they should be offered to the 
County Archives Service


Inspection Copies2 Date of meeting + 3 years If these minutes contain any 
sensitive, personal information they 
must be shredded.


1.1.3 Reports presented to the Governing 
Body


There may be data 
protection issues if 
the report deals with 
confidential issues 
relating to staff


Reports should be kept for a 
minimum of 6 years. However, if the 
minutes refer directly to individual 
reports then the reports should be 
kept permanently


SECURE DISPOSAL or
retain with the signed set of the 
minutes


1.1.4 Meeting papers relating to the annual 
parents’ meeting held under section 
33 of the Education Act 2002


No Education Act 2002, 
Section 33


Date of the meeting + a minimum 
of 6 years


SECURE DISPOSAL


1	 In this context SECURE DISPOSAL should be taken to mean disposal using confidential waste bins, or if the school has the 
facility, shredding using a cross cut shredder.


2	 These are the copies which the clerk to the Governor may wish to retain so that requestors can view all the appropriate 
information without the clerk needing to print off and collate redacted copies of the minutes each time a request is made. 
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1.1 Governing Body


Basic file description Data Prot Issues Statutory Provisions Retention Period [Operational] Action at the end of the 
administrative life of the record


1.1.5 Instruments of Government including 
Articles of Association


No PERMANENT These should be retained in the 
school whilst the school is open 
and then offered to County Archives 
Service when the school closes.


1.1.6 Trusts and Endowments managed by 
the Governing Body


No PERMANENT These should be retained in the 
school whilst the school is open 
and then offered to County Archives 
Service when the school closes.


1.1.7 Action plans created and administered 
by the Governing Body


No Life of the action plan + 3 years SECURE DISPOSAL


1.1.8 Policy documents created and 
administered by the Governing Body


No Life of the policy + 3 years SECURE DISPOSAL


1.1.9 Records relating to complaints dealt 
with by the Governing Body


Yes Date of the resolution of the 
complaint + a minimum of 6 years 
then review for further retention in 
case of contentious disputes


SECURE DISPOSAL


1.1.10 Annual Reports created under the 
requirements of the Education 
(Governor’s Annual Reports) (England) 
(Amendment) Regulations 2002


No Education (Governor’s 
Annual Reports) 
(England) (Amendment) 
Regulations 2002 SI 2002 
No 1171


Date of report + 10 years SECURE DISPOSAL


1.1.11 Proposals concerning the change 
of status of a maintained school 
including Specialist Status Schools 
and Academies


No Date proposal accepted or declined 
+ 3 years


SECURE DISPOSAL


Please note that all information about the retention of records concerning the recruitment of Head Teachers can be found in the Human Resources section below.
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1.2 Head Teacher and Senior Management Team


Basic file description Data Prot Issues Statutory 
Provisions


Retention Period [Operational] Action at the end of the 
administrative life of the 
record


1.2.1 Log books of activity in the school 
maintained by the Head Teacher


There may be data protection issues 
if the log book refers to individual 
pupils or members of staff


Date of last entry in the book + a 
minimum of 6 years then review


These could be of permanent 
historical value and should be 
offered to the County Archives 
Service if appropriate


1.2.2 Minutes of Senior Management Team 
meetings and the meetings of other 
internal administrative bodies


There may be data protection issues 
if the minutes refers to individual 
pupils or members of staff


Date of the meeting + 3 years then 
review


SECURE DISPOSAL


1.2.3 Reports created by the Head Teacher 
or the Management Team


There may be data protection issues 
if the report refers to individual 
pupils or members of staff


Date of the report + a minimum of 3 
years then review


SECURE DISPOSAL


1.2.4 Records created by head teachers, 
deputy head teachers, heads of year 
and other members of staff with 
administrative responsibilities


There may be data protection issues 
if the records refer to individual 
pupils or members of staff


Current academic year + 6 years then 
review


SECURE DISPOSAL


1.2.5 Correspondence created by head 
teachers, deputy head teachers, heads 
of year and other members of staff 
with administrative responsibilities


There may be data protection issues 
if the correspondence refers to 
individual pupils or members of staff


Date of correspondence + 3 years then 
review


SECURE DISPOSAL


1.2.6 Professional Development Plans Yes Life of the plan + 6 years SECURE DISPOSAL


1.2.7 School Development Plans No Life of the plan + 3 years SECURE DISPOSAL
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1.3 Admissions Process


Basic file description Data Prot 
Issues


Statutory Provisions Retention Period [Operational] Action at the end of the administrative life 
of the record


1.3.1 All records relating 
to the creation and 
implementation of the 
School Admissions’ Policy


No School Admissions Code
Statutory guidance for admission 
authorities, governing bodies, local 
authorities, schools adjudicators and 
admission appeals panels December 2014


Life of the policy + 3 years then 
review


SECURE DISPOSAL


1.3.2 Admissions – if the 
admission is successful


Yes School Admissions Code
Statutory guidance for admission 
authorities, governing bodies, local 
authorities, schools adjudicators and 
admission appeals panels December 2014


Date of admission + 1 year SECURE DISPOSAL


1.3.3 Admissions – if the appeal is 
unsuccessful


Yes School Admissions Code
Statutory guidance for admission 
authorities, governing bodies, local 
authorities, schools adjudicators and 
admission appeals panels December 2014


Resolution of case + 1 year SECURE DISPOSAL


1.3.4 Register of Admissions Yes School attendance: Departmental advice 
for maintained schools, academies, 
independent schools and local authorities 
October 2014


Every entry in the admission 
register must be preserved for a 
period of three years after the date 
on which the entry was made.3


REVIEW
Schools may wish to consider keeping the 
admission register permanently as often 
schools receive enquiries from past pupils to 
confirm the dates they attended the school.


1.3.5 Admissions – Secondary 
Schools – Casual


Yes Current year + 1 year SECURE DISPOSAL


1.3.6 Proofs of address supplied 
by parents as part of the 
admissions process


Yes School Admissions Code
Statutory guidance for admission 
authorities, governing bodies, local 
authorities, schools adjudicators and 
admission appeals panels December 2014


Current year + 1 year SECURE DISPOSAL


3	 School attendance: Departmental advice for maintained schools, academies, independent schools and local authorities October 2014 p6
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1.3 Admissions Process


Basic file description Data Prot 
Issues


Statutory Provisions Retention Period [Operational] Action at the end of the administrative life 
of the record


1.3.7 Supplementary Information 
form including additional 
information such as religion, 
medical conditions etc


Yes


For successful admissions This information should be added 
to the pupil file


SECURE DISPOSAL


For unsuccessful admissions Until appeals process completed SECURE DISPOSAL


1.4 Operational Administration


Basic file description Data Prot 
Issues


Statutory 
Provisions


Retention Period [Operational] Action at the end of the administrative life 
of the record


1.4.1 General file series No Current year + 5 years then REVIEW SECURE DISPOSAL


1.4.2 Records relating to the creation and publication 
of the school brochure or prospectus


No Current year + 3 years STANDARD DISPOSAL


1.4.3 Records relating to the creation and distribution 
of circulars to staff, parents or pupils


No Current year + 1 year STANDARD DISPOSAL


1.4.4 Newsletters and other items with a short 
operational use


No Current year + 1 year STANDARD DISPOSAL


1.4.5 Visitors’ Books and Signing in Sheets Yes Current year + 6 years then REVIEW SECURE DISPOSAL


1.4.6 Records relating to the creation and 
management of Parent Teacher Associations 
and/or Old Pupils Associations


No Current year + 6 years then REVIEW SECURE DISPOSAL
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2. Human Resources


This section deals with all matters of Human Resources management within the school.


2.1 Recruitment


Basic file description Data Prot 
Issues


Statutory 
Provisions


Retention Period [Operational] Action at the end of the 
administrative life of the record


2.1.1 All records leading up to the 
appointment of a new headteacher


Yes Date of appointment + 6 years SECURE DISPOSAL


2.1.2 All records leading up to the 
appointment of a new member of 
staff – unsuccessful candidates


Yes Date of appointment of successful candidate + 6 months SECURE DISPOSAL


2.13 All records leading up to the 
appointment of a new member of 
staff – successful candidate


Yes All the relevant information should be added to the staff 
personal file (see below) and all other information retained for 
6 months


SECURE DISPOSAL


2.1.4 Pre-employment vetting 
information – DBS Checks


No DBS Update Service 
Employer Guide 
June 2014: Keeping 
children safe in 
education.
July 2015 (Statutory 
Guidance from 
Dept. of  Education) 
Sections 73, 74


The school does not have to keep copies of DBS certificates. If 
the school does so the copy must NOT be retained for more 
than 6 months


2.1.5 Proofs of identity collected as 
part of the process of checking 
“portable” enhanced DBS disclosure


Yes Where possible these should be checked and a note kept 
of what was seen and what has been checked. If it is felt 
necessary to keep copy documentation then this should be 
placed on the member of staff’s personal file


2.1.6 Pre-employment vetting 
information – Evidence proving 
the right to work in the United 
Kingdom4


Yes An employer’s 
guide to right to 
work checks [Home 
Office May 2015]


Where possible these documents should be added to the 
Staff Personal File [see below], but if they are kept separately 
then the Home Office requires that the documents are kept 
for termination of Employment plus not less than two years







43Information Management Toolkit for Schools  ·  v5  ·  01 February 2016  ·  www.irms.org.uk


2.2 Operational Staff Management


Basic file description Data Prot 
Issues


Statutory Provisions Retention Period [Operational] Action at the end of the administrative 
life of the record


2.2.1 Staff Personal File Yes Limitation Act 1980 (Section 2) Termination of Employment + 6 years SECURE DISPOSAL


2.2.2 Timesheets Yes Current year + 6 years SECURE DISPOSAL


2.2.3 Annual appraisal/
assessment records


Yes Current year + 5 years SECURE DISPOSAL


2.3 Management of Disciplinary and Grievance Processes


Basic file description Data Prot 
Issues


Statutory Provisions Retention Period [Operational] Action at the end of the administrative 
life of the record


2.3.1 Allegation of a child 
protection nature against a 
member of staff including 
where the allegation is 
unfounded5


Yes “Keeping children safe in education 
Statutory guidance for schools and 
colleges March 2015”; “Working together 
to safeguard children. A guide to 
inter-agency working to safeguard and 
promote the welfare of children March 
2015”


Until the person’s normal retirement 
age or 10 years from the date of the 
allegation whichever is the longer then 
REVIEW. Note allegations that are found 
to be malicious should be removed from 
personnel files. If found they are to be 
kept on the file and a copy provided to 
the person concerned


SECURE DISPOSAL
These records must be shredded


2.3.2 Disciplinary Proceedings Yes


oral warning Date of warning6 + 6 months


SECURE DISPOSAL
[If warnings are placed on personal files 
then they must be weeded from the file]


written warning – level 1 Date of warning + 6 months


written warning – level 2 Date of warning + 12 months


final warning Date of warning + 18 months


case not found If the incident is child protection related 
then see above otherwise dispose of at 
the conclusion of the case


SECURE DISPOSAL
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2.4 Health and Safety


Basic file description Data Prot 
Issues


Statutory Provisions Retention Period [Operational] Action at the end of the 
administrative life of the record


2.4.1 Health and Safety Policy 
Statements


No Life of policy + 3 years SECURE DISPOSAL


2.4.2 Health and Safety Risk 
Assessments


No Life of risk assessment + 3 years SECURE DISPOSAL


2.4.3 Records relating to accident/
injury at work


Yes Date of incident + 12 years
In the case of serious accidents a 
further retention period will need to 
be applied


SECURE DISPOSAL


2.4.4 Accident Reporting Yes Social Security (Claims and Payments) Regulations 
1979 Regulation 25. Social Security Administration 
Act 1992 Section 8. Limitation Act 1980


Adults Date of the incident + 6 years SECURE DISPOSAL


Children DOB of the child + 25 years SECURE DISPOSAL


2.4.5 Control of Substances 
Hazardous to Health (COSHH)


No Control of Substances Hazardous to Health 
Regulations 2002. SI 2002 No 2677  Regulation 
11; Records kept under the 1994 and 1999 
Regulations to be kept as if the 2002 Regulations 
had not been made.  Regulation  18 (2)


Current year + 40 years SECURE DISPOSAL


2.4.6 Process of monitoring of areas  
where employees and persons 
are likely to have become in 
contact with asbestos


No Control of Asbestos at Work Regulations 2012 SI 
1012 No 632 Regulation 19


Last action + 40 years SECURE DISPOSAL


2.4.7 Process of monitoring of areas  
where employees and persons 
are likely to have become in 
contact with radiation


No Last action + 50 years SECURE DISPOSAL


2.4.8 Fire Precautions log books No Current year + 6 years SECURE DISPOSAL


4	 Employers are required to take a “clear copy” of the documents which they are shown as part of this process
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2.5 Payroll and Pensions


Basic file description Data Prot 
Issues


Statutory Provisions Retention Period [Operational] Action at the end of the administrative life 
of the record


2.5.1 Maternity pay records Yes Statutory Maternity Pay (General) 
Regulations 1986 (SI1986/1960), 
revised 1999 (SI1999/567)


Current year + 3 years SECURE DISPOSAL


2.5.2 Records held under Retirement 
Benefits Schemes (Information 
Powers) Regulations 1995


Yes Current year + 6 years SECURE DISPOSAL


3. Financial Management of the School


This section deals with all aspects of the financial management of the school including the administration of school meals.


3.1 Risk Management and Insurance


Basic file description Data Prot 
Issues


Statutory Provisions Retention Period [Operational] Action at the end of the 
administrative life of the record


3.1.1 Employer’s Liability Insurance 
Certificate


No Closure of the school + 40 years SECURE DISPOSAL


3.2 Asset Management


Basic file description Data Prot 
Issues


Statutory Provisions Retention Period [Operational] Action at the end of the 
administrative life of the record


3.2.1 Inventories of furniture and 
equipment


No Current year + 6 years SECURE DISPOSAL


3.2.2 Burglary, theft and vandalism 
report forms


No Current year + 6 years SECURE DISPOSAL


5	 This review took place as the Independent Inquiry on Child Sexual Abuse was beginning. In light of this, it is recommended 
that all records relating to child abuse are retained until the Inquiry is completed. This section will then be reviewed again to 
take into account any recommendations the Inquiry might make concerning record retention


6	 Where the warning relates to child protection issues see above. If the disciplinary proceedings relate to a child protection 
matter please contact your Safeguarding Children Officer for further advice
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3.3 Accounts and Statements including Budget Management


Basic file description Data Prot 
Issues


Statutory 
Provisions


Retention Period [Operational] Action at the end of the 
administrative life of the record


3.3.1 Annual Accounts No Current year + 6 years STANDARD DISPOSAL


3.3.2 Loans and grants managed by the school No Date of last payment on the loan + 12 years then REVIEW SECURE DISPOSAL


3.3.3 Student Grant applications Yes Current year + 3 years SECURE DISPOSAL


3.3.4 All records relating to the creation and 
management of budgets including 
the Annual Budget statement and 
background papers


No Life of the budget + 3 years SECURE DISPOSAL


3.3.5 Invoices, receipts, order books and 
requisitions, delivery notices


No Current financial year + 6 years SECURE DISPOSAL


3.3.6 Records relating to the collection and 
banking of monies


No Current financial year + 6 years SECURE DISPOSAL


3.3.7 Records relating to the identification and 
collection of debt


No Current financial year + 6 years SECURE DISPOSAL


3.4 Contract Management


Basic file description Data Prot 
Issues


Statutory 
Provisions


Retention Period [Operational] Action at the end of the 
administrative life of the record


3.4.1 All records relating to the management of 
contracts under seal


No Limitation 
Act 1980


Last payment on the contract + 12 years SECURE DISPOSAL


3.4.2 All records relating to the management of 
contracts under signature


No Limitation 
Act 1980


Last payment on the contract + 6 years SECURE DISPOSAL


3.4.3 Records relating to the monitoring of 
contracts


No Current year + 2 years SECURE DISPOSAL







47Information Management Toolkit for Schools  ·  v5  ·  01 February 2016  ·  www.irms.org.uk


3.5 School Fund


Basic file description Data Prot 
Issues


Statutory 
Provisions


Retention Period [Operational] Action at the end of the 
administrative life of the record


3.5.1 School Fund - Cheque books No Current year + 6 years SECURE DISPOSAL


3.5.2 School Fund - Paying in books No Current year + 6 years SECURE DISPOSAL


3.5.3 School Fund – Ledger No Current year + 6 years SECURE DISPOSAL


3.5.4 School Fund – Invoices No Current year + 6 years SECURE DISPOSAL


3.5.5 School Fund – Receipts No Current year + 6 years SECURE DISPOSAL


3.5.6 School Fund - Bank statements No Current year + 6 years SECURE DISPOSAL


3.5.7 School Fund – Journey Books No Current year + 6 years SECURE DISPOSAL


3.6 School Meals Management


Basic file description Data Prot 
Issues


Statutory 
Provisions


Retention Period [Operational] Action at the end of the 
administrative life of the record


3.6.1 Free School Meals Registers Yes Current year + 6 years SECURE DISPOSAL


3.6.2 School Meals Registers Yes Current year + 3 years SECURE DISPOSAL


3.6.3 School Meals Summary Sheets No Current year + 3 years SECURE DISPOSAL
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4. Property Management


This section covers the management of buildings and property.


4.1 Property Management


Basic file description Data Prot 
Issues


Statutory 
Provisions


Retention Period [Operational] Action at the end of the 
administrative life of the record


4.1.1 Title deeds of properties belonging to the school No PERMANENT 
These should follow the property unless the property 
has been registered with the Land Registry


4.1.2 Plans of property belong to the school No These should be retained whilst the building belongs 
to the school and should be passed onto any new 
owners if the building is leased or sold.


4.1.3 Leases of property leased by or to the school No Expiry of lease + 6 years SECURE DISPOSAL


4.1.4 Records relating to the letting of school premises No Current financial year + 6 years SECURE DISPOSAL


4.2 Maintenance


Basic file description Data Prot 
Issues


Statutory 
Provisions


Retention Period [Operational] Action at the end of the 
administrative life of the record


4.2.1 All records relating to the maintenance of the 
school carried out by contractors


No Current year + 6 years SECURE DISPOSAL


4.2.2 All records relating to the maintenance of 
the school carried out by school employees 
including maintenance log books


No Current year + 6 years SECURE DISPOSAL
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5. Pupil Management


This section includes all records which are created during the time a pupil spends at the school. For information about accident reporting see under Health and Safety above.


5.1 Pupil’s Educational Record


Basic file description Data Prot 
Issues


Statutory Provisions Retention Period 
[Operational]


Action at the end of the administrative life of the record


5.1.1 Pupil’s Educational Record required 
by The Education (Pupil Information) 
(England) Regulations 2005


Yes The Education 
(Pupil Information) 
(England) Regulations 
2005 SI 2005 No. 1437


Primary Retain whilst the child 
remains at the primary 
school


The file should follow the pupil when he/she leaves the primary 
school. This will include:
•	 to another primary school
•	 to a secondary school
•	 to a pupil referral unit
•	 If the pupil dies whilst at primary school the file should be 


returned to the Local Authority to be retained for the statutory 
retention period.


If the pupil transfers to an independent school, transfers to home 
schooling or leaves the country the file should be returned to the 
Local Authority to be retained for the statutory retention period.
Primary Schools do not ordinarily have sufficient storage space to 
store records for pupils who have not transferred in the normal 
way. It makes more sense to transfer the record to the Local 
Authority as it is more likely that the pupil will request the record 
from the Local Authority


Secondary Limitation Act 1980 
(Section 2)


Date of Birth of the pupil 
+ 25 years


SECURE DISPOSAL


5.1.2 Examination Results – Pupil Copies Yes


Public This information should 
be added to the pupil file 


All uncollected certificates should be returned to the 
examination board.


Internal This information should 
be added to the pupil file 
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5.1 Pupil’s Educational Record


Basic file description Data Prot 
Issues


Statutory Provisions Retention Period 
[Operational]


Action at the end of the administrative life of the record


This review took place as the Independent Inquiry on Child Sexual Abuse was beginning. In light of this, it is recommended that all records relating to child 
abuse are retained until the Inquiry is completed. This section will then be reviewed again to take into account any recommendations the Inquiry might 
make concerning record retention


5.1.3 Child Protection information held on 
pupil file


Yes “Keeping children 
safe in education 
Statutory guidance 
for schools and 
colleges March 2015”; 
“Working together to 
safeguard children. A 
guide to inter-agency 
working to safeguard 
and promote the 
welfare of children 
March 2015”


If any records relating to 
child protection issues 
are placed on the pupil 
file, it should be in a 
sealed envelope and then 
retained for the same 
period of time as the 
pupil file.


SECURE DISPOSAL – these records MUST be shredded


5.1.4 Child protection information held in 
separate files


Yes “Keeping children 
safe in education 
Statutory guidance 
for schools and 
colleges March 2015”; 
“Working together to 
safeguard children. A 
guide to inter-agency 
working to safeguard 
and promote the 
welfare of children 
March 2015”


DOB of the child + 25 
years then review
This retention period was 
agreed in consultation 
with the Safeguarding 
Children Group on the 
understanding that the 
principal copy of this 
information will be found 
on the Local Authority 
Social Services record


SECURE DISPOSAL – these records MUST be shredded


Retention periods relating to allegations made against adults can be found in the Human Resources section of this retention schedule.
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5.2 Attendance


Basic file description Data Prot 
Issues


Statutory Provisions Retention Period [Operational] Action at the end of the 
administrative life of the record


5.2.1 Attendance Registers Yes School attendance: Departmental advice for 
maintained schools, academies, independent 
schools and local authorities 
October 2014


Every entry in the attendance 
register must be preserved for a 
period of three years after the date 
on which the entry was made.


SECURE DISPOSAL


5.2.2 Correspondence relating to 
authorized absence


Education Act 1996 Section 7 Current academic year + 2 years SECURE DISPOSAL


5.3 Special Educational Needs


Basic file description Data Prot 
Issues


Statutory Provisions Retention Period 
[Operational]


Action at the end of the administrative life of the record


5.3.1 Special Educational Needs 
files, reviews and Individual 
Education Plans


Yes Limitation Act 1980 
(Section 2)


Date of Birth of the pupil + 
25 years


REVIEW
NOTE: This retention period is the minimum retention period that any 
pupil file should be kept. Some authorities choose to keep SEN files for 
a longer period of time to defend themselves in a “failure to provide a 
sufficient education” case. There is an element of business risk analysis 
involved in any decision to keep the records longer than the minimum 
retention period and this should be documented.


5.3.2 Statement maintained 
under section 234 of the 
Education Act 1990 and 
any amendments made to 
the statement


Yes Education Act 1996
Special Educational 
Needs and Disability 
Act 2001 Section 1


Date of birth of the pupil 
+ 25 years [This would 
normally be retained on 
the pupil file]


SECURE DISPOSAL unless the document is subject to a legal hold


5.3.3 Advice and information 
provided to parents 
regarding educational 
needs 


Yes Special Educational 
Needs and Disability 
Act 2001 Section 2


Date of birth of the pupil 
+ 25 years [This would 
normally be retained on 
the pupil file]


SECURE DISPOSAL unless the document is subject to a legal hold


5.3.4 Accessibility Strategy Yes Special Educational 
Needs and Disability 
Act 2001 Section 14


Date of birth of the pupil 
+ 25 years [This would 
normally be retained on 
the pupil file]


SECURE DISPOSAL unless the document is subject to a legal hold
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6. Curriculum Management


6.1 Statistics and Management Information


Basic file description Data Prot 
Issues


Statutory 
Provisions


Retention Period [Operational] Action at the end of the 
administrative life of the record


6.1.1 Curriculum returns No Current year + 3 years SECURE DISPOSAL


6.1.2 Examination Results 
(Schools Copy)


Yes Current year + 6 years SECURE DISPOSAL


SATS records – Yes  


Results The SATS results should be recorded on the pupil’s educational file and will 
therefore be retained until the pupil reaches the age of 25 years.
The school may wish to keep a composite record of all the whole year SATs results. 
These could be kept for current year + 6 years to allow suitable comparison


SECURE DISPOSAL


Examination Papers The examination papers should be kept until any appeals/validation process is 
complete


SECURE DISPOSAL


6.1.3 Published Admission 
Number (PAN) Reports


Yes Current year + 6 years SECURE DISPOSAL


6.1.4 Value Added and 
Contextual Data


Yes Current year + 6 years SECURE DISPOSAL


6.1.5 Self Evaluation Forms Yes Current year + 6 years SECURE DISPOSAL
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6.2 Implementation of Curriculum


Basic file description Data Prot 
Issues


Statutory 
Provisions


Retention Period [Operational] Action at the end of the administrative life of the 
record


6.2.1 Schemes of Work No Current year + 1 year


It may be appropriate to review these records at the end 
of each year and allocate a further retention period or
SECURE DISPOSAL


6.2.2 Timetable No Current year + 1 year


6.2.3 Class Record Books No Current year + 1 year


6.2.4 Mark Books No Current year + 1 year


6.2.5 Record of homework 
set


No Current year + 1 year


6.2.6 Pupils’ Work No Where possible pupils’ work should be returned to the 
pupil at the end of the academic year if this is not the 
school’s policy then current year + 1 year


SECURE DISPOSAL
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7. Extra Curricular Activities


7.1 Educational Visits outside the Classroom


Basic file description Data Prot 
Issues


Statutory Provisions Retention Period [Operational] Action at the end of the 
administrative life of the record


7.1.1 Records created by schools 
to obtain approval to run an 
Educational Visit outside the 
Classroom – Primary Schools


No Outdoor Education Advisers’ Panel National 
Guidance website http://oeapng.info specifically 
Section 3 - “Legal Framework and Employer 
Systems” and Section 4 - “Good Practice”.


Date of visit + 14 years SECURE DISPOSAL


7.1.2 Records created by schools 
to obtain approval to run an 
Educational Visit outside the 
Classroom – Secondary Schools


No Outdoor Education Advisers’ Panel National 
Guidance website http://oeapng.info specifically 
Section 3 - “Legal Framework and Employer 
Systems” and Section 4 - “Good Practice”.


Date of visit + 10 years SECURE DISPOSAL


7.1.3 Parental consent forms for school 
trips where there has been no 
major incident


Yes Conclusion of the trip Although the consent forms 
could be retained for DOB + 22 
years, the requirement for them 
being needed is low and most 
schools do not have the storage 
capacity to retain every single 
consent form issued by the 
school for this period of time.


7.1.4 Parental permission slips for 
school trips – where there has 
been a major incident


Yes Limitation Act 1980 (Section 2) DOB of the pupil involved in the 
incident + 25 years
The permission slips for all the 
pupils on the trip need to be 
retained to show that the rules 
had been followed for all pupils
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7.2 Walking Bus


Basic file 
description


Data Prot 
Issues


Statutory 
Provisions


Retention Period [Operational] Action at the end of the administrative 
life of the record


7.2.1 Walking Bus 
Registers


Yes Date of register + 3 years
This takes into account the fact that if there is an incident requiring an 
accident report the register will be submitted with the accident report and 
kept for the period of time required for accident reporting


SECURE DISPOSAL
[If these records are retained 
electronically any back up copies should 
be destroyed at the same time]


7.3 Family Liaison Officers and Home School Liaison Assistants


Basic file description Data Prot 
Issues


Statutory 
Provisions


Retention Period [Operational] Action at the end of the administrative 
life of the record


7.3.1 Day Books Yes Current year + 2 years then review


7.3.2 Reports for outside agencies - where the report 
has been included on the case file created by 
the outside agency


Yes Whilst child is attending school and then destroy


7.3.3 Referral forms Yes While the referral is current


7.3.4 Contact data sheets Yes Current year then review, if contact is no longer 
active then destroy


7.3.5 Contact database entries Yes Current year then review, if contact is no longer 
active then destroy


7.3.6 Group Registers Yes Current year + 2 years
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8. Central Government and Local Authority


This section covers records created in the course of interaction between the school and the local authority.


8.1 Local Authority


Basic file description Data Prot Issues Statutory 
Provisions


Retention Period [Operational] Action at the end of the 
administrative life of the record


8.1.1 Secondary Transfer Sheets (Primary) Yes Current year + 2 years SECURE DISPOSAL


8.1.2 Attendance Returns Yes Current year + 1 year SECURE DISPOSAL


8.1.3 School Census Returns No Current year + 5 years SECURE DISPOSAL


8.1.4 Circulars and other information sent from the 
Local Authority


No Operational use SECURE DISPOSAL


8.2 Central Government


Basic file description Data Prot Issues Statutory 
Provisions


Retention Period [Operational] Action at the end of the 
administrative life of the record


8.2.1 OFSTED reports and papers No Life of the report then REVIEW SECURE DISPOSAL


8.2.2 Returns made to central government No Current year + 6 years SECURE DISPOSAL


8.2.3 Circulars and other information sent from central 
government


No Operational use SECURE DISPOSAL
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[bookmark: _Toc500342184]Introduction



The [ORG NAME] Retention Schedule attempts to identify processes which our records support, rather than identifying individual types of records. This is for two reasons:



· To make the retention period apply to all records independent of any format, i.e. the same rules apply to a paper file, an e-mail or another electronic document

· To allow flexibility in developing the schedule to cover new processes and amend existing ones over time.



The Schedule is intended to cover the lifecycle of records and information from creation through to destruction or permanent preservation.



Records intended for destruction under the Schedule may be destroyed in accordance with the provisions of the Schedule. Backup copies stored on alternative media (server/microfilm/paper) should also be destroyed. This is vital to ensure compliance with the requirements of Data Protection law and Freedom of Information legislation.



Records for permanent preservation should be passed to the County’s Record Office or other approved place of deposit

[bookmark: _Toc500342185]Limitation of Scope



Very few types of records have specified time periods for retention in law or in official government guidance. Where such advice exists it is included in this Schedule. Where advice does not exist, it is up to us to decide how long we wish to retain records. This Schedule gathers together retention criteria from a comprehensive best practice review of a wide range of organisations across the country. 

[bookmark: _Toc500342186]Objectives of the Retention Guidelines



The aims of the Guideline are to:



· Prevent the premature destruction of records that need to be retained for a specified period to satisfy legal, financial and other requirements of public administration

· Provide consistency for the destruction of those records not required permanently after specified periods in order to reduce the costs of unnecessary storage

· Promote improved Records Management practices within ECC which gives the public confidence that when information is destroyed it is done so according to well-considered rules.

· Assist in identifying records that may be worth preserving permanently as part of the authority’s archives



[bookmark: _Toc500342187]Transfer of Records to a Record Office



Records identified in this schedule as ‘permanent’ are marked ‘Offer to Archivist’.  The Archivist may choose to select a sample of the records for permanent preservation in the County Archives; the remainder should be destroyed as specified in the Schedule. The sample may be random, selective or purposeful.



‘Offer to Archivist for review’ is used to indicate record classes where the Archivist will not usually be interested in retaining the class of records, but may wish to retain where there is a public interest in doing so.



Records no longer required for administrative use may still retain sensitive information. The Archivist should be informed of sensitivity at the time of transfer of the material to the archives, and an appropriate closure period agreed. The closure period should comply with Freedom of Information and Data Protection legislation and any internal policy.



Data Protection law provides an exemption for information about identifiable living individuals that is held for research, statistical or historical purposes to be held indefinitely; provided specific requirements are met.  It is the responsibility of the Archivist to ensure that further processing of personal data is lawful.

[bookmark: _Toc500342188]Destruction of Records



Whenever there is the possibility of litigation, the records and information that are likely to be affected should not be amended or disposed of until the threat of litigation has been removed.



Records that are currently (or known to be in the future) the subject of a Freedom of Information, Data Protection, Environmental Information Regulations etc official request or appeal, must not be destroyed until that request or appeal has been completed. To knowingly destroy a record when it is subject to a request/ complaint is an offence.

[bookmark: General_and_Miscellaneous_records][bookmark: _Toc500342189]General and Miscellaneous records



There are some records that do not need to be kept at all that staff may routinely destroy in the normal course of business. However, the retention schedule must still contain reference and instructions referring to them.



This usually applies to information that is duplicated, unimportant or only of short-term value. Unimportant records or information include:



· ‘With compliments’ slips

· Catalogues and trade journals

· Telephone message slips

· Non-acceptance of invitations

· Trivial email messages or notes that are not related to our business

· Requests for stock information such as maps, plans or advertising material

· Out-of-date distribution lists

· Working papers which lead to a final report



Duplicated and superseded material such as manuals, drafts, forms, address books and reference copies of annual reports may be destroyed under this rule. Electronic copies of documents where a hard copy has been printed and filed, and paper faxes after making and filing a photocopy, are also covered.

[bookmark: _Toc500342190]Reviewing the Schedule

The schedule will be regularly reviewed and updated to ensure that we are complying with the latest legal advice. These changes will be reflected as soon as possible. Changes will be highlighted so that employees can keep track and modify their practices accordingly. The Schedule will be subject to the timetable for general review of all Information Governance policies.



[bookmark: _Toc500342191]Explanation of Retention Guideline Headings



REF (Reference Number)

Each identified function or entry has a unique reference number. This number can be applied to records when archiving to ensure that the correct retention period is applied.



[bookmark: Process]Title

The Schedule provides a description of a process or an activity that the records support. 



[bookmark: Retention_Period]Data Protection Issues

Explains whether the records are likely to contain personal data.

Statutory Provisions

Details of any legislation, statutory instrument (SI) or other regulatory guidance which provide direction in how long a record should be retained

Retention Period 

This field shows the length of time for which a record should be kept. This period (usually in years) can be applied from the date a record is created, when a record is closed or tied in to another specified activity such as a date of birth. 



Action to be taken 

This field details any action that should be taken once a retention period has expired, the level of secure destruction and will also specify whether a type of record should be transferred to the County Record Office for permanent preservation






		.Ref.

		Title

		Data Protection Issues

		Statutory Provisions

		Retention Period

		Action



		[bookmark: _Toc500342192]Governing Body



		1.1.1

		Agendas for Governing Body meetings

		There may be data protection issues if the meeting  is dealing with confidential issues relating  to staff

		

		One copy should be retained with the master set of minutes. All other copies can be disposed of

		SECURE DISPOSAL



		1.1.2a

		Minutes of Governing Body meetings: Principal Set (signed)

		There may be data protection issues if the meeting  is dealing with confidential issues relating  to staff

		

		PERMANENT

		If the school is unable to store these then they should be offered to the County Archives Service



		1.1.2b

		Minutes of Governing Body meetings: Inspection Copies

		No

		

		Date of meeting + 3 years

		If these minutes contain any sensitive, personal information they must be shredded



		1.1.3

		Reports presented to the Governing body

		There may be data protection issues if the report deals with confidential  issues relating to staff

		

		Reports should be kept for a minimum of 6 years. However, if the minutes refer directly to individual reports then the reports should be kept permanently

		SECURE DISPOSAL  or retain with the signed set of the minutes



		1.1.4

		Meeting papers relating to the annual parents’ meeting held under section 33 of the Education Act 2002

		No

		Education Act 2002, Section 33

		Date of the meeting + a minimum of 6 years

		SECURE DISPOSAL



		1.1.5

		Instruments of Government including Articles of Association

		No

		

		PERMANENT

		These should be retained in the school whilst the school is open and then offered to County Archives Service when the school closes.



		1.1.6

		Trusts and Endowments managed by the Governing Body

		No

		

		PERMANENT

		These should be retained in the school whilst the school is open and then offered to County Archives Service when the school closes.



		1.1.7

		Action plans created and administered by the Governing Body

		No

		

		Life of the action plan + 3 years 

		SECURE DISPOSAL



		1.1.8

		Policy documents  created and administered by the Governing Body

		No

		

		Life of the policy + 3 years 

		SECURE DISPOSAL



		1.1.9

		Records relating to complaints dealt with by the Governing Body

		Yes

		

		Date of the resolution of the complaint + a minimum  of 6 years then review for further retention in case of contentious disputes

		SECURE DISPOSAL



		1.1.10

		Annual Reports created under the requirements of the Education (Governor's Annual Reports) (England) (Amendment) Regulations 2002

		No

		Education (Governor's Annual Reports) (England) (Amendment) Regulations 2002  SI 2002 No 1171

		Date of report + 10 years 

		SECURE DISPOSAL



		1.1.11

		Proposals concerning the change of status of a maintained  school including  Specialist Status Schools and Academies

		No

		

		Date proposal accepted or declined + 3 years

		SECURE DISPOSAL



		1.1.12

		Governor File. Information which the school holds about a Governor including contact details, published details and consents for data use

		Yes

		

		Date of leaving the role + 1 year

		SECURE DISPOSAL



		[bookmark: _Toc500342193]Management



		1.2.1

		Log books of activity in the school maintained by the Head Teacher

		There may be data protection  issues if the log book refers to individual pupils or members of staff

		

		Date of last entry in the book + a minimum of 6 years then review

		These could be of permanent historical value and should be offered to the County Archives Service if appropriate



		1.2.2

		Minutes of Senior Management Team meetings and the meetings of other internal administrative bodies

		There may be data protection  issues if the minutes refers to individual pupils or members of staff

		

		Date of the meeting + 3 years then review

		SECURE DISPOSAL



		1.2.3

		Reports created by the Head Teacher or the Management Team

		There may be data protection  issues if the report refers to individual pupils or members of staff



		

		Date of the report + a minimum  of 3 years then review

		SECURE DISPOSAL



		1.2.4

		Records created by head teachers, deputy head teachers, heads of year and other members of staff with administrative responsibilities

		There may be data protection  issues if the records refer to individual pupils or members of staff

		

		Current academic year + 6 years then review

		SECURE DISPOSAL



		1.2.5

		Correspondence created by head teachers, deputy head teachers, heads of year and other members of staff with administrative responsibilities

		There may be data protection  issues if the correspondence  refers to individual pupils or members of staff

		

		Date of correspondence + 3 years then review

		SECURE DISPOSAL



		1.2.6

		Professional Development  Plans

		Yes

		

		Life of the plan + 6 years 

		SECURE DISPOSAL



		1.2.7

		School Development  Plans

		No

		

		Life of the plan + 3 years 

		SECURE DISPOSAL



		[bookmark: _Toc500342194]Admissions



		1.3.1

		All records relating to the creation and implementation of the School Admissions’ Policy

		No

		School Admissions Code Statutory guidance for admission authorities, governing bodies, local authorities, schools adjudicators and admission appeals panels December 2014

		Life of the policy + 3 years then review

		SECURE DISPOSAL



		1.3.2

		Admissions – if the admission is successful

		Yes 

		School Admissions Code Statutory guidance for admission authorities, governing bodies, local authorities, schools adjudicators and admission appeals panels December 2014

		Date of admission + 1 year

		SECURE DISPOSAL



		1.3.3

		Admissions – if the appeal is unsuccessful

		Yes 

		School Admissions Code Statutory guidance for admission authorities, governing bodies, local authorities, schools adjudicators and admission appeals panels December 2014

		Resolution of case + 1 year

		SECURE DISPOSAL



		1.3.4

		Register of Admissions

		Yes 

		School attendance: Departmental advice for maintained schools, academies, independent schools and local authorities October 2014

		Every entry in the admission register must be preserved for a period of three years after the date on which the entry was made.3

		REVIEW Schools may wish to consider keeping the admission register permanently as often schools receive enquiries from past pupils to confirm the dates they attended the school.



		1.3.5

		Admissions – Secondary Schools – Casual

		Yes

		

		Current year + 1 year

		SECURE DISPOSAL



		1.3.6

		Proofs of address supplied by parents  as part of the admissions process

		Yes 

		School Admissions Code Statutory guidance for admission authorities, governing bodies, local authorities, schools adjudicators and admission appeals panels December 2014

		Current year + 1 year

		SECURE DISPOSAL



		1.3.7a

		Supplementary  Information form including additional information such as religion, medical conditions etc: For successful admissions

		Yes

		

		This information should be added to the pupil file

		SECURE DISPOSAL



		1.3.7b

		Supplementary  Information form including additional information such as religion, medical conditions etc: For unsuccessful admissions

		Yes

		

		Until appeals process completed

		SECURE DISPOSAL



		[bookmark: _Toc500342195]Operational Administration



		1.4.1

		General file series

		No

		

		Current year + 5 years then REVIEW

		SECURE DISPOSAL



		1.4.2

		Records relating to the creation and publication of the school brochure or prospectus

		No

		

		Current year + 3 years

		STANDARD DISPOSAL



		1.4.3

		Records relating to the creation and distribution of circulars to staff, parents or pupils

		No

		

		Current year + 1 year

		STANDARD DISPOSAL



		1.4.4

		Newsletters and other items with a short operational use

		No

		

		Current year + 1 year

		STANDARD DISPOSAL



		1.4.5

		Visitors’ Books and Signing in Sheets

		Yes

		

		Current year + 6 years then REVIEW

		SECURE DISPOSAL



		1.4.6

		Records relating to the creation and management of Parent Teacher Associations and/or Old Pupils Associations

		No

		

		Current year + 6 years then REVIEW

		SECURE DISPOSAL
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		2.1.1

		All records leading up to the appointment of a new headteacher

		Yes

		

		Date of appointment + 6 years 

		SECURE DISPOSAL



		2.1.2

		All records leading up to the appointment of a new member of staff – unsuccessful candidates

		Yes

		

		Date of appointment of successful candidate + 6 months

		SECURE DISPOSAL



		2.1.3

		All records leading up to the appointment of a new member of staff – successful candidate

		Yes

		

		All the relevant information  should be added to the staff personal file (see below) and all other information retained for

		SECURE DISPOSAL



		2.1.4

		Pre-employment vetting information – DBS Checks

		No

		DBS Update Service Employer Guide June 2014: Keeping children  safe in education. July 2015 (Statutory Guidance from Dept. of Education) Sections 73, 74

		The school does not have to keep copies of DBS certificates. If the school does so the copy must NOT be retained for more than 6 months

		SECURE DISPOSAL



		2.1.5

		Proofs of identity collected as part of the process of checking “portable” enhanced DBS disclosure

		Yes

		

		Where possible these should be checked and a note kept of what was seen and what has been checked. If it is felt necessary to keep copy documentation then this should be placed on the member of staff’s personal file



		2.1.6

		Pre-employment vetting information – Evidence proving the right to work in the United Kingdom4

		Yes

		An employer’s guide to right to work checks [Home Office May 2015]

		Where possible these documents should be added to the Staff Personal File [see below], but if they are kept separately then the Home Office requires that the documents are kept for termination of Employment plus not less than two years



		[bookmark: _Toc500342197]Staff Management



		2.2.1

		Staff Personal File 

		Yes

		Limitation Act 1980 (Section 2)

		Termination of Employment + 6 years 

		SECURE DISPOSAL



		2.2.2

		Timesheets 

		Yes

		

		Current year + 6 years 

		SECURE DISPOSAL



		2.2.3

		Annual appraisal/ assessment records

		Yes

		

		Current year + 5 years 

		SECURE DISPOSAL



		[bookmark: _Toc500342198]Disciplinary & Grievance Process



		2.3.1

		Allegation of a child protection  nature against a member of staff including where the allegation is unfounded5

		Yes

		“Keeping children  safe in education Statutory guidance for schools and colleges March 2015”; “Working together to safeguard children. A guide to inter-agency working to safeguard and promote the welfare of children March 2015”

		Until the person’s normal retirement  age or 10 years from the date of the allegation whichever is the longer then REVIEW. Note allegations that are found to be malicious should be removed from personnel files. If found they are to be kept on the file and a copy provided to the person concerned

		SECURE DISPOSAL These records must be shredded



		2.3.2a

		Disciplinary Proceedings oral warning

		Yes

		

		Date of warning6 + 6 months

		SECURE DISPOSAL [If warnings are placed on personal files then they must be weeded from the file]



		2.3.2b

		Disciplinary Proceedings written warning – level 1

		Yes

		

		Date of warning + 6 months

		SECURE DISPOSAL [If warnings are placed on personal files then they must be weeded from the file]



		2.3.2c

		Disciplinary Proceedings written warning – level 2

		Yes

		

		Date of warning + 12 months

		SECURE DISPOSAL [If warnings are placed on personal files then they must be weeded from the file]



		2.3.2d

		Disciplinary Proceedings final warning

		Yes

		

		Date of warning + 18 months

		SECURE DISPOSAL [If warnings are placed on personal files then they must be weeded from the file]



		2.3.2e

		Disciplinary Proceedings case not found

		Yes

		

		If the incident is child protection related then see above otherwise dispose of at the conclusion of the case

		SECURE DISPOSAL [If warnings are placed on personal files then they must be weeded from the file]



		[bookmark: _Toc500342199]Health & Safety



		2.4.1

		Health and Safety Policy Statements

		No

		

		Life of policy + 3 years 

		SECURE DISPOSAL



		2.4.2

		Health and Safety Risk Assessments

		No

		

		Life of risk assessment + 3 years 

		SECURE DISPOSAL



		2.4.3

		Records relating to accident/ injury at work

		Yes

		

		Date of incident + 12 years In the case of serious accidents a further retention period will need to be applied

		SECURE DISPOSAL



		2.4.4a

		Accident Reporting Adults

		Yes 

		Social Security (Claims and Payments) Regulations 1979 Regulation 25. Social Security Administration Act 1992 Section 8. Limitation Act 1980 

		Date of the incident + 6 years 

		SECURE DISPOSAL 



		2.4.4b

		Accident Reporting Children

		Yes 

		Social Security (Claims and Payments) Regulations 1979 Regulation 25. Social Security Administration Act 1992 Section 8. Limitation Act 1981

		DOB of the child + 25 years 

		SECURE DISPOSAL



		2.4.5

		Control of Substances Hazardous to Health (COSHH)

		No

		Control of Substances Hazardous to Health Regulations 2002. SI 2002  No 2677   Regulation 11; Records kept under the 1994 and 1999 Regulations to be kept as if the 2002 Regulations had not been made.  Regulation  18 (2)

		Current year + 40 years 

		SECURE DISPOSAL



		2.4.6

		Process of monitoring of areas where employees and persons are likely to have become in contact with asbestos

		No

		Control of Asbestos at Work Regulations 2012 SI 1012 No 632 Regulation 19

		Last action + 40 years 

		SECURE DISPOSAL



		2.4.7

		Process of monitoring of areas where employees and persons are likely to have become in contact with radiation

		No

		

		Last action + 50 years 

		SECURE DISPOSAL



		2.4.8

		Fire Precautions log books

		No

		

		Current year + 6 years 

		SECURE DISPOSAL



		[bookmark: _Toc500342200]Payroll & Pensions



		2.5.1

		Maternity pay records

		Yes

		Statutory Maternity Pay (General) Regulations 1986 (SI1986/1960), revised 1999 (SI1999/567)

		Current year + 3 years 

		SECURE DISPOSAL



		2.5.2

		Records held under Retirement Benefits Schemes (Information Powers) Regulations 1995

		Yes

		Retirement Benefits Schemes (Information Powers) Regulations 1995

		Current year + 6 years 

		SECURE DISPOSAL
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		3.1.1

		Employer’s Liability Insurance Certificate

		No

		

		Closure of the school + 40 years 

		SECURE DISPOSAL
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		3.2.1

		Inventories of furniture and equipment

		No

		

		Current year + 6 years 

		SECURE DISPOSAL



		3.2.2

		Burglary, theft and vandalism report forms

		No

		

		Current year + 6 years 

		SECURE DISPOSAL



		[bookmark: _Toc500342203]Accounts & Statements



		3.3.1

		Annual Accounts

		No

		

		Current year + 6 years 

		STANDARD DISPOSAL



		3.3.2

		Loans and grants managed by the school

		No

		

		Date of last payment on the loan + 12 years then REVIEW 

		SECURE DISPOSAL



		3.3.3

		Student Grant applications

		Yes

		

		Current year + 3 years 

		SECURE DISPOSAL



		3.3.4

		All records relating to the creation and management of budgets including the Annual Budget statement and background papers

		No

		

		Life of the budget + 3 years 

		SECURE DISPOSAL



		3.3.5

		Invoices, receipts, order books and requisitions, delivery notices

		No

		

		Current financial year + 6 years 

		SECURE DISPOSAL



		3.3.6

		Records relating to the collection and banking of monies

		No

		

		Current financial year + 6 years 

		SECURE DISPOSAL



		3.3.7

		Records relating to the identification and collection of debt

		No

		

		Current financial year + 6 years 

		SECURE DISPOSAL
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		3.4.1

		All records relating to the management of contracts under seal

		No

		Limitation Act 1980 (Section 2)

		Last payment  on the contract + 12 years 

		SECURE DISPOSAL



		3.4.2

		All records relating to the management of contracts under signature

		No

		Limitation Act 1980 (Section 2)

		Last payment  on the contract + 6 years 

		SECURE DISPOSAL



		3.4.3

		Records relating to the monitoring of contracts

		No

		

		Current year + 2 years 

		SECURE DISPOSAL



		[bookmark: _Toc500342205]School Funds



		3.5.1

		School Fund - Cheque books

		No

		

		Current year + 6 years 

		SECURE DISPOSAL



		3.5.2

		School Fund - Paying in books

		No

		

		Current year + 6 years 

		SECURE DISPOSAL



		3.5.3

		School Fund – Ledger 

		No

		

		Current year + 6 years 

		SECURE DISPOSAL



		3.5.4

		School Fund – Invoices

		No

		

		Current year + 6 years 

		SECURE DISPOSAL



		3.5.5

		School Fund – Receipts

		No

		

		Current year + 6 years 

		SECURE DISPOSAL



		3.5.6

		School Fund - Bank statements

		No

		

		Current year + 6 years 

		SECURE DISPOSAL



		3.5.7

		School Fund – Journey Books 

		No

		

		Current year + 6 years 

		SECURE DISPOSAL
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		3.6.1

		Free School Meals Registers

		Yes

		

		Current year + 6 years 

		SECURE DISPOSAL



		3.6.2

		School Meals Registers

		Yes

		

		Current year + 3 years 

		SECURE DISPOSAL



		3.6.3

		School Meals Summary Sheets

		No

		

		Current year + 3 years 

		SECURE DISPOSAL



		[bookmark: _Toc500342207]Property Management



		4.1.1

		Title deeds of properties belonging to the school

		No

		

		PERMANENT

		These should follow the property unless the property has been registered with the Land Registry



		4.1.2

		Plans of property belong to the school

		No

		

		These should be retained whilst the building belongs to the school and should be passed onto any new owners if the building is leased or sold.

		



		4.1.3 

		Leases of property leased by or to the school

		No

		

		Expiry of lease + 6 years 

		SECURE DISPOSAL



		4.1.4

		Records relating to the letting of school premises

		No

		

		Current financial year + 6 years 

		SECURE DISPOSAL



		4.1.5

		CCTV Register. List of CCTV cameras, locations and review outcomes.

		No

		

		The year which for which the register is current + 1 year

		



		4.1.6

		CCTV Recordings: Routine automatic recording

		Yes

		

		Recordings are overwritten after 30 days

		



		4.1.7

		CCTV Recordings for Investigations. Extracts from recordings to support investigations

		Yes

		

		Retention depends on the type of investigation and who is the investigating body. If it for an external body, the recording can be deleted once a copy is transferred. If it is the organisation’s investigation, then it should be retained for the same retention period as the investigation records

		SECURE DISPOSAL



		4.1.8

		CCTV access requests. Records of requests received for copies of CCTV recordings

		Yes

		

		Retain for the year to which they relate + 1 year

		SECURE DISPOSAL



		[bookmark: _Toc500342208]Maintenance



		4.2.1

		All records relating to the maintenance of the school carried out by contractors

		No

		

		Current year + 6 years 

		SECURE DISPOSAL



		4.2.2

		All records relating to the maintenance of the school carried out by school employees including maintenance log books

		No

		

		Current year + 6 years 

		SECURE DISPOSAL
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		5.1.1a

		Pupil’s Educational Record: Primary

		Yes

		The Education (Pupil Information) (England) Regulations 2005  SI 2005  No. 1437

		Retain whilst the child remains at the primary school

		The file should follow the pupil when he/she leaves the primary school. This will include:
•  to another primary school
•  to a secondary school
•  If the pupil  dies whilst  at primary  school the file should be returned to the Local Authority to be retained for the statutory retention period.
•  to a pupil referral unit
If the pupil transfers to an independent school, transfers to home schooling or leaves the country  the file should be returned  to the Local Authority to be retained for the statutory retention period. Primary Schools do not ordinarily have sufficient storage space to store records for pupils who have not transferred in the normal way. It makes more sense to transfer the record to the Local Authority as it is more likely that the pupil will request the record from the Local Authority



		5.1.1b

		Pupil’s Educational Record: Secondary

		

		Limitation Act 1980 (Section 2)

		Date of Birth of the pupil + 25 years

		SECURE DISPOSAL



		5.1.2a

		Examination  Results – Pupil Copies: Public 

		Yes

		

		This information should be added to the pupil file

		All uncollected certificates should be returned to the examination board.



		5.1.2b

		Examination  Results – Pupil Copies: Internal 

		

		

		This information should be added to the pupil file

		



		5.1.3

		Child Protection information held on pupil file

		Yes

		“Keeping children safe in education Statutory guidance for schools and colleges March 2015”; “Working together to safeguard children. A guide to inter-agency working to safeguard and promote the welfare of children March 2015”

		If any records relating to child protection issues are placed on the pupil file, it should be in a sealed envelope and then retained for the same period of time as the pupil file.

		SECURE DISPOSAL  – these records MUST be shredded



		5.1.4

		Child protection information held in separate files

		Yes

		“Keeping children safe in education Statutory guidance for schools and colleges March 2015”; “Working together to safeguard children. A guide to inter-agency working to safeguard and promote the welfare of children March 2015”

		DOB of the child + 25 years then review. This retention  period was agreed in consultation with the Safeguarding Children Group on the understanding that the principal copy of this information will be found on the Local Authority Social Services record

		SECURE DISPOSAL  – these records MUST be shredded



		5.2.1

		Attendance Registers

		Yes 

		School attendance: Departmental advice for maintained schools, academies, independent schools and local authorities 01/10/2014

		Every entry in the attendance register must be preserved for a period of three years after the date on which the entry was made.

		SECURE DISPOSAL



		5.2.2

		Correspondence relating to authorized absence

		

		Education Act 1996 Section 7

		Current academic year + 2 years 

		SECURE DISPOSAL
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		5.3.1

		Special Educational Needs files, reviews and Individual Education Plans

		Yes 

		Limitation Act 1980 (Section 2)

		Date of Birth of the pupil + 25 years

		REVIEW NOTE: This retention period is the minimum retention period that any pupil file should be kept. Some authorities choose to keep SEN files for a longer period of time to defend themselves in a “failure to provide a sufficient education” case. There is an element of business risk analysis involved in any decision to keep the records longer than the minimum retention period and this should be documented.



		5.3.2

		Statement  maintained under section 234 of the Education Act 1990 and any amendments made to the statement

		Yes 

		Education Act 1996 Special Educational Needs and Disability Act 2001 Section 1

		Date of birth of the pupil + 25 years [This would normally be retained on the pupil file]

		SECURE DISPOSAL  unless  the document is subject to a legal hold



		5.3.3

		Advice and information provided to parents regarding educational needs

		Yes

		Special Educational Needs and Disability Act 2001 Section 2

		Date of birth of the pupil + 25 years [This would normally be retained on the pupil file]

		SECURE DISPOSAL  unless  the document is subject to a legal hold



		5.3.4

		Accessibility  Strategy

		Yes

		Special Educational Needs and Disability Act 2001 Section 14

		Date of birth of the pupil

		SECURE DISPOSAL  unless  the document is subject to a legal hold



		[bookmark: _Toc500342211]Statistics & Management Information



		6.1.1

		Curriculum  returns

		No

		

		Current year + 3 years 

		SECURE DISPOSAL



		6.1.2a

		Examination  Results (Schools Copy)

		Yes

		

		Current year + 6 years 

		SECURE DISPOSAL



		6.1.2b

		SATS records – Results

		Yes

		

		The SATS results should be recorded on the pupil’s educational file and will therefore be retained until the pupil reaches the age of 25 years. The school may wish to keep a composite record of all the whole year SATs results. These could be kept for current year + 6 years to allow suitable comparison

		SECURE DISPOSAL



		6.1.2c

		SATS records – Examination Papers

		Yes

		

		The examination papers should be kept until any appeals/validation process is complete

		SECURE DISPOSAL



		6.1.3

		Published Admission Number (PAN) Reports

		Yes

		

		Current year + 6 years 

		SECURE DISPOSAL



		6.1.4

		Value Added and Contextual Data

		Yes

		

		Current year + 6 years 

		SECURE DISPOSAL



		6.1.5

		Self-Evaluation Forms 

		Yes

		

		Current year + 6 years 

		SECURE DISPOSAL



		[bookmark: _Toc500342212]Implementation of Curriculum



		6.2.1

		Schemes of Work

		No

		

		Current year + 1 year

		It may be appropriate to review these records at the end of each year and allocate a further retention period or SECURE DISPOSAL



		6.2.2

		Timetable 

		No

		

		Current year + 1 year

		It may be appropriate to review these records at the end of each year and allocate a further retention period or SECURE DISPOSAL



		6.2.3 

		Class Record Books 

		No

		

		Current year + 1 year

		It may be appropriate to review these records at the end of each year and allocate a further retention period or SECURE DISPOSAL



		6.2.4

		Mark Books 

		No

		

		Current year + 1 year

		It may be appropriate to review these records at the end of each year and allocate a further retention period or SECURE DISPOSAL



		6.2.5

		Record of homework set

		No

		

		Current year + 1 year

		



		6.2.6

		Pupils’ Work

		No

		

		Where possible pupils’ work should be returned to the pupil at the end of the academic year if this is not the school’s policy then current year + 1 year

		SECURE DISPOSAL
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		7.1.1

		Records created by schools to obtain approval to run an Educational Visit outside the Classroom – Primary Schools

		No

		Outdoor Education Advisers’ Panel National Guidance website http://oeapng.info specifically Section 3 - “Legal Framework and Employer Systems” and Section 4 - “Good Practice”.

		Date of visit + 14 years 

		SECURE DISPOSAL



		7.1.2

		Records created by schools to obtain approval to run an Educational Visit outside the Classroom – Secondary Schools

		No

		Outdoor Education Advisers’ Panel National Guidance website http://oeapng.info specifically Section 3 - “Legal Framework and Employer Systems” and Section 4 - “Good Practice”.

		Date of visit + 10 years 

		SECURE DISPOSAL



		7.1.3

		Parental consent forms for school trips where there has been no major incident

		Yes

		

		Conclusion  of the trip

		Although the consent forms could be retained for DOB + 22 years, the requirement for them being needed is low and most schools do not have the storage capacity to retain every single consent form issued by the school for this period of time.



		7.1.4

		Parental permission  slips for school trips – where there has been a major incident

		Yes 

		Limitation Act 1980 (Section 2)

		DOB of the pupil involved in the incident + 25 years. The permission slips for all the pupils on the trip need to be retained to show that the rules. had been followed for all pupils

		SECURE DISPOSAL
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		7.2.1

		Walking Bus Registers

		Yes

		

		Date of register + 3 years. This takes into account the fact that if there is an incident  requiring an accident report the register will be submitted with the accident report and kept for the period of time required for accident reporting

		SECURE DISPOSAL, [If these records are retained electronically any back-up copies should be destroyed at the same time]



		[bookmark: _Toc500342215]Family Liaison



		7.3.1

		Day Books 

		Yes

		

		Current year + 2 years then review



		7.3.2

		Reports for outside agencies - where the report has been included on the case file created by the outside agency

		Yes

		

		Whilst child is attending school and then destroy

		



		7.3.3

		Referral forms

		Yes

		

		While the referral is current

		



		7.3.4

		Contact data sheets

		Yes

		

		Current year then review, if contact is no longer active then destroy

		



		7.3.5

		Contact database entries 

		Yes

		

		Current year then review, if contact is no longer active then destroy

		



		7.3.6

		Group Registers

		Yes

		

		Current year + 2 years
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		8.1.1

		Secondary Transfer Sheets (Primary) 

		Yes

		

		Current year + 2 years 

		SECURE DISPOSAL



		8.1.2

		Attendance Returns

		Yes

		

		Current year + 1 year

		SECURE DISPOSAL



		8.1.3

		School Census Returns

		No

		

		Current year + 5 years 

		SECURE DISPOSAL



		8.1.4

		Circulars and other information sent from the Local Authority

		No

		

		Operational use

		SECURE DISPOSAL
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		8.2.1 

		OFSTED reports and papers

		No

		

		Life of the report then REVIEW 

		SECURE DISPOSAL



		8.2.2

		Returns made to central government

		No

		

		Current year + 6 years 

		SECURE DISPOSAL



		8.2.3

		Circulars and other information sent from central government

		No

		

		Operational use

		SECURE DISPOSAL
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		9.1.1 

		Records of Processing Activity

		No

		

		Ongoing record

		



		9.1.2

		Information Governance Report. Annual statement to Governing Body on compliance with Information law, including DPO statement, performance data and audit outcomes

		No

		

		Current year + 1 year

		



		9.1.3

		Freedom of Information Requests

		Yes

		

		Closure + 1 year

		SECURE DISPOSAL



		9.1.4

		Environmental Information Requests

		Yes

		

		Closure + 1 year

		SECURE DISPOSAL



		9.1.5

		Subject Access Requests

		Yes

		

		Closure + 5 years

		SECURE DISPOSAL



		9.1.6

		ICO Complaints: No further action

		Yes

		

		Closure + 1 year

		SECURE DISPOSAL



		9.1.7

		ICO Complaints: Action required

		Yes

		

		Closure + 2 years

		SECURE DISPOSAL
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This document contains standard text for use to describe your personal data processing activities as part of your obligation to notify the Information Commissioner’s Office of this. 

Your entry on the Register of Data Controllers should accurately reflect the nature of the processing carried out by your Organisation and should be reviewed annually, and the appropriate renewal fee should be paid. 

Where you are proposing any amendment to the content of your notification, your Data Protection Officer should be asked to approve.
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Description of processing

The following is a broad description of the way this organisation/data controller processes personal information. To understand how your own personal information is processed you may need to refer to any personal communications you have received, check any privacy notices the organisation has provided or contact the organisation to ask about your personal circumstances.



Nature of work – Academy



Reasons/purposes for processing information

We process personal information to enable us to provide education, training, welfare and educational support services, to administer school property; maintaining our own accounts and records, undertake fundraising; support and manage our employees. We also use CCTV for security and the prevention and detection of crime.



Type/classes of information processed

We process information relevant to the above reasons/purposes. This may include:

	personal details

	family details

	lifestyle and social circumstances

	education and employment details

	financial details

	goods and services

	disciplinary and attendance records

	vetting checks

	visual images, personal appearance and behaviour



We also process sensitive classes of information that may include:

	physical or mental health details

	racial or ethnic origin

	religious or other beliefs

	trade union membership

	sexual life

	information about offences and alleged offences



Who the information is processed about

We process personal information about:

	employees

	students and pupils

	professional experts and advisers

	members of school boards

	sponsors and supporters

	suppliers and service providers

	complainants, enquirers

	individuals captured by CCTV images



Who the information may be shared with

We sometimes need to share the personal information we process with the individual themself and also with other organisations. Where this is necessary we are required to comply with all aspects of the Data Protection Act (DPA). What follows is a description of the types of organisations we may need to share some of the personal information we process with for one or more reasons.



Where necessary or required we share information with:

	family, associates and representatives of the person whose personal data we are processing

	educators and examining bodies

	careers service

	school boards

	local and central government

	academy trusts

	healthcare, social and welfare organisations

	police forces, courts

	current, past or prospective employers

	voluntary and charitable organisations

	business associates, professional advisers

	suppliers and service providers

	financial organisations

	press and the media



Transferring information overseas

We do not transfer any personal information outside the European

Economic Area (EEA).
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Description of processing



The following is a broad description of the way this organisation/data controller processes personal information. To understand how your own personal information is processed you may need to refer to any personal communications you have received, check any privacy notices the organisation has provided or contact the organisation to ask about your personal circumstances.



Nature of work – Free School



Reasons/purposes for processing information



We process personal information to enable us to:

· provide education, training, welfare and educational support

· services

· administer school property

· maintain our own accounts and records

· carry out fundraising activities

· support and manage our employees

We also use CCTV systems to maintain security of the premises and for

the prevention and detection of crime.



Type/classes of information processed



We process information relating to the above reasons/purposes. This

information may include:

· personal details

· goods and services

· family, lifestyle and social circumstances

· vetting checks

· disciplinary and attendance records

· financial details

· education and employment details

· visual images, personal appearance and behaviour



We also process sensitive classes of information that may include:

· physical or mental health details

· racial or ethnic origin

· religious or other beliefs of a similar nature

· political opinions

· sexual life

· trade union membership

· offences and alleged offences

· criminal proceedings, outcomes and sentences

Who the information is processed about



We process personal information about our:

· employees

· pupils and students

· professional advisers and consultants

· board of governors and members of the school board

· sponsors and supporters

· service providers and suppliers

· enquirers and complainants

· individuals captured by CCTV images



Who the information may be shared with



We sometimes need to share the personal information we process with the individual themself and also with other organisations. Where this is necessary we are required to comply with all aspects of the Data Protection Act (DPA). What follows is a description of the types of organisations we may need to share some of the personal information we process with for one or more reasons.



Where necessary we share this information with:

· family, associates and representatives of the person whose personal data we are processing

· educators, careers and examining bodies

· governors and school boards

· current, past or prospective employers

· central and local government

· healthcare professionals

· social and welfare organisations

· police forces

· courts and tribunals

· security organisations

· service providers and suppliers

· voluntary and charitable bodies

· press and the media

· financial organisations

· professional advisers and consultants



Transferring information overseas

We do not transfer any personal information outside the European

Economic Area (EEA).
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Description of processing



The following is a broad description of the way this organisation/data controller processes personal information. To understand how your own personal information is processed you may need to refer to any personal communications you have received, check any privacy notices the organisation has provided or contact the organisation to ask about your personal circumstances.



Nature of work – Further Education / 6th Form Colleges



Reasons/purposes for processing information

We process personal information to enable us to provide education, support and general advice services for our students and facilities to our clients, to promote the college and our services, to publish the college magazine, to maintain our own accounts and to support and manage our staff. Our processing also includes the use of CCTV to maintain the security of the premises and for preventing and investigating crime.



Type/classes of information processed

We process information relevant to the above reasons/purposes. This may include:

	personal details

	family details

	lifestyle and social circumstances

	financial details

	education and employment details

	student records

	visual images, personal appearance and behaviour

	information held in order to publish the college magazine

	goods or services provided



We also process sensitive classes of information that may include:

	physical or mental health details

	racial or ethnic origin

	religious or other beliefs

	trade union membership

	offences and alleged offences

	criminal proceedings, outcomes and sentences



Who the information is processed about

We process personal information about:

	our students

	employees

	current, past and prospective employers

	professional advisers, consultants

	business contacts

	welfare and pastoral professionals

	complainants, enquirers

	persons who may be the subject of an enquiry

	suppliers and service providers

	individuals captured by CCTV images



Who the information may be shared with

We sometimes need to share the personal information we process with the individual themself and also with other organisations. Where this is necessary we are required to comply with all aspects of the Data Protection Act (DPA). What follows is a description of the types of organisations we may need to share some of the personal information we process with for one or more reasons.



Where necessary or required we share information with:

	family, associates and representatives of the person whose personal data we are processing

	professional advisers

	current, past or prospective employers

	educators and examining bodies

	trade, employer and professional organisations

	UCAS

	trade unions and staff associations

	voluntary and charitable organisations

	healthcare, social and welfare organisations

	suppliers

	financial organisations

	survey and research organisations

	persons making an enquiry or complaint

	careers service

	press and the media

	local and central government

	security organisations

	police forces, prison and probation services, courts and tribunals

	suppliers and service providers



Transferring information overseas

We may occasionally need to transfer personal information overseas. Where this is necessary this may be to countries or territories around the world. We are required to ensure that when we need to do this we comply with the DPA.
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Description of processing



The following is a broad description of the way this organisation/data controller processes personal information. To understand how your own personal information is processed you may need to refer to any personal communications you have received, check any privacy notices the organisation has provided or contact the organisation to ask about you personal circumstances.



Nature of work – Nursery School / Playgroup / After School Club



Reasons/purposes for processing information

We process personal information to enable us to provide childcare, encourage and supervise educational play, to advertise our services, to maintain our own accounts and records and to support and manage our staff.



Type/classes of information processed

We process information relevant to the above reasons/purposes. This may include:

	personal details

	family details

	GP contact details

	lifestyle and social circumstances

	digital images of the child’s progress

	financial details

	education and employment details

	goods or services provided



We also process sensitive classes of information that may include:

	physical or mental health details

	racial or ethnic origin

	religious or other beliefs

	trade union membership



Who the information is processed about

We process personal information about:

	our employees

	the children in our care

	advisers, complainants, enquirers

	suppliers



Who the information may be shared with

We sometimes need to share the personal information we process with the individual themself and also with other organisations. Where this is necessary we are required to comply with all aspects of the Data Protection Act (DPA). What follows is a description of the types of organisations we may need to share some of the personal information we process with for one or more reasons.



Where necessary or required we share information with:

	family, associates and representatives of the person whose personal data we are processing

	healthcare, social and welfare advisers or practitioners

	business associates

	financial organisations and professional advisers

	credit reference agencies, debt collection and tracing agencies

	education, educators and examining bodies

	current, past or prospective employers

	employment and recruitment agencies

	schools

	local and central government

	persons making an enquiry or complaint

	suppliers

	service providers



Transferring information overseas

We do not transfer any personal information outside the European

Economic Area (EEA).
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Description of processing



The following is a broad description of the way this organisation/data controller processes personal information. To understand how your own personal information is processed you may need to refer to any personal communications you have received, check any privacy notices the organisation has provided or contact the organisation to ask about your personal circumstances.



Nature of work – School



Reasons/purposes for processing information

We process personal information to enable us to:

	provide education, training, welfare and educational support services

	administer school property

	maintain our own accounts and records

	carry out fundraising

	support and manage our employees



We also use CCTV systems to monitor and collect visual images for security and the prevention of crime.



Type/classes of information processed

We process information relating to the above reasons/purposes. This information may include:

	name and personal details

	family, lifestyle and social circumstances

	financial details

	education details

	employment details

	student and disciplinary records

	vetting checks

	goods and services

	visual images, personal appearance and behaviour



We also process sensitive classes of information that may include:

	physical or mental health details

	racial or ethnic origin

	religious or other beliefs of a similar nature

	trade union membership

	sexual life

	offences and alleged offences



Who the information is processed about



We process personal information about:

· our students and pupils

	advisers and other professional experts

	school staff

	members of school boards

	donors and potential donors

	suppliers

	complainants and enquirers

	individuals captured by CCTV images



Who the information may be shared with



We sometimes need to share the personal information we process with the individual themself and also with other organisations. Where this is necessary we are required to comply with all aspects of the Data Protection Act (DPA). What follows is a description of the types of organisations we may need to share some of the personal information we process with for one or more reasons.



Where necessary or required we share information with:

	education, training, careers and examining bodies

	school staff and boards

	family, associates and representatives of the person whose personal data we are processing

	local and central government

	healthcare professionals

	social and welfare organisations

	police forces

	courts

	current, past or prospective employers

	voluntary and charitable organisations

	business associates and other professional advisers

	suppliers and service providers

	financial organisations

	security organisations

	press and the media



Transferring information overseas

We do not transfer any personal information outside the European

Economic Area (EEA).
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Description of processing



The following is a broad description of the way this organisation/data controller processes personal information. To understand how your own personal information is processed you may need to refer to any personal communications you have received, check any privacy notices the organisation has provided or contact the organisation to ask about your personal circumstances.



Nature of work – Private School



Reasons/purposes for processing information

We process personal information to enable us to provide education and training conducted outside the State system, welfare and educational support services, to administer school property and library services, to maintain our own accounts and records, for administration in connection with boarding and the organisation of alumni associations and events, for fundraising purposes and to support and manage our staff. Our processing also includes the use of CCTV to maintain the security of the premises and for preventing and investigating crime.



Type/classes of information processed

We process information relevant to the above reasons/purposes. This may include:

	personal details

	family details

	lifestyle and social circumstances

	financial details

	education and employment details

	disciplinary and attendance records

	vetting checks

	visual images, personal appearance and behaviour

	details of goods and services provided



We also process sensitive classes of information that may include:

	physical or mental health details

	sexual life

	racial or ethnic origin

	religious or other beliefs

	trade union membership

	information relating to offences or alleged offences



Who the information is processed about

We process personal information about:

	employees

	pupils and students

	professional advisers and consultants

	governors and members of school boards

	sponsors and supporters

	services providers and suppliers

	complainants, enquirers

	individuals captured by CCTV images



Who the information may be shared with



We sometimes need to share the personal information we process with the individual themself and also with other organisations. Where this is necessary we are required to comply with all aspects of the Data Protection Act (DPA). What follows is a description of the types of organisations we may need to share some of the personal information we process with for one or more reasons.



Where necessary or required we share information with:

	educators, careers and examining bodies

	staff, students, governors and school boards

	current, past and prospective employers

	family, associates and representatives of the person whose personal data we are processing

	central and local government

	healthcare professionals, social and welfare organisations

	police, courts, tribunals and security organisations

	voluntary and charitable bodies

	the media

	financial organisations

	suppliers

	service providers

	professional advisers



Transferring information overseas

We do not transfer any personal information outside the European

Economic Area (EEA).
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1. [bookmark: _Toc479624413]Introduction

2. [bookmark: _Toc479624414]Policy References



2.1. This procedure is a requirement of the following policies:



· [List the policy/ policies which require the audience to follow this procedure]

3. [bookmark: _Toc479624415][Procedures]



3.1. 



4. [bookmark: _Toc479624416]Advice and Support



4.1. If you have any issues over the clarity of these procedures, how they should be applied in practice, require advice about exemptions from the requirements or have any suggestions for amendments, please contact [insert role or team responsible and their contact details]



5. [bookmark: _Toc479624417]Breach Statement



5.1. A breach of this procedure is a breach of Information Policy. Breaches will be investigated and may result in disciplinary action. Serious breaches of Policy may be considered gross misconduct and result in dismissal without notice, or legal action being taken against you.
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 SCHEDULE [insert number]

Information Handling 



1.	Definitions and Interpretation

1.1 In this Schedule (insert number), the following terms shall have the meaning set out below:



[bookmark: _GoBack]“Authority Data”

means any ‘information’ provided by, obtained or created on behalf of [NAME OF AUTHORITY TYPE] in delivering the services specified in this contract; and in the case of Personal Data, any data processed on behalf of the Authority where it is the Data Controller.

“Caldicott Principles (1997, 2012 & 2016)”

	means the Caldicott principles which protect patient identifiable data. These principles are applicable to any processing of health or social care data.

“Data Protection Act 1998 (DPA)”

	means the Data Protection Act 1998 (DPA) being replaced by GDPR on 25th May 2018

“Data Protection Officer”

	means the role as defined under Chapter IV, Section 4 of GDPR

“Environmental Information Regulations 2004 (EIR)”

means the Environmental Information Regulations 2004 (EIR) as amended or re-enacted from time to time and any Act substantially replacing the same.

“Freedom of Information Act 2000 (FOIA)”

means the Freedom of Information Act 2000 (FOIA) as amended or re-enacted from time to time and any Act substantially replacing the same.

“Good Industry Practice” 

means the exercise of the degree of skill, diligence, prudence and foresight which would reasonably and ordinarily be expected from a skilled and experienced contractor engaged in the same type of undertaking under the same or similar circumstances as are contemplated by this Agreement;

“General Data Protection Regulation (GDPR)”

means the General Data Protection Regulation (2016), Regulation (EU) 2016/679, as amended or re-enacted from time to time and any United Kingdom Act or European Union Regulation recognised in UK law substantially replacing the same. All compliance references to GDPR in this Agreement are applicable from 25th May 2018



“Information”

has the meaning given under Section 84 of the Freedom of Information Act 2000 (FOIA), which shall include (but is not limited to) information in any form whether relating to the past, present or future and may in particular consist of data, documentation, programs, (including the source code of any programs which the Authority has the right to use), computer output, voice transmissions, correspondence, calculations, plans, reports, graphs, charts, statistics, records, projections, maps, drawings, vouchers, receipts and accounting records and may consist of or be stored in any form including paper, microfilm, microfiche, photographic negative, computer software and any electronic medium and references herein to Information shall include reference to the medium in which it is stored.

“Information Legislation”



means the DPA, FOIA, GDPR and the EIR.

“Information Policy Requirements”

means the documented set of additional information governance requirements which the Authority applies within itself and requires of its Contractors and of which it has furnished a copy to the Contractor via a link to the Authority’s website

“Legislation”

for the avoidance of doubt includes all Law in particular the Information Legislation.

“Personal Data”

means personal data as defined in Section 1 (1) of the DPA and Article 4 (2) of the GDPR, which is supplied to the Contractor by the Authority or obtained by the Contractor in the course of performing the Services.

“Subject Access Request”

means a request for Personal Data falling within the provisions of Section 7 of the DPA and Article 15 of the GDPR



2.	Resolution of Inconsistency

2.1	The Contractor shall immediately upon becoming aware of the same notify the Authority of any inconsistency between its practices and the provisions of Information Legislation, including related regulation, standards, guidance and policies applicable under this Schedule and compliance statements made by the Contractor during the contract procurement process 



2.2	Where notified or it otherwise becomes aware of inconsistency the Authority, as soon as practicable, shall advise the Contractor which provision the Contractor shall be required to comply with (but not so as to place the Contractor in breach of any Legislation) by means of an Action Plan which:

2.2.1	specifies the inconsistency and articulates the resulting risks posed to the Authority’s compliance with legislation

2.2.2	explains how the requirement to resolve the inconsistency meets the contractual requirements and the statements of compliance made during the tender process 

2.2.3	specifies the time period which in the Authority’s opinion is reasonable in which to resolve the inconsistency  

2.2.4	explains the means by which the Authority intends to satisfy itself that the inconsistency is resolved and specifies the steps the Contractor is required to take to facilitate any assessment

2.2.5	takes into account the opinion of the Contractor on the level of resource required to resolve the inconsistency

2.3	Where inconsistencies are not resolved within the expectations set out in paragraph 2.2, the Authority may use the dispute resolution provisions of this contract 



3.	Protection of Information 

3.1	The Contractor acknowledges that the confidentiality, integrity and availability of Information and on the security provided in relation to Information is a material element of this Agreement.



3.2	The Contractor shall and shall at all times provide a level of security which:

3.2.1	is in accordance with Legislation and this Contract

3.2.2	is in accordance with compliance regimes representing Good Industry Practice which the Authority may specify 

3.2.3	complies with the Information Policy Requirements; and

3.2.3	meets any specific security threats identified from time to time by the Authority



3.3	The Contractor shall ensure that it provides comparable technical and policy coverage of security to Information as if it were being processed directly by the Authority.  This shall include but not limited to the following:

3.3.1	All mobile storage systems and hardware shall be encrypted to at least industry standards.

3.3.2	All employees shall be appropriately vetted before use in the services which are the subject of this Agreement.

3.3.3	All employees shall receive adequate information governance training which shall be annually refreshed.

3.3.4	All buildings and physical environments shall be subject to appropriate physical security and protection. 

3.3.5	When handling NHS data, the Contractor shall apply Safe Haven usage to at least NHS standard and comply with the requirements of the Caldicott Principles.

3.3.6	The Contractor shall permit access to Information by employees of the Authority only as may be specifically designated by the Authority.

3.3.7	The Contractor shall securely destroy all Information provided or created under this Agreement and no longer required to be retained in accordance with this Agreement.

3.4	The Contractor will have in place fully tested and effective disaster recovery and business continuity plans.

3.5	The Contractor shall observe the following principles when handling personal data for the purpose of carrying out the Contractor’s obligations under this Agreement.

3.5.1	Every proposed processing of Personal Data within or outside the contractor’s organisation should be clearly defined and regularly risk assessed and approved by an appropriate information governance role holder.

3.5.2.	Personal Data must not be processed unless it is absolutely necessary.  Personal Data should not be used unless there is no alternative.

3.5.3	The minimum necessary Personal Data is to be used.  Where use of Personal Data is considered necessary, each individual item of information should be justified with the aim of reducing the need for processing personally identifiable information.

3.5.4	Access to Personal Data should be on a strict need to know basis. Employees should only have access to the data that they need to see, and should only receive the access and functionality permissions required to undertake their roles

3.5.5	The Contractor must ensure that its employees are aware of their responsibility to comply with the common law duty of confidentiality. 

3.5.6	All persons handling Personal Data must understand and comply with the DPA.  All processing of Personal Data must be lawful.

3.6	Any Information received by the Contractor from the Authority under this Agreement or generated by the Contractor pursuant to this Agreement shall remain at all times the property of the Authority.  It shall be identified, clearly marked and recorded as such by the Contractor on all media and in all documentation.

3.7	The Contractor shall not, save as required by this Agreement, without the prior written consent of the Authority disclose to any other person any Information provided by the Authority under this Agreement. 

3.8	The Contractor shall advise the Authority of any intention to procure the services of any other agent or subcontractor in connection with this Agreement and shall pay due regard to any representations by the Authority in response, or obtain the express consent of the Authority for arrangements where Personal Data may be processed.

3.9	The Contractor shall observe and comply with the Authority’s security classification/ protective marking scheme as defined within its Information Policy Requirements

3.10	The Contractor shall take all necessary precautions to ensure that all Information obtained from the Authority under or in connection with this Agreement, is given only to such of the Contractor’s employees and professional advisors or consultants engaged to advise the Contractor in connection with this Agreement as is strictly necessary for the performance of this Agreement, and is treated as confidential and not disclosed (without prior written approval) or used by any such employees or such professional advisors or consultants otherwise than for the purposes of this Agreement.

3.11	The Contractor shall not use any Information it receives from the Authority otherwise than for the purposes of this Agreement.

3.12	With regard to Authority Data:

3.12.1	The Contractor shall not delete or remove any proprietary notices contained within or relating to the Authority Data.

3.12.2	The Contractor shall not store, copy, disclose, or use the Authority Data except as necessary for the performance by the Contractor of its obligations under this Agreement or as otherwise expressly authorised in writing by the Authority.

3.12.3.	To the extent that Authority Data is held and/or processed by the Contractor, the Contractor shall supply that Authority Data to the Authority as requested by the Authority in the format specified in the Information Assets Register as set out in Schedule 2 (Goods and/or Services Specification).

3.12.4.	The Contractor shall take responsibility for preserving the integrity of Authority Data and preventing the corruption or loss of Authority Data 

3.12.5	The Contractor shall perform secure back-ups of all Authority Data and shall ensure that up-to-date back-ups are stored off-site in accordance with the Business Continuity and Disaster Recovery Plan. The Contractor shall ensure that such back-ups are available to the Authority at all times upon request and are delivered to the Authority at no less than monthly intervals.

3.12.6	The Contractor shall ensure that any system on which the Contractor holds any Authority Data, including back-up data, is a secure system that complies with the Authority’s Information Policy Requirements

3.12.7	If the Authority Data is corrupted, lost or sufficiently degraded as a result of the Contractor's Default so as to be unusable, the Authority may:

3.12.7.1	require the Contractor (at the Contractor's expense) to restore or procure the restoration of Authority Data in full and in not later than three Days (subject to any agreed business continuity and disaster recovery plan); and/or

3.12.7.2	in default thereof itself restore or procure the restoration of Authority Data, and shall be repaid by the Contractor any reasonable expenses incurred in doing so.

3.12.8	If at any time the Contractor suspects or has reason to believe that Authority Data has or may become corrupted, lost or sufficiently degraded in any way for any reason, then the Contractor shall notify the Authority immediately and inform the Authority of the remedial action the Contractor proposes to take.



4.	Data Protection

4.1	The Authority is and will remain the Data Controller in relation to the personal information processed under this Agreement, and that the Contractor will act as Data Processor with respect to such personal information. As such, the Contractor must follow the direction of the Authority as to how Personal Data is processed.

4.2	All Personal Data acquired by the Contractor from the Authority shall only be used for the purposes of this Agreement and shall not be further processed or disclosed without the prior written consent of the Authority.

4.3	The Contractor shall comply with the GDPR requirements with regard to appointing a Data Protection Officer

4.4 	The Contractor warrants that it has given appropriate notification under the DPA under registration number [number] to undertake the subject matter of this Agreement. 

4.5	The Contractor shall comply with all relevant codes of practice issued under the DPA (and GDPR when in force)

4.6	The Contractor shall assist the Authority in safeguarding the legal rights of the data subject 

4.7 	The Contractor will have in place at all times appropriate technical and organisational security measures to safeguard Authority Data in compliance with DPA and National Cyber Security Centre (NSNC) guidance.  

4.8	The Contractor shall indemnify the Authority against loss, destruction or processing contrary to the DPA by itself, its employees, contractors or agents.

4.9	The Contractor shall ensure the reliability and training of all its relevant employees to ensure awareness of and compliance with the Contractor’s obligations under the DPA.

4.10	The Authority shall respond to all Subject Access Requests (SAR), whether received by the Contractor or the Authority, and therefore the Contractor shall provide to the Authority the personal data requested by the Data Subject (as defined in the DPA) within 10 working days of receipt of instruction by the Authority for supply of the data.

4.11	The Contractor shall immediately notify a senior manager within the Authority if it receives:

4.9.1	a request from any person whose Personal Data it holds to access his Personal Data; or

4.9.2	a complaint or request relating to the Authority’s obligations under the DPA 

4.12	The Contractor will assist and co-operate with the Authority in relation to any complaint or request received, including:

4.10.1	providing full details of the complaint or request;

4.10.2	providing the Authority with any information relating to a SAR within 10 working days of receipt of the request;

4.10.3	promptly providing the Service Manager with any Personal Data and other information requested by him.

4.13	In addition to the obligation undertaken in paragraph 4.4.8, the Contractor shall not further process information outside of the EEA as defined by the DPA without full prior written consent from the Authority.

4.14 	The Contractor shall cooperate with Data Protection Compliance Audits as and when requested.

4.15	The Contractor shall comply with GDPR requirements for maintaining accurate, current and comprehensive Records of Processing



5.      Caldicott Principles

5.1. The Contractor must also observe the Caldicott Principles when processing health and/or social care data, which are set out below.

1. Justify the purpose(s) 

Every proposed use or transfer of personal confidential data within or from an organisation should be clearly defined, scrutinised and documented, with continuing uses regularly reviewed, by an appropriate guardian. 

2. Don’t use personal confidential data unless it is absolutely necessary 

Personal confidential data items should not be included unless it is essential for the specified purpose(s) of that flow. The need for patients to be identified should be considered at each stage of satisfying the purpose(s). 

3. Use the minimum necessary personal confidential data 

Where use of personal confidential data is considered to be essential, the inclusion of each discrete item of data should be considered and justified so that the minimum amount of personal confidential data is transferred or accessible as is necessary for a given function.

 4. Access to personal confidential data should be on a strict need-to-know basis 

Only those individuals who need access to personal confidential data should have access to it, and they should only have access to the data items that they need to see. This may mean introducing access controls or splitting data flows where one data flow is used for several purposes. 

5. Everyone with access to personal confidential data should be aware of their responsibilities 

Action should be taken to ensure that those handling personal confidential data — both clinical and non-clinical employees — are made fully aware of their responsibilities and obligations to respect patient confidentiality. 

6. Comply with the law 

Every use of personal confidential data must be lawful. Someone in each organisation handling personal confidential data should be responsible for ensuring that the organisation complies with legal requirements. 

7. The duty to share information can be as important as the duty to protect patient confidentiality. 

Health and social care professionals should have the confidence to share information in the best interests of their patients within the framework set out by these principles. They should be supported by the policies of their employers, regulators and professional bodies. 





6.	The FOIA and the EIR

6.1	The Authority is subject to the provisions of the FOIA and the EIR and the Contractor shall assist the Authority (at the Contractor’s expense) to enable the Authority to comply with these Acts. The Contractor acknowledges that the Authority may be obliged to disclose Information relating to this Agreement.  Notwithstanding any other term of this Agreement, the Contractor hereby gives its consent for the Authority to publish this Agreement in its entirety, including from time to time agreed changes to the Agreement, to the general public in whatever form the Authority decides.

6.2	The Contractor must transfer any request for information under FOIA and EIR to the Authority as soon as practicable after receipt and in any event within 2 working days of receipt.

6.3	Where the Authority so requires for the purpose of compliance with the Information Legislation, the Contractor shall provide the Authority with a copy of all Information in its possession or power, in the form that the Authority requires, within 10 working days (or such other reasonable period as the Authority may specify) of the Authority requesting the Information

6.4	Without prejudice to paragraph 5.6 and subject to paragraph 5.8 below, where the Contractor believes the disclosure of information would prejudice its commercial interests or constitute an actionable breach of confidentiality, the Authority shall consider any case made where it is provided within 10 working days (or such other reasonable period as the Authority may specify) of the Authority requesting the Information

6.5	The Contractor shall provide all necessary assistance as requested by the Authority under paragraph 5.3 above so as to enable the Authority to respond to a request for information within the time for compliance set out in section 10 of the FOIA or regulation 5 of the EIR.

6.6	As between the parties, the Authority will determine at its absolute discretion whether any information is exempt from disclosure in accordance with the provisions of the FOIA or the EIR.

6.7	In no event will the Contractor respond directly to a request for information unless expressly authorised to do so by the Authority save to acknowledge receipt (if so requested by the Authority).  

6.8	The Contractor acknowledges that the Authority may be obliged under the FOIA or the EIR to disclose Information without consulting with the Contractor, or following consultation with the Contractor and having taken its views into account.

6.9	The Contractor must ensure that all Information produced in the course of this Agreement or relating to this Agreement is retained for disclosure in line with the Authority’s policy on information retention periods and must permit the Authority to inspect such records as requested from time to time. 

6.10	The Contractor acknowledges that any lists or schedules provided by it outlining Confidential Information are of indicative value only and that the Authority may nevertheless be obliged to disclose Confidential Information.



7.	Disclosures by the Authority

7.1	Nothing in this Agreement shall prevent the Authority disclosing any Information:

7.1.1	for the purpose of the examination and certification of the Authority’s accounts; or

7.1.2	any examination pursuant to Section 6 (1) of the National Audit Act 1983 of the economy, efficiency and effectiveness with which the Authority has used its resources; or

7.1.3	to any government department or any other contracting authority (as defined in The Public Contracts Regulations 2006).  All government departments or contracting authorities receiving such Confidential Information shall be entitled to further disclose the Confidential Information to other government departments or other contracting authorities on the basis that the information is confidential and is not to be disclosed to a Contractor which is not part of any government department or any contracting authority; or

7.1.4	to any person engaged in providing any services to the Authority for any purpose relating to or ancillary to this Agreement provided that in disclosing information the Authority discloses only the information which is necessary for the purpose concerned and requires that the information is treated in confidence and that a confidentiality undertaking is given where appropriate.



8.	Accessibility of Data

Where the Contractor is undertaking work on behalf of the Authority to develop new systems, practices or documentation in processing of data, the Contractor shall ensure that there remains the ability to extract data in a format accessible to and useable by the Authority (with regard to paragraph 10.3) supported by an Impact Assessment which is approved by the Authority.



9.	Know-how

Nothing in this Agreement shall prevent either party from using any techniques, ideas or know-how gained during the performance of this Agreement in the course of its normal business, to the extent that this does not result in a disclosure of Information the subject of this Agreement.



10.	Information Breaches

10.1	The Contractor shall ensure all losses or breaches of security or information are reported to the Authority within 1 working day whether actual, potential or attempted.

10.2	The Contractor will ensure all breaches are internally investigated, and appropriate remedial action taken, along with supporting the Authority and the Information Commissioner’s Office in any investigation by it. A copy of the investigation report must be provided to the Authority.

10.3	The Contractor will immediately take all reasonable steps to remedy such breaches and to protect the integrity of both parties against any actual, potential or attempted breach or threat and any equivalent attempted breach in the future.



11.	Breach, termination and continuance

11.1	The Contractor shall indemnify the Authority for any breach of the requirements of this schedule which renders the Authority liable for any costs, fines, claims or expenses under Legislation howsoever arising.

11.2	Failure on the part of the Contractor to comply with the provisions of this schedule shall amount to a breach of this contract and shall give the Authority the right to exercise any and all of the remedies in this contract and recover all costs incurred as a  consequence of the Contractor’s breach.

11.3	On termination of this Agreement howsoever arising the Contractor shall when directed to do so by the Authority, and instruct all its agents and subcontractors to:

11.3.1	transfer to the Authority the whole or any part of the Personal Data and other Information received or acquired by the Contractor for the purposes of or in the course of the delivery of the services the subject of this Agreement; and

11.3.2	ensure that such a transfer is made securely in a manner specified by the Authority and the data complies with the requirement at paragraph 7; and

11.3.3	securely destroy or erase the whole or any part of such Personal Data and other Information retained by the Contractor and provide to the Authority such proof of destruction as the Authority may reasonably specify.

11.4	The provisions of this paragraph shall continue in effect notwithstanding termination of this Agreement.
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1. [bookmark: _Toc483228178] Introduction



1.1. [bookmark: _Toc436663326][bookmark: _Toc436730987][bookmark: _Toc437270703][bookmark: _Toc447553131][bookmark: _Toc447553304][bookmark: _Toc457249043][bookmark: _Toc458370754][bookmark: _Toc483228179]Where information is processed by third parties on behalf of the Organisation, it retains responsibility to ensure that information is processed according to the law and to ensure efficient service delivery. To achieve this the following controls must be in place; managed by suppliers and monitored by our commissioners and contract managers

1.2. [bookmark: _Toc437270704][bookmark: _Toc447553132][bookmark: _Toc447553305][bookmark: _Toc457249044][bookmark: _Toc458370755][bookmark: _Toc483228180]These requirements are applicable to private sector companies under contract to deliver services to us and forms part of the contractual requirements.

1.3. [bookmark: _Toc437270705][bookmark: _Toc447553133][bookmark: _Toc447553306][bookmark: _Toc457249045][bookmark: _Toc458370756][bookmark: _Toc483228181]Where a Supplier is engaged with us and a contract or support agreement predates and does not in our opinion cover these requirements, then upon approval, completion of the Compliance Agreement (Appendix E) will provide the necessary additional assurance.

2. [bookmark: _Toc458370757][bookmark: _Toc483228182]Requirements



2.1. [bookmark: _Toc458370758][bookmark: _Toc483228183]Information Security Incident Process

2.1.1. [bookmark: _Toc436663329][bookmark: _Toc436730990][bookmark: _Toc437270708][bookmark: _Toc447553136][bookmark: _Toc447553309][bookmark: _Toc457249048][bookmark: _Toc458370759][bookmark: _Toc483228184]The Supplier must have processes in place to capture and manage incidents of breaching the policy requirements set out in this document. (See Appendix A for types of incident). This includes incident management plans which are tested and reviewed, and appropriate training to incident managers.

2.1.2. [bookmark: _Toc436663330][bookmark: _Toc436730991][bookmark: _Toc437270709][bookmark: _Toc447553137][bookmark: _Toc447553310][bookmark: _Toc457249049][bookmark: _Toc458370760][bookmark: _Toc483228185]The Supplier must have processes in place which analyse trends in breaches which have occurred, and use this data to inform policy reviews, implementation of appropriate controls, targeted training and communications to employees.

2.1.3. [bookmark: _Toc436663331][bookmark: _Toc436730992][bookmark: _Toc437270710][bookmark: _Toc447553138][bookmark: _Toc447553311][bookmark: _Toc457249050][bookmark: _Toc458370761][bookmark: _Toc483228186]Where regular performance reporting is required by us, the Supplier must provide security incident statistical data. Detailed incident management evidence must be supplied on demand. 

2.1.4. [bookmark: _Toc436663332][bookmark: _Toc436730993][bookmark: _Toc437270711][bookmark: _Toc447553139][bookmark: _Toc447553312][bookmark: _Toc457249051][bookmark: _Toc458370762][bookmark: _Toc483228187]The Supplier must notify all incidents to their Commissioner or Relationship Manager for formal notification to us as soon as they are identified and must update us on the investigation progress and final resolution as directed. Criminal incidents must be reported to law enforcement.

2.1.5. [bookmark: _Toc458370763][bookmark: _Toc483228188]The supplier must meet the requirements of Appendix D (Incident Management)   





2.2. [bookmark: _Toc458370764][bookmark: _Toc483228189]Risk management

2.2.1. [bookmark: _Toc458370765][bookmark: _Toc483228190]The supplier must enable and support risk management across the organisation.  This includes meeting the requirements of Appendix D (Risk Management)   

   

2.3. [bookmark: _Toc458370766][bookmark: _Toc483228191]Information Governance and IT Security Training

2.3.1. [bookmark: _Toc436663334][bookmark: _Toc436730995][bookmark: _Toc437270713][bookmark: _Toc447553141][bookmark: _Toc447553314][bookmark: _Toc457249053][bookmark: _Toc458370767][bookmark: _Toc483228192]The Supplier must ensure that its employees who process our data are aware of these policy requirements and any additional agreed procedures.

2.3.2. [bookmark: _Toc436663335][bookmark: _Toc436730996][bookmark: _Toc437270714][bookmark: _Toc447553142][bookmark: _Toc447553315][bookmark: _Toc457249054][bookmark: _Toc458370768][bookmark: _Toc483228193]The Supplier must ensure that its employees receive:

2.3.2.1. [bookmark: _Toc436663336][bookmark: _Toc436730997][bookmark: _Toc437270715][bookmark: _Toc447553143][bookmark: _Toc447553316][bookmark: _Toc457249055][bookmark: _Toc458370769][bookmark: _Toc483228194]An appropriate level of training before they process our data (e.g. induction training which includes relevant Information Governance guidance)

2.3.2.2. [bookmark: _Toc436663337][bookmark: _Toc436730998][bookmark: _Toc437270716][bookmark: _Toc447553144][bookmark: _Toc447553317][bookmark: _Toc457249056][bookmark: _Toc458370770][bookmark: _Toc483228195]A level of training appropriate to their roles and responsibilities

2.3.2.3. [bookmark: _Toc436663338][bookmark: _Toc436730999][bookmark: _Toc437270717][bookmark: _Toc447553145][bookmark: _Toc447553318][bookmark: _Toc457249057][bookmark: _Toc458370771][bookmark: _Toc483228196]Refresher training at an appropriate frequency during the course of their employment, but at least annually.

2.4. [bookmark: _Toc458370772][bookmark: _Toc483228197]Home and Mobile Working

2.4.1. [bookmark: _Toc458370773][bookmark: _Toc483228198]The Supplier must assess the risks presented by this type of working and determine (and document) what their mobile working policy is.  This includes meeting the requirements of Appendix D (Home and Mobile working

2.5. [bookmark: _Toc458370774][bookmark: _Toc483228199]Requests for Information

2.5.1. [bookmark: _Toc436663340][bookmark: _Toc436731001][bookmark: _Toc437270719][bookmark: _Toc447553147][bookmark: _Toc447553320][bookmark: _Toc457249059][bookmark: _Toc458370775][bookmark: _Toc483228200] The Supplier must disclose to us any information it holds on behalf of the Organisation in response to a statutory request for information, audits, formal complaints and routine enquiries. 

2.5.2. [bookmark: _Toc436663341][bookmark: _Toc436731002][bookmark: _Toc437270720][bookmark: _Toc447553148][bookmark: _Toc447553321][bookmark: _Toc457249060][bookmark: _Toc458370776][bookmark: _Toc483228201]Provision of information and position statements to us regarding potential exemptions to rights of disclosure for statutory requests must be supported within the relevant timescales of the Freedom of Information Act (2000), the Environmental Information Regulations (2004) and the Data Protection Act (1998).

2.6. [bookmark: _Toc458370777][bookmark: _Toc483228202]Privacy Management

2.6.1. [bookmark: _Toc437270722][bookmark: _Toc447553150][bookmark: _Toc447553323][bookmark: _Toc457249062][bookmark: _Toc458370778][bookmark: _Toc483228203][bookmark: _Toc436663343][bookmark: _Toc436731004]The Organisation is the Data Controller and the Supplier is the Data Processor for any personal data managed by the Supplier on our behalf.

2.6.2. [bookmark: _Toc437270723][bookmark: _Toc447553151][bookmark: _Toc447553324][bookmark: _Toc457249063][bookmark: _Toc458370779][bookmark: _Toc483228204]The Supplier must complete initial registration and an annual notification of personal data processed with the Information Commissioner’s Office 

2.6.3. [bookmark: _Toc437270724][bookmark: _Toc447553152][bookmark: _Toc447553325][bookmark: _Toc457249064][bookmark: _Toc458370780][bookmark: _Toc483228205]The Supplier must take appropriate steps to safeguard the privacy of our Service Users and only process personal data held on behalf of us within the conditions of consent or necessity agreed.

2.6.4. [bookmark: _Toc436663344][bookmark: _Toc436731005][bookmark: _Toc437270725][bookmark: _Toc447553153][bookmark: _Toc447553326][bookmark: _Toc457249065][bookmark: _Toc458370781][bookmark: _Toc483228206]When collecting personal data from service users directly, we must approve the relevant Privacy Notice and the Supplier must comply with the Notice’s conditions. The minimum necessary personal data must be processed, and all processing must be justified, necessary and comply with the Data Protection principles.

2.6.5. [bookmark: _Toc436663345][bookmark: _Toc436731006][bookmark: _Toc437270726][bookmark: _Toc447553154][bookmark: _Toc447553327][bookmark: _Toc457249066][bookmark: _Toc458370782][bookmark: _Toc483228207]The Supplier must refer all directly-received requests for access or amendments to personal data held on our behalf for approval, unless there is an agreed process in place to manage this.

2.6.6. [bookmark: _Toc436663346][bookmark: _Toc436731007][bookmark: _Toc437270727][bookmark: _Toc447553155][bookmark: _Toc447553328][bookmark: _Toc457249067][bookmark: _Toc458370783][bookmark: _Toc483228208]Where the supplier proposes to create a new or amend an existing system/ process affecting the processing of personal data, the proposal must be referred to us for Privacy Impact Assessment (PIA) and approval.

2.7. [bookmark: _Toc458370784][bookmark: _Toc483228209]Physical Security

2.7.1. [bookmark: _Toc436663348][bookmark: _Toc436731009][bookmark: _Toc437270729][bookmark: _Toc447553157][bookmark: _Toc447553330][bookmark: _Toc458370785][bookmark: _Toc483228210]Use of Our Premises:

[bookmark: _Toc436663349]

2.7.1.1. [bookmark: _Toc436731010][bookmark: _Toc437270730][bookmark: _Toc447553158][bookmark: _Toc447553331][bookmark: _Toc457249070][bookmark: _Toc458370786][bookmark: _Toc483228211]Where the Supplier’s employees are based in or utilise our premises, the Supplier must ensure that employees comply with our physical security policy (see Appendix B)

2.7.1.2. [bookmark: _Toc436663350][bookmark: _Toc436731011][bookmark: _Toc437270731][bookmark: _Toc447553159][bookmark: _Toc447553332][bookmark: _Toc457249071][bookmark: _Toc458370787][bookmark: _Toc483228212]The Supplier must comply with requests from us to supply monthly data of those employees who it approves to hold our ID Cards. Such data must be sufficient to identify individual employees to manage their card entitlement.

[bookmark: _Toc436663351]

2.7.2. [bookmark: _Toc436731012][bookmark: _Toc437270732][bookmark: _Toc447553160][bookmark: _Toc447553333][bookmark: _Toc458370788][bookmark: _Toc483228213]Use of other Premises:

[bookmark: _Toc436663352]

2.7.2.1. [bookmark: _Toc436731013][bookmark: _Toc437270733][bookmark: _Toc447553161][bookmark: _Toc447553334][bookmark: _Toc457249073][bookmark: _Toc458370789][bookmark: _Toc483228214]The Supplier must ensure that premises (and dedicated areas where our data is stored within premises) are protected against unauthorised entry and theft of or damage to our data.

2.7.2.2. [bookmark: _Toc436663353][bookmark: _Toc436731014][bookmark: _Toc437270734][bookmark: _Toc447553162][bookmark: _Toc447553335][bookmark: _Toc457249074][bookmark: _Toc458370790][bookmark: _Toc483228215]Access to building entry keys and keys which secure rooms or storage equipment must be controlled and possession recorded. 

2.7.2.3. [bookmark: _Toc436663354][bookmark: _Toc436731015][bookmark: _Toc437270735][bookmark: _Toc447553163][bookmark: _Toc447553336][bookmark: _Toc457249075][bookmark: _Toc458370791][bookmark: _Toc483228216]The Supplier must regularly change access codes and change relevant codes immediately when a member of staff leaves its employment. 



2.8. [bookmark: _Toc458370792][bookmark: _Toc483228217]Secure Handling of Information

2.8.1. [bookmark: _Toc458370793][bookmark: _Toc483228218]Confidentiality

2.8.1.1. The Supplier must ensure that its employees maintain the confidentiality of all our data to which they have access.

2.8.1.2. The Supplier must not share our data with third parties unless with our explicit permission, unless subject to a Court Order or other valid legal requirement to disclose, and having advised and consulted us regarding the request prior to disclosure. 

2.8.2. [bookmark: _Toc437270738][bookmark: _Toc458370794][bookmark: _Toc483228219]Sub-Contracting of Services



2.8.2.1. [bookmark: _Toc436731019][bookmark: _Toc437270739][bookmark: _Toc447553167][bookmark: _Toc447553340][bookmark: _Toc457249079][bookmark: _Toc458370795][bookmark: _Toc483228220]Where we approve the sub-contracting of elements of service delivery to other parties, it is the Supplier’s responsibility to ensure that these policy requirements are met in full by the other parties, and that we are made aware of all parties in the supply-chain processing our data.

2.8.2.2. [bookmark: _Toc437270740][bookmark: _Toc447553168][bookmark: _Toc447553341][bookmark: _Toc457249080][bookmark: _Toc458370796][bookmark: _Toc483228221]Sub-contracting in the context of this document is where the main Supplier gives access to our data to another Supplier with which it has a contract or agreement. Where Personal Data is being processed in this way, all Data Processors must comply with the Data Protection Act 



2.8.3. [bookmark: _Toc458370797][bookmark: _Toc483228222]Security Classification

2.8.3.1. We comply with the Government Security Classifications Policy (GSCP). All information processed by us falls within the category of ‘OFFICIAL’, with some data falling within the caveat ‘OFFICIAL-SENSITIVE’.

2.8.3.2. Suppliers must comply with this classification scheme when processing information on our behalf (See Appendix C)



2.8.4. [bookmark: _Toc458370798][bookmark: _Toc483228223]Disposal of Data

2.8.4.1. Where the Supplier has the Authority to dispose of our data in accordance with Retention Policy (see 2.8.2) or by virtue of any additional agreement, the data must be disposed of by methods appropriate to its security classification (see 2.6.1 and Appendix C).

2.8.4.2. Destruction processes must ensure that the data is kept secure from disclosure to unauthorised persons until and during destruction, and that the data cannot be reconstituted after the destruction process.

2.8.4.3. It is the Supplier’s responsibility to ensure these standards of destruction are met by any third party engaged by the Supplier to destroy our data.

2.8.5. [bookmark: _Toc458370799][bookmark: _Toc483228224]Equipment Security

2.8.5.1. Devices Accessing our Data (desktops, laptops, tablets, mobile phones etc.): 

· Users must ensure that all security functions are enabled on portable equipment, such as pin codes and password access

· Users must not access our data on devices that are not subject to the Supplier’s technical security management, or where other appropriate controls agreed by us are in place.

· Devices must not be shared unless there is a facility for users to access data using their own account credentials known only to individual users. 

· Equipment must be switched off or ‘locked’ after an appropriate period of inactivity and require a password to re-access.

· When stored in office space, laptops must be secured with lock devices or in lockable storage to prevent theft

· When laptops are used in users’ homes, they must be protected from use by any unauthorised persons (i.e. anyone other than the employee), and must be stored out of sight when not in use to prevent theft.

· When laptops are being transported they must not be left unattended, kept out of sight when not being used, and (where available) stored in secure transportation equipment such as a code-lock case.

· Employees must return devices to the Supplier when their employment ends or their role no longer entitles them to such equipment. 

· [bookmark: _Toc436663359][bookmark: _Toc436731023]Employees must not take devices abroad unless a) there is a strong business need approved by the Supplier’s governance processes and by us, and b) there are sufficient security controls in place on the device to allow its use without exposing our data to malicious activity or unauthorised disclosure.

· Users must report lost or stolen equipment to the Supplier immediately and where any of our data is at risk the loss must be handled as a Security Incident (see 2.1)

2.8.6. [bookmark: _Toc458370800][bookmark: _Toc483228225]Asset Management (Hardware)

2.8.6.1. A register must be maintained of the physical hardware items which the Supplier uses to access our data. Assets must be uniquely identified, have an identified custodian, and have up to date details of versions of security software installed.

2.8.6.2. The register must be promptly updated for new and decommissioned items, change of custodian and security software so that it remains current.

2.8.7. [bookmark: _Toc458370801][bookmark: _Toc483228226]Removable Storage Media

2.8.7.1. Removable storage media refers to USB drives, CDs, DVDs, secure digital cards and devices which permit the storage of data on memory cards, but also refers to hard-copy such as paper files.

2.8.7.2. Where we have consented to the use of removable media, the Supplier must encrypt to an appropriate level any device storing our digital data that would cause damage or distress if it were lost or stolen. 

2.8.7.3. Ensure that the level of security applied to office-located devices is applied to our data on removable media being used away from the office. 

2.8.7.4. Personal data must only be held on removable digital media for transfer purposes and must be deleted once copied to its formal storage location. 

2.8.7.5. Paper records must be stored in lockable equipment or dedicated rooms with access to keys or codes managed (see 2.5.2.2.). Such accommodation must include appropriate protection against fire and flood.

2.8.7.6. Paper filing systems must be well maintained, using clear, logical and consistent referencing and kept in good condition to support identification and retrieval.

2.8.7.7. When paper records are being transported they must not be left unattended, kept out of sight when not being used, and (where available) stored in secure transportation equipment such as a code-lock case, separate from our electronic equipment.

2.8.7.8. Where paper records contain our Official-Sensitive data, removing them from storage must be a logged activity, with manager approval or a managed process which authorises removal in clearly described circumstances.

2.8.7.9. Where paper records are in the custody of a third party storage provider, this is a sub-contracting arrangement and 2.6.2.1. above applies. The Supplier must ensure that detailed inventories are maintained to ensure the effective identification and retrieval of individual files and that storage and transfer processes offer appropriate levels of security to the security classification of the data.

2.8.7.10. The supplier must maintain a removable media policy for the storage of information that:

· Controls access to, and the use of removal media.

· Limits the type of media that can be used, 

· Defines user permissions, and the information types that can be stored. 

· Ensures that all clients and hosts automatically scan removable media for malware before first use, and any subsequent data transfer takes place

Note: More technical control details can be found in Appendix D (Secure Configuration)

2.8.8. [bookmark: _Toc458370802][bookmark: _Toc483228227]Acceptable Personal Use

2.8.8.1. Where information facilities (such as email) can be used to access our data, but can also be used for personal purposes, the Supplier must:

· Have a clear policy on what constitutes acceptable personal use, and

· Communicate this to employees   

2.8.8.2. Where such use is permitted, the Supplier must ensure that activity can be evidenced in the event of our data being misused in breach of 2.6.8.1.

2.9. [bookmark: _Toc458370803][bookmark: _Toc483228228]Secure Use of Information Technology

2.9.1. [bookmark: _Toc458370804][bookmark: _Toc483228229]Cyber-Essentials and the 10 Steps to Cyber Security



2.9.1.1. [bookmark: _Toc458370805][bookmark: _Toc483228230][bookmark: _Toc447553350][bookmark: _Toc457249089]The Supplier must comply with the requirements of the UK Government’s Cyber-essentials scheme.  There are two levels of badges organisations can apply for:  Cyber Essentials and Cyber Essentials Plus (includes external annual assessment).  The sensitivity and criticality of information the supplier will process will dictate the badge we requires the supplier to have been awarded.  The requirements of Cyber Essentials form the baseline security provision of the technology environment in which our data will be processed.

2.9.1.2. [bookmark: _Toc458370806][bookmark: _Toc483228231]The supplier must comply with the requirements of the UK Governments “10 Steps To Cyber Security” publication.  As well as containing similar technical controls to the Cyber Essentials scheme, it includes some important non-technical control requirements, such as Risk Management for example.

Appendix D contains a summary of controls found in Cyber Essentials and the “10 Steps To Cyber Security” publication.  Please read this to find out what controls must be in place and adhered to.



2.9.2. [bookmark: _Toc458370807][bookmark: _Toc483228232]Access Control / Managing User Privileges 

2.9.2.1. [bookmark: _Toc458370808][bookmark: _Toc483228233]The Supplier must restrict access to its IT network, and any systems where our data is held, to its authorised employees

2.9.2.2. Each user must have their own username and password and credentials must never be shared

2.9.2.3. [bookmark: _Toc458370809][bookmark: _Toc483228234]Password strength must conform to the following standard: 

· [bookmark: _Toc458370810][bookmark: _Toc483228235]A minimum number of characters in length (e.g. eight characters); 

· [bookmark: _Toc458370811][bookmark: _Toc483228236]Differs from the associated username; 

· [bookmark: _Toc458370812][bookmark: _Toc483228237]Contains no more than two identical characters in a row; 

· [bookmark: _Toc458370813][bookmark: _Toc483228238]Is not a dictionary word; 

· [bookmark: _Toc458370814][bookmark: _Toc483228239]Includes a mixture of numeric and alpha characters; 

· [bookmark: _Toc458370815][bookmark: _Toc483228240]Has not been reused within a predetermined period of time (e.g. six months);

· [bookmark: _Toc458370816][bookmark: _Toc483228241]Must not have been used for another account;

2.9.2.4. Employees must only have access to the information and user privileges they need to do their job 

2.9.2.5. [bookmark: _Toc458370817][bookmark: _Toc483228242]Networks and systems must enforce regular password changes and limit the number of failed login attempts before denying access

2.9.2.6. [bookmark: _Toc458370818][bookmark: _Toc483228243]Where employees leave, or when they change to a role which no longer requires access or when access credentials have been compromised, the Supplier must:

· [bookmark: _Toc458370819][bookmark: _Toc483228244](Where we control access to systems) promptly inform our relevant Manager to allow accounts and permissions to be managed accordingly

· [bookmark: _Toc458370820][bookmark: _Toc483228245](Where the Supplier controls access to systems) take prompt action to ensure the accounts are managed accordingly

2.9.2.7. The Supplier must limit the number of privileged accounts for roles such as system or database administrators

2.9.2.8. [bookmark: _Toc447553366][bookmark: _Toc457249107][bookmark: _Toc458370821][bookmark: _Toc483228246]Access by additional parties must be: 

· [bookmark: _Toc447553367][bookmark: _Toc457249108][bookmark: _Toc458370822][bookmark: _Toc483228247]For purposes approved by us

· [bookmark: _Toc447553368][bookmark: _Toc457249109][bookmark: _Toc458370823][bookmark: _Toc483228248]Limited to fulfilling those purposes

· [bookmark: _Toc447553369][bookmark: _Toc457249110][bookmark: _Toc458370824][bookmark: _Toc483228249]Time-limited

· [bookmark: _Toc447553370][bookmark: _Toc457249111][bookmark: _Toc458370825][bookmark: _Toc483228250]Supported by commitments from those parties to safeguard our data 

· [bookmark: _Toc447553371][bookmark: _Toc457249112][bookmark: _Toc458370826][bookmark: _Toc483228251]Documented and auditable

· [bookmark: _Toc447553372][bookmark: _Toc457249113][bookmark: _Toc458370827][bookmark: _Toc483228252]Closely monitored 

2.9.2.9. [bookmark: _Toc458370828][bookmark: _Toc483228253]The supplier must have the controls specified in Appendix D (Access Control / Managing User Privileges) in place and adhere to them



2.9.3. [bookmark: _Toc458370829][bookmark: _Toc483228254]Monitoring

2.9.3.1. [bookmark: _Toc458370830][bookmark: _Toc483228255]The supplier must establish a monitoring strategy and supporting policies.  This includes having the controls specified in Appendix D (Monitoring) in place and adhering to them.



2.9.4. [bookmark: _Toc458370831][bookmark: _Toc483228256]Malware

2.9.4.1. [bookmark: _Toc458370832][bookmark: _Toc483228257]The supplier must ensure virus and malware protection is in place.  This includes having the controls specified in Appendix D (Malware) in place and adhering to them.



2.9.5. [bookmark: _Toc458370833][bookmark: _Toc483228258]Network Security (Including Boundary Firewalls & Internet Gateways) 

2.9.5.1. The Supplier must ensure that all network devices are configured to the secure baseline build. 

2.9.5.2. The Supplier must filter internet traffic so that only trusted traffic required to support its business is permitted 

2.9.5.3. [bookmark: _Toc447553377][bookmark: _Toc457249118][bookmark: _Toc458370834][bookmark: _Toc483228259]Where the Supplier’s employees are granted access to our IT network or systems, either through software which enables remote access or through the provision of an IT account, the Supplier must ensure that employees:

· [bookmark: _Toc447553378][bookmark: _Toc457249119][bookmark: _Toc458370835][bookmark: _Toc483228260]Operate within an agreed scope of activity and our supervisory instruction

· [bookmark: _Toc447553379][bookmark: _Toc457249120][bookmark: _Toc458370836][bookmark: _Toc483228261]Report any identified issues of concern to our supervisors

· [bookmark: _Toc447553380][bookmark: _Toc457249121][bookmark: _Toc458370837][bookmark: _Toc483228262]Document the activities undertaken 

2.9.5.4. [bookmark: _Toc458370838][bookmark: _Toc483228263]The supplier must have the controls specified in Appendix D (Network Security (Including Boundary Firewalls & Internet Gateways)) in place and adhere to them


2.9.6. [bookmark: _Toc458370839][bookmark: _Toc483228264]Secure Configuration

2.9.6.1. [bookmark: _Toc458370840][bookmark: _Toc483228265]The supplier must ensure that their systems are configured in the most secure way for the needs of the organisation. This includes having the controls specified in Appendix D (Secure Configuration) in place and adhering to them


2.9.7. [bookmark: _Toc458370841][bookmark: _Toc483228266]Patch Management

2.9.7.1. [bookmark: _Toc458370842][bookmark: _Toc483228267]The supplier must ensure that the latest supported versions of applications are used and all the necessary patches supplied by the vendor have been applied.  This includes having the controls specified in Appendix D (Patching) in place and adhering to them


2.9.8. [bookmark: _Toc458370843][bookmark: _Toc483228268]Email

[bookmark: _Toc436663365]

2.9.8.1. [bookmark: _Toc436731029][bookmark: _Toc437270749][bookmark: _Toc447553382][bookmark: _Toc457249123][bookmark: _Toc458370844][bookmark: _Toc483228269]The Supplier must ensure that employees are aware of the importance of correctly addressing emails (as with hard-copy mail), to reduce instances of loss of our data or it being received by an incorrect recipient.

2.9.8.2. Where the Supplier needs to send our Official-Sensitive data by email (or post), the Supplier must ensure that employees have been authorised to do so and follow the requirements under Appendix C. Where secure email facilities are not available (see 2.7.2), emails must be sent with our sensitive data in a password protected attachment, with the recipient informed of the password via an alternative method to email.

2.9.8.3. Where the Supplier’s employees send our data to the incorrect recipient, the Supplier must manage this as a security incident and ensure the data is recovered. The Supplier must consult us if the data is personal in order to consider further actions as regards the data subject.

2.9.9. [bookmark: _Toc458370845][bookmark: _Toc483228270]Secure Email



2.9.9.1. [bookmark: _Toc436663367][bookmark: _Toc436731031][bookmark: _Toc437270751][bookmark: _Toc447553384][bookmark: _Toc457249125][bookmark: _Toc458370846][bookmark: _Toc483228271]Where the Supplier has access to secure government systems such as PSN (GCSx), CJSM etc and the recipient is able to receive securely, then these facilities must always be used to send Official-Sensitive data.

2.9.9.2. [bookmark: _Toc437270752][bookmark: _Toc447553385][bookmark: _Toc457249126][bookmark: _Toc458370847][bookmark: _Toc483228272]Where the Supplier has access to accredited secure email tools (not falling within 2.7.2.1.) then these facilities must always be used to send Official-Sensitive data.



2.9.10. [bookmark: _Toc458370848][bookmark: _Toc483228273]Federated Lync



2.9.10.1. [bookmark: _Toc447553387][bookmark: _Toc457249128][bookmark: _Toc458370849][bookmark: _Toc483228274]Where the supplier has federated Lync functionality with us, the facility must not be used for the transfer of Official-Sensitive data and must not be the medium used to communicate and record contract decisions and actions.

2.9.10.2. [bookmark: _Toc457249129][bookmark: _Toc458370850][bookmark: _Toc483228275]The supplier must evidence appropriate policies and practices in its use of Lync in order for us to approve and maintain federation.



2.10. [bookmark: _Toc458370851][bookmark: _Toc483228276]Information Management

2.10.1. [bookmark: _Toc458370852][bookmark: _Toc483228277]Accessibility

2.10.1.1. The Supplier must ensure that our data held on its systems is maintained in such a way that those who have the rights to access can:

· Do so promptly; 

· Easily identify and locate information 

· Easily establish the most current and complete version

· Understand who they may share it with and under what circumstances

· Easily establish audit trails of services delivered and related authorisations, for use in our performance monitoring and internal or external auditing.

2.10.1.2. This must be achieved through:

· Clear internal ownership

· Security classification and marking (where required)

· Logical folder structures 

· Titling conventions for folders and documents 

· The use of metadata and standard classification schema 

· The avoidance of duplication

· Ensuring all information is stored in shared systems, never with access limited to only one user.

· Clear sharing guidelines

2.10.2. [bookmark: _Toc458370853][bookmark: _Toc483228278]Retention

2.10.2.1. Our data must be retained in line with our Retention Schedule and destroyed securely (see 2.6.2) with our explicit approval or by standing agreement with us which provides for the Supplier to destroy data once agreed criteria has been met.

2.10.2.2. Where the supplier destroys data, this activity must be evidenced by recording the criteria for destruction, approval, date and method of the destruction activity and certification of completion and follow the requirements at 2.6.4 above.

2.10.3. [bookmark: _Toc458370854][bookmark: _Toc483228279]Asset Management (Data)

2.10.3.1. The Supplier must maintain a current and accurate knowledge of the data it holds in all formats, on what systems it resides and the physical locations in which those systems are stored.

2.10.3.2. Internal ownership must be established with owners aware of their responsibilities under these requirements.



2.10.4. [bookmark: _Toc458370855][bookmark: _Toc483228280]Data Quality

2.10.4.1. The Supplier must provide quality data to support effective service delivery and decision making. Quality data has the following characteristics:



· Accurate: It must provide a true account of what it is intended to represent to enable informed decisions to be made. Limitations in the level of accuracy must be stated to help appropriate interpretation of resulting information. Maintaining the accuracy of Personal Data is a requirement of the Data Protection Act (see 2.4.5.) 

· Valid: Data must appropriately reflect what it is intended to measure or report 

· Reliable: Data must be consistently calculated, recorded, analysed and reported over time in a way that provides a meaningful reflection of the situation to give managers and stakeholder confidence that progress towards targets reflects real changes rather than variations in data collection approaches. 

· Timely: Data must be available frequently and captured promptly enough to be valuable

· Relevant: Data must be defined/ selected, collected, recorded and analysed with the intended use and audience in mind so that it is fit for purpose and adds value. 

· Complete: Data must be complete and comprehensive to ensure it provides a full picture of a current situation, and caveated where it is incomplete.



2.10.4.2. The Supplier must support regular reviews, sample auditing and provide commissioning feedback to achieve and maintain an acceptable standard of data quality

2.10.5. [bookmark: _Toc458370856][bookmark: _Toc483228281]Use of our Sharepoint Collaboration Sites

[bookmark: _Toc436663375]

2.10.5.1. [bookmark: _Toc436731039][bookmark: _Toc437270760][bookmark: _Toc447553394][bookmark: _Toc457249136][bookmark: _Toc458370857][bookmark: _Toc483228282]Where the Supplier is granted access to Sharepoint sites hosted by us which allow the sharing of and collaboration on information of mutual interest, the Supplier must ensure that: 

· [bookmark: _Toc436663376][bookmark: _Toc436731040][bookmark: _Toc437270761][bookmark: _Toc447553395][bookmark: _Toc457249137][bookmark: _Toc458370858][bookmark: _Toc483228283]There is a register maintained of employees who have access to sites, and that the access is at all times necessary and therefore valid and available for auditing by us.

· [bookmark: _Toc436663377][bookmark: _Toc436731041][bookmark: _Toc437270762][bookmark: _Toc447553396][bookmark: _Toc457249138][bookmark: _Toc458370859][bookmark: _Toc483228284]Where employees leave the Supplier’s organisation, or when they change to a role which no longer requires access or when access credentials have been compromised, the Supplier must inform the relevant Sharepoint Site Manager to allow accounts and permissions to be managed accordingly

· [bookmark: _Toc436663378][bookmark: _Toc436731042][bookmark: _Toc437270763][bookmark: _Toc447553397][bookmark: _Toc457249139][bookmark: _Toc458370860][bookmark: _Toc483228285] Those with rights to add or edit documents must comply with the Site Owner’s requirements over assigning document metadata, titling conventions and correct document library storage

· [bookmark: _Toc436731043][bookmark: _Toc437270764][bookmark: _Toc447553398][bookmark: _Toc457249140][bookmark: _Toc458370861][bookmark: _Toc483228286]Copies of documents containing our data available on the sites are not stored outside of the site or shared/ disclosed beyond the permissions group of the site without the permission of the Site Owner.

· [bookmark: _Toc436731044][bookmark: _Toc437270765][bookmark: _Toc447553399][bookmark: _Toc457249141][bookmark: _Toc458370862][bookmark: _Toc483228287]Where a site is accessible by a number of Suppliers and Partners, any information which a Supplier does not wish to be available to anyone other than us and its own employees must be stored in a document library for the appropriate audience, provided by us. 

· [bookmark: _Toc436731045][bookmark: _Toc437270766][bookmark: _Toc447553400][bookmark: _Toc457249142][bookmark: _Toc458370863][bookmark: _Toc483228288]Its employees are aware that all information on the site is accessible to us and is information held by us for the purposes of the Freedom of Information Act (2000), with the Supplier offered the opportunity to present prejudice and public interest cases prior to disclosure.

· [bookmark: _Toc436731046][bookmark: _Toc437270767][bookmark: _Toc447553401][bookmark: _Toc457249143][bookmark: _Toc458370864][bookmark: _Toc483228289]Where the Supplier is a Public Authority under Schedule 1 of the Freedom of Information Act (2000), its employees must be aware that disclosure of any data stored on a site in response to requests for information must be referred to us for clarification on whether the data is held for the purposes of the Act, and if so, for consideration of valid exemptions

.

2.10.6. [bookmark: _Toc458370865][bookmark: _Toc483228290]Usability

2.10.6.1. The Supplier must ensure that our data is held in formats that can be readily extracted from systems, retaining their integrity and usability by us.

2.10.6.2. The Supplier must therefore obtain our approval, before creating new (or amending existing) data systems, that data can be extracted in such a way that allows us to continue to utilise it with minimal disruption to services in the event of contract end or early termination.

3. [bookmark: _Toc458370866][bookmark: _Toc483228291]Policy References



3.1.  Compliance with these requirements is a requirement of the following policy:



· Our Sharing with Partners and Suppliers Policy

4. [bookmark: _Toc458370867][bookmark: _Toc483228292]Breach Statement



4.1. Breaches of these policy requirements may result in contractual penalties in line with the provisions of the main contract between us and the Supplier. Serious breaches may result in withdrawal of access to our information and facilities, or exercising the contractual provisions for early termination. 








[bookmark: _Toc458370868][bookmark: _Toc483228293]Appendix A: Security Incident Types



The following is a list of security incident types which we require suppliers to have processes to identify, investigate, resolve, record and report.

		Categories:

		Description:

		Incident Types:

		Description:



		





3rd Parties

		Breaches of Information Security Policy that affect or are caused by 3rd parties.

		Gov Connect - GCSx

		Issue with GCSx Connection



		

		

		VPN Misuse

		Misuse of Support VPN



		

		

		Loss of Personal Information

		3rd party loss of personal info



		

		

		Loss of Business Information

		3rd party loss of business info



		

		

		Password Sharing

		3rd parties sharing passwords



		Breach of Policy

		Breaches of Information Security Policy that are not reflected in one of the other options.

		Email Misuse

		Spam emails, abusive messages, improper use of mailing lists.



		

		

		Internet Misuse

		Accessing sites in business time, inappropriate sites, use of un-authorised online systems



		

		

		Misuse of authority

		Misuse of position, access or identity for personal gain.



		

		

		Personal Device

		Adding an unauthorised personal device to the network or storing our information on a personal device.



		

		

		Information Handling

		General lack of good information handling



		

		

		Insecure Password

		Password for system does not match agreed standard.



		

		

		Staff Tailgating

		Member of staff has tailgated in a building processing ourdata



		

		

		GCSx

		Member of staff has abused the use of their GCSx account



		



Data Protection

		Breaches of the Data Protection Act 1998 including loss, theft or disclosure of personal information.

		Disclosure Personal Information

		Confirmed disclosure of personal information to non-intended recipient.



		

		

		Loss of Personal Information

		Loss of personal information with no certainty it has been disclosed.



		

		

		Theft of Personal Information

		Theft of personal information with no certainty it has been disclosed.



		



Information Complaint

		Complaints received from either the ICO or the public in relation to Information Handling Legislation.

		ICO DP Complaint

		Complaint from the ICO relating to non-compliance with the DP Act 1998.



		

		

		ICO FOI Complaint

		Complaint from the ICO relating to non-compliance with the FOI Act 2000.



		

		

		Public FOI Complaint

		Complaint from public relating to non-compliance with the FOI Act 2000.



		

		

		Public DP Complaint

		Complaint from the Public relating to non-compliance with the DP Act 1998.



		Lost/Stolen Equipment

		Loss or theft of equipment (no O data stored).

		Lost Equipment

		Lost equipment (no Organisation personal data stored).



		

		

		Theft of Equipment

		Theft of equipment (no Organisation personal data stored).



		









Network Security

		Incidents that affect the Security of the IT Network storing Organisation data.

		Spam Email

		Spam emails received that pose a threat to the Network.



		

		

		Mailbox Size

		Large mailbox size or large mailbox size increase within 24 hours.



		

		

		Systems Failure

		Critical System offline.



		

		

		Virus Threat

		Threat of virus to the network



		

		

		Folder Permissions

		Reset or corruption of folder permissions for folders on the network



		

		

		Encryption – Laptop

		Laptop discovered with no Encryption Software installed.



		

		

		Encryption – Desktop

		Desktop discovered with no Encryption Software installed.



		





Password Sharing

		Incidents where a password has been shared or used by another user.

		Password Demanded

		Employee has demanded password of a system from another member of staff.



		

		

		Password Shared

		Member of staff has shared password of a system with another member of staff.



		

		

		Logged someone in

		Member of staff has logged someone into a system under their own username without sharing the password.



		



Physical Security

		Incidents where the physical security of a building or storage space processing our data is compromised.

		Insecure Building

		Building or storage facility discovered to be insecure.



		

		

		Public Unauthorised Access

		Unauthorised person has been able to access a building or secured area.



		

Lost/Stolen Business Information

		Incidents where our sensitive information has been lost, stolen or disclosed.

		Disclosure Business Information

		Disclosure of our Sensitive Business information



		

		

		Loss Business Information

		Loss of our Sensitive Business information with no confirmed disclosure.



		

		

		Theft Business Information

		Theft of our Sensitive Business information with no confirmed disclosure.














[bookmark: _Toc458370869][bookmark: _Toc483228294]Appendix B: ID Cards and Building Security Policy





1. Employees must not allow anyone to follow them through a security door (tailgating) without clearly displaying their ID Card. 



2. Employees must carry their ID Card or Visitor pass and display it at all times when in our  buildings, or to prove to a member of the public or staff of another organisation that they are representing us on official business.  Otherwise, when outside of our premises they must keep their pass hidden to ensure personal security.



3. Employees must not share their ID Card with anyone, or share door codes or keys with unauthorised people. 



4. If employees find a lost ID Card, they must hand it in to the nearest reception or security office. 



5. If Employees lose their pass or it is stolen, they must report it to us. 



6. All leavers must hand their pass to their line-manager as part of the leavers’ process. 



7. Employees must supervise all visitors that they allow into a secure work area at all times until they leave. 



8. Employees must ensure door codes and security alarms are changed regularly.  All employees must ensure offices are secure if they are the last person to leave at the end of the working day. 

 

9. Mitie security must perform regular checks of staff compliance with this policy.

 

10. All employees/ agency workers/ consultants/ elected members and Supplier/ Partner employees must assist Mitie Security with checks of compliance with this policy. 



11. Any ID Card which provides access to our buildings, or visibly identifies a person as being employed by us (or by an employer in partnership or under contract to us), or visibly identifies that a person has been approved by us to carry out a service, must be provided and recorded by us.

 

12. Any line manager or approver of requests on behalf of partner or supplier employees, must ensure that any access rights approved on staff application forms are valid. 



13. The Information Governance Team must maintain a list of partners and suppliers who are approved to have our ID Cards. 






[bookmark: _Toc458370870][bookmark: _Toc483228295]Appendix C: Security Classification 



Section 1: Classification



Definition:

 

		

All our information is classified as OFFICIAL. This includes:

 

· The day to day business of the authority and associated organisations, service delivery and public finances. 

· Public safety, criminal justice and enforcement activities. 

· Many aspects of security and resilience. 

· Commercial interests, including information provided in confidence and intellectual property. 

· Personal information that is required to be protected under the Data Protection Act (1998) or other legislation (e.g. health records). 









		

A limited subset of OFFICIAL information is called OFFICIAL-SENSITIVE and could have more damaging consequences (for individuals, an organisation or government generally) if it were lost, stolen or published in the media: 

· The most sensitive corporate information, such as organisational restructuring, negotiations and major security or business continuity issues 

· Very sensitive personal information, such as information about vulnerable or at-risk people

· Commercially or market sensitive information

· Information about investigations and civil or criminal proceedings that could disrupt law enforcement or prejudice court cases











Baseline Security Outcomes: 



· All official information must be handled with care to prevent loss or inappropriate access, and deter deliberate compromise or opportunist attack. 

· Staff must be trained to understand that they are personally responsible for securely handling any information that is entrusted to them 





Marking:



· No Security Classification required for OFFICIAL information

· For OFFICIAL-SENSITIVE information you must mark it as OFFICIAL-SENSITIVE

· The marking must be placed in both Header and Footer of each document

· The font must be Arial, size 12, black.

· The same Security Classification must be used in the subject line of any emails sent via GCSX/ CJSM 

· Where documents are saved into a network folder, the folder must be protectively marked at the highest level of the data within, e.g. OFFICIAL-SENSITIVE



· You must never change someone else’s Security Classification without their express permission

· OFFICIAL-SENSITIVE might apply to just sections of a system or document so there is a need to ensure that we neither under protect or over protect information when designing systems.

· Access rights to IT systems must be limited to the minimum information needed, and usage of information monitored. 





Section 2: Handling Guidelines



		Official

		Official (Sensitive)



		Personnel Security 



		· Appropriate recruitment checks

· Mandatory training: Information Governance and Data Protection

· Our Passes  must be worn at all times

· No tailgating permissible – be vigilant

· You must comply with our guidance on secure passwords

		· Appropriate recruitment checks (BPSS, or equivalent) 

· Additional training for handling protectively marked information

· Access limited to ‘need to know’ and ‘need to use’





		Physical Security



		a) Document handling



		· Normal organisational controls

· Clear desk

· Clear screen – lock PC when away from desks

· Compliance with Data Protection Act 1998

· Auto screen lock and system lock outs

· Use agreed naming conventions for documents

· Ensure data is accurately recorded

· Marking is not required for OFFICIAL documents

· Ensure robust business continuity arrangements are in place

· When sharing information ensure consent requirements have been considered

· When sharing information ensure a privacy notice is in place

		Physical

· Templates indicate official sensitive, descriptor and any additional handling e.g. retention, distribution

· Tracking of physical assets (sign in/sign out, tracked delivery)

· ‘Need to know’/ ‘need to use’ access

· Protectively mark information as OFFICIAL-SENSITIVE



		

		Electronic

· Protectively mark information as OFFICIAL-SENSITIVE

· Consider monitoring of activity

· Marking of templates 

· Need to know/ use access

· Consider encryption and additional access controls



		b) Storage



		· Retain if unique (de-duplicate core records) 

· Standard building controls apply

· Only save information to our provided/approved equipment

· Save information to secure teamshare areas or systems

		· Retain minimum required for purpose and enforce retention/ destruction controls

· Limited access to storage e.g. consider locked locations, close monitoring of access (CCTV) access logs including denied access at personally identifiable level



		c) Remote Working



		· Ensure information cannot be inadvertently overlooked whilst being accessed remotely 

· Protect equipment and information from use by unauthorised colleagues

· Minimise local storage of information in physical or digital format



		· Strong penetration testing

· Consider multi-factor authentication requirements

· Our owned equipment or portals which present data but limit or prevent local download or caching 

· Must have ability to lock away resources, secure filing and secure destruction facilities



		d) Moving information assets by hand 



		· Precautions against overlooking when working in transit 

· Abide by our policy and standards

		· Authorisation for volumes of records, possible Privacy Impact Assessment requirement

· Controls to prevent or authorise volume downloads

· Electronic information must be sufficiently encrypted

· Track movements



		e) Moving information assets by post / courier



		· Check contents and destination

· Use standard organisational mechanisms

		· Include return address, never mark classification on envelope 

· Consider double envelope for sensitive assets 

· Consider using registered Royal Mail service or reputable commercial couriers’ “ track and trace‟ service



		f) Moving information assets overseas (by hand or post) 



		· Use accredited safe havens (NB: Safe Harbor is no longer a valid accreditation)

		· Consider ‘eyes on’ or ‘trusted hand’ deliveries as part of a Privacy Impact Assessment

· Use reputable and agreed couriers with track and trace and sufficiency of controls for the nature and volume of data



		g) Bulk Transfers (Volume thresholds may vary)



		· Local management approval, subject to policy, appropriate risk assessment and movement plans 

· Appropriate contract clauses or Information Sharing Protocol

		· Senior Information Risk Owner and potentially Caldicott Guardian authorisation required



		INFORMATION SECURITY



		a) Electronic Information at Rest



		· Electronic Information will be protected at rest by default. This may be appropriate physical protection e.g. Foundation Grade data at rest encryption when physical control isn’t guaranteed (such as on a laptop)



		b) Electronic Information in Transit



		· If protection is required, consider marking as Official Sensitive and sending via secure email

· Consider providing access rather than transit

· Non persona identifiable information may be emailed / shared unprotected to external partners / citizens, subject to local business policies and procedures 



		· Foundation grade encryption

· Official secure networks (e.g. PSN) or other authorised network connectivity

· Seek tracked access and ability for revocation of access

· Seek limited timescales for access and ability to print or save (e.g. Digital Rights Management)

· Access to be limited on the basis of both need to know and need to retain i.e. do they need the information locally or just access to view?



		c) ICT Services



		· Cloud platforms might be possible dependent on a good understanding of the nature of data and residual risk to fall easily within the organisations risk appetite as assessed by Senior Information Risk Owner

· End user devices will conform to the security principles defined in the End User Device (EUD) Strategy: Security Framework and Controls

		· Cloud platforms are likely to require strong controls, assurance and audit

· Use of cloud requires our specific SIRO approval of a detailed assessment





		d) Removable Media (data bearing)



		· The use of removable media will be minimised, and other approved information exchange mechanisms must be used in preference 

· Any information moved to or transferred by removable media must be minimised to the extent required to support the business requirement 

· All portable equipment must be encrypted to protect the content, particularly where it is outside the Organisation’s physical control

		· Use of removable media may only be allowed if assessed by a Privacy Impact Assessment and specifically approved before use.



		Telephony (mobile and landline), Video Conference and Fax



		· Follow organisational/ local guidance

		· Details of sensitive material must be kept to a minimum

· Recipients must be using Safe Haven fax procedures when faxing personal data and / or data marked with the OFFICIAL–SENSITIVE caveat

· Validate the identity of participants



		Disclosure (Statutory disclosures are separate from the classification scheme and require case-by-case assessment)



		· Much of the information in this domain is likely to be releasable under FOI or SAR unless an exemption is in force, or there is another statutory bar 

· Direct such requests for information to TransparencyTeam@essex.gov.uk 

· Other DPA requests, e.g., S10,s12,s14.s29 must be sent to InformationGovernanceTeam@essex.gov.uk 

· Where appropriate, non-sensitive information must be published for reuse

		· Data and information will need specialist review prior to disclosure to ensure release is appropriate under legal and regulatory responsibilities



		Disposal / Destruction



		· Remove duplication

· Use organisational mechanisms or cross cut shredding as a minimum

		· Dispose of with care using only mechanisms approved by us for disposal of confidential waste.  

· All data bearing equipment to be formally decommissioned by commercial disposal products where authorised by us to make reconstitution unlikely 



		Incident Reporting



		· Local reporting arrangements 



		· Escalation to SIRO, Functional Leader Teams and Internal Audit as appropriate for significant incidents 

· Report all information security incidents including near miss

· External notification to ICO, GovCert / CINRAS, NHS may be required.










[bookmark: _Appendix_D:_Cyber][bookmark: _Toc458370871][bookmark: _Toc483228296]Appendix D: Cyber Essentials and 10 Steps to Cyber Security Controls

The following controls must be put in place and adhered to



1. [bookmark: _Toc458370872][bookmark: _Toc483228297][bookmark: _Toc457249151]Network Security (including Boundary firewalls and internet gateways): 

1.1. [bookmark: _Toc458370873][bookmark: _Toc483228298]The supplier must ensure that:

· Multi-layered boundary defences with firewalls and proxies are deployed between the untrusted external network and the trusted internal network.

· Direct connections to external services are prevented and internal IP addresses are protected

· Tools are used to monitor for intrusion and activity logs are audited on a regular basis

· Penetration tests are undertaken on a regular basis, along with simulated cyber-attack exercises

· Information, applications and computers within the organisation’s internal networks are protected against unauthorised access and disclosure from the internet, using boundary firewalls, internet gateways or equivalent network devices.

· One or more firewalls (or equivalent network device) are installed on the boundary of  the internal network

· The firewall (or equivalent network device) administrative password is changed to an alternative, strong password.

· Each rule that allows network traffic to pass through the firewall is subject to approval by an authorised individual and documented

· Unapproved services or services that are typically vulnerable to attack are disabled (blocked) at the boundary firewall by default.

· Firewall rules that are no longer required are removed or disabled in a timely manner

· The administrative interface used to manage the boundary firewall(s) configuration is not be accessible from the internet.

Note: The controls specified are taken from the Cyber Essentials scheme and the “10 Steps to Cyber Security” publication.



2. [bookmark: _Toc458370874][bookmark: _Toc483228299]Secure Configuration:

2.1. [bookmark: _Toc458370875][bookmark: _Toc483228300]The supplier must:

· Configure computers and network devices (including wireless access points) securely to reduce the level of inherent vulnerabilities, and provide only the services required to fulfil their role

· Establish and maintain policies that set out the priority and timescales for applying updates and patches.

· Create and maintain hardware and software inventories of every device and application used by the organisation

· Lockdown operating systems and software, creating a baseline security build for workstations, servers, firewalls and routers

· Regularly run automated vulnerability scanning tools against all networked devices and remedy any vulnerability within an agreed time frame

· Remove or disable any unnecessary user accounts (e.g. Guest accounts and unnecessary administrative accounts)

· Change any default passwords for a user account to an alternative, strong password.

· Manage/control access to removable media including:

· Implement policy to control the use of removable media for the import and export of information.

· Limit the media types that can be used together with user and system access and the information types that can be stored on removable media.

· All clients and hosts must automatically scan removable media:  Any media brought into the organisation must be scanned for malware by a stand-alone scanner before any data transfer takes place.

· Remove or disable unnecessary software (including application, system utilities and network services)

· Disable the auto-run feature, to prevent software programs running automatically when removable storage media is connected to a computer or when network folders are accessed

· Enable a personal firewall (or equivalent) on desktop PCs and laptops, and configure it to disable (block) unapproved connections by default.

Note: The controls specified are taken from the Cyber Essentials scheme and the   “10 Steps to Cyber Security” publication



3. [bookmark: _Toc458370876][bookmark: _Toc483228301]Access Control / Managing User Privileges: 

3.1. [bookmark: _Toc457249152][bookmark: _Toc458370877][bookmark: _Toc483228302]The supplier must establish an effective account management process that:

· [bookmark: _Toc457249153][bookmark: _Toc458370878][bookmark: _Toc483228303]Includes an account  provisioning and approval process

· [bookmark: _Toc457249154][bookmark: _Toc458370879][bookmark: _Toc483228304]Limits user privileges

· [bookmark: _Toc457249155][bookmark: _Toc458370880][bookmark: _Toc483228305]Limits the number and use of privileged accounts, providing administrators with normal accounts for business use

· [bookmark: _Toc457249156][bookmark: _Toc458370881][bookmark: _Toc483228306]Monitors user activity, particularly access to sensitive information and the use of privileged accounts, and controls access to activity and audit logs

· [bookmark: _Toc457249157][bookmark: _Toc458370882][bookmark: _Toc483228307]Effectively manages and regularly reviews the requirement for all types of accounts, from creation and modification to eventual deletion, providing the minimum level of access required

· [bookmark: _Toc457249158][bookmark: _Toc458370883][bookmark: _Toc483228308]Ensures that each user must authenticate using a unique username and strong password before being granted access to applications, computers and network devices

· [bookmark: _Toc457249159][bookmark: _Toc458370884][bookmark: _Toc483228309]Ensures that accounts are configured to require a password change on a regular basis

· [bookmark: _Toc457249160][bookmark: _Toc458370885][bookmark: _Toc483228310]Ensures accounts are removed or disabled when no longer required

Note: The controls specified are taken from the Cyber Essentials scheme and the “10 Steps to Cyber Security” publication.

4. [bookmark: _Toc458370886][bookmark: _Toc483228311][bookmark: _Toc457249161]Malware Protection

4.1. The supplier must:

· Produce policies to manage the risks to the business processes from malware

· Establish anti malware defences across the organisation that are applicable and relevant to all business areas.  

· Protect all host and client computers with antivirus solutions that will automatically scan for malware upon access 

· Ensure that malware protection software (including program code and malware signature files) is kept up to date

· Regularly scan for malware across the organisation

· Prevent connections to malicious websites on the internet (e.g. by using website blacklisting).

Note: The controls specified are taken from the Cyber Essentials scheme and the “10 Steps to Cyber Security” publication


5. [bookmark: _Toc458370887][bookmark: _Toc483228312]Patch Management

5.1. [bookmark: _Toc458370888][bookmark: _Toc483228313]For all computers and network devices, the supplier must ensure that

· The software installed is licensed and supported (by the software vendor or supplier of the software) to ensure security patches for known vulnerabilities are made available.

· Software updates (including operating system software and firmware) are installed in a timely manner (e.g. within 30 days of release from vendors).

· Out-of-date software (i.e. software that is no longer supported) is removed, due to security patches no longer being available.

· Security patches are installed in a timely manner (e.g. within 14 days of release from vendors)

Note: The controls specified are taken from the Cyber Essentials scheme

6. [bookmark: _Toc458370889][bookmark: _Toc483228314]Monitoring

6.1. [bookmark: _Toc458370890][bookmark: _Toc483228315]The supplier must:

· Establish a monitoring strategy and produce supporting policies

· Implement an organisational monitoring strategy and policy based on an assessment of the risks.

· Continuously monitor all ICT systems and networks to identify unusual activity or trends that could indicate an attack.

· Analyse logs for unusual activity that could indicate an attack

Note: The controls specified are taken from “10 Steps to Cyber Security” publication.



7. [bookmark: _Toc458370891][bookmark: _Toc483228316]Risk Management

7.1. [bookmark: _Toc458370892][bookmark: _Toc483228317]The supplier must:

· Establish an effective governance structure that enables and supports risk management across the organisation

· Determine its risk appetite, communicating the level of risk it is prepared to tolerate.

· Have cyber risk as a regular agenda item in its Board meetings

· Record cyber risks in its corporate risk register to ensure senior ownership

· Produce an overarching corporate security policy together with an information risk management policy 

· Structure policies and processes to support and enable a ‘whole life process’ for risk Management 

Note: The controls specified are taken from “10 Steps to Cyber Security” publication.





8. User Education and Awareness

8.1. The supplier must:

· Produce and issue policies covering the acceptable and secure use of the organisation’s systems.

· Ensure that its new users receive training on their personal security responsibilities

· Ensure that its users receive regular refresher training on the cyber risks to the organisation.

· Encourage relevant staff to develop and formally validate their Impact Analyses skills

Note: The controls specified are taken from “10 Steps to Cyber Security” publication

9. [bookmark: _Toc458370893][bookmark: _Toc483228318]Home and Mobile Working

9.1. [bookmark: _Toc458370894][bookmark: _Toc483228319]The supplier must:

· Create a mobile working policy that covers aspects such as information types, user credentials, devices, encryption and incident reporting.

· Educate users about the risks of mobile working / working from home, training them to use their mobile device securely by following the security procedures

· Ensure that all mobile devices are configured to an agreed secure baseline build. 

· Ensure that data is protected both in transit and at rest.

Note: The controls specified are taken from “10 Steps to Cyber Security” publication

10. [bookmark: _Toc458370895][bookmark: _Toc483228320]Incident Managment

10.1. [bookmark: _Toc458370896][bookmark: _Toc483228321]The supplier must:

· Ensure the organisations board takes the lead on the delivery of the incident management plans, and provides backing.

· Establish an incident response and disaster recovery capability, developing and maintaining incident management plans with clear roles and responsibilities. 

· Regularly test incident management plans.

· Provide specialist training to the incident response team to ensure they have the skills and expertise to address the range of incidents that may occur.

· Report any criminal incidents to law enforcement

Note: The controls specified are taken from “10 Steps to Cyber Security” publication

 




[bookmark: _Toc458370897][bookmark: _Toc483228322]Appendix E: Compliance Agreement

[bookmark: _Toc437270775][bookmark: _Toc447553409][bookmark: _Toc457249178][bookmark: _Toc458370898][bookmark: _Toc483228323]This agreement confirms that the Supplier has read our ‘Information Policy Requirements for Suppliers’ and commits to comply with the requirements for the duration of the contractual relationship and any further agreed period where the Supplier continues to process our data.





		Supplier Name:

		





		ICO Registration Number: 

		





		Signed by (on behalf of the supplier):

		





		Position:

		





		Date:
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Information Risk Questionnaire – Self-Assessment

Key Points

1. We have a number of requirements that bidders proposing a solutions/service must meet.  These are based upon the UK government’s Cyber Essentials Plus scheme and ‘10 Steps To Cyber Security’ publication, along with the Information Commissioner’s Office ‘Guide to IT security for the small business’, and the Data Protection Act 1998 (DPA); superseded by the General Data Protection Regulations 2016 (GDPR) from 25th May 2018.

2. The requirements are specified in a table below.  The table also links to guidance and examples of the controls that must have been implemented, and actioned on an on-going basis, in order to comply with the requirement.  Please check against the Business Categories section in the guidance, to identify which set of requirements are relevant to the solution/service you propose to provide.  A full list of controls is not provided, but can be obtained by clicking on the links to the appropriate documents above. 

3. The bidder, their partners, and sub- contractors/third parties involved in providing the solution/service must be able to comply with the requirements.  This includes any parties that access, process, store or communicate information, or provide IT infrastructure components.  It is the bidder’s responsibility to respond on behalf of all parties involved, after checking their compliance with the requirements, and their ability to evidence they meet them.  (Throughout this document “the bidder” means the bidder and any partners, third parties and subcontractors).



4. Requirements 1 to 5 require medium and large organisations to have either gained Cyber Essentials Plus certification, or be able to provide us assurances and independent evidence that they meet the controls.  For smaller organisations, the assessment of controls said to be in place will be performed by us.  Guidance is provided later in this document for the two size categories.  Assurance is required annually.

5. The bidder’s response must:

a. Confirm whether or not the bidder (see key point 3) are able to fully meet the requirements specified (Yes or No)

b. Confirm whether or not the bidder (see key point 3) is willing and able to complete the attached Information Risk Questionnaire (which requires both detail and evidence to be provided, rather than just ‘Yes’ or ‘No’), should they be awarded the contract.

6. The Guidance provided must be reviewed before answering the questions.

7. Failure to confirm compliance with all the requirements in this questionnaire will result in a bid being rejected. 


Requirements table

		[bookmark: RT1]
Ref

		[bookmark: _Requirement:_Securely_configuration]Requirement: Securely configure and maintain ICT Systems

		Bidder’s Response



		1

		The ICT systems used in the proposed solution/service must be securely configured and maintained. 



Link: Further detail and control examples







		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?



		

		

		☐

		Yes



		

		

		☐

		No



		[bookmark: RT2]Ref

		[bookmark: _Requirement:_Protect_Networks]Requirement: Protecting networks from internal and external attack

		Bidder’s Response



		2

		The networks used in the proposed solution/service must be protected from external and internal attack.



Link: Further detail and control examples 





		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?



		

		

		☐

		Yes



		

		

		☐

		No



		[bookmark: RT3]
Ref

		[bookmark: _Requirement:_Account_Provisioning]Requirement: Account provisioning and approval process

		Bidder’s Response



		3

		The proposed solution/service must include a user account provisioning process (account approval, creation, maintenance and deactivation), and a means of controlling privileged access.  


Link: Further detail and control examples





		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?



		

		

		☐

		Yes



		

		

		☐

		No












		[bookmark: RT4]Ref

		[bookmark: _Requirement:_Malware_Protection]Requirement: Malware Protection

		Bidder’s Response



		4

		The ICT systems used in the proposed solution/service must be protected from Malware.  



Link: Further detail and control examples

		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?



		

		

		☐

		Yes



		

		

		☐

		No



		[bookmark: RT5]Ref

		[bookmark: _Requirement:_Software_Updates]Requirement: Keep software up-to-date and secure

		Bidder’s Response



		5

		There must be a process in place to keep the software on the ICT systems in the proposed solution/service, up to date.  It must ensure the prompt installation of the latest software updates and security patches.  



Link: Further detail and control examples

		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?



		

		

		☐

		Yes



		

		

		☐

		No



		[bookmark: RT6]Ref

		[bookmark: _Requirement:_Logging_and]Requirement: Logging and Monitoring

		Bidder’s Response



		6

		The ICT Systems and Networks used in the proposed solution/service must have event logging enabled, and be monitored.  



Link: Further detail and control examples

		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?



		

		

		☐

		Yes



		

		

		☐

		No












		[bookmark: RT7]
Ref

		[bookmark: _Requirement:_Risk_Management]Requirement: Information Risk Assessment and Management

		Bidder’s Response



		7

		The bidder must have a documented Information Risk Management process in place, showing how it manages risk throughout its organisation.  They must have undertaken a risk assessment on the solution/service being offered, and put measures in place to mitigate the risks found, to bring them to a low level.  


Link: Further detail and control examples



		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?



		

		

		☐

		Yes



		

		

		☐

		No



		[bookmark: RT8]Ref

		[bookmark: _Requirement:_Security_Awareness]Requirement: Security Awareness

		Bidder’s Response



		8

		The bidder must ensure Security Awareness throughout the Organisation. 


Link: Further detail and control examples

		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?



		

		

		☐

		Yes



		

		

		☐

		No



		[bookmark: RT9]Ref

		[bookmark: _Requirement:_Incident_Response]Requirement: Information Security Incident Response and Recovery

		Bidder’s Response



		9

		The bidder must define and implement an Information Security Incident Response and Disaster recovery capability,   produce and test information security Incident management response plans, and train the incident management team appropriately. 


Link: Further detail and control examples

 

		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?



		

		

		☐

		Yes



		

		

		☐

		No












		[bookmark: RT10]
Ref

		[bookmark: _Requirement:_Data_Protection]Requirement: Data Protection Compliance

		Bidder’s Response



		10

		The bidder must fully comply with the statutory obligations under the Data Protection law, and confirm that they will manage our information in line with the Data Protection Act 1998 and replacement legislation.  The bidder must cooperate with Data Protection Compliance Audits as and when requested, as per the Organisation’s Information Handling contract schedule.



Link: Further details



		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?



		

		

		☐

		Yes



		

		

		☐

		No



		[bookmark: RT11]Ref

		[bookmark: _Requirement:_Information_Risk]Requirement: Information Risk Questionnaire (Winning Bidder)

		Bidder’s Response



		11

		If confirmed as the winning bidder, the bidder must complete “Procurement Stage 2 – Evidence” at the Organisation’s discretion, and repeat the process at a frequency to be determined in order to evidence ongoing compliance.



Link: Further details



		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?



		

		

		☐

		Yes



		

		

		☐

		No







[bookmark: _Guidance_and_Control][bookmark: GACE]
Guidance and control examples


We (and other organisations) are allowed to use a ‘third party’ data processor to process personal data on our behalf. Data Protection law contains special provisions that apply in those circumstances. It says that, where a data processor is to be used:

· The organisation must choose a data processor that provides sufficient guarantees about its security measures to protect the processing it will perform;

· The organisation must take reasonable steps to check that those security measures are being put into practice; and

· There must be a written contract setting out what the data processor is allowed to do with the personal data. The contract must also require the data processor to take the same security measures that the organisation would have to take if it were processing the data.

For the purposes of this questionnaire, the bidder (and any partners and sub-contractors it uses to deliver the solution/service) is seen as the data processor.  

In order to assist the bidder in responding to the requirements stated, guidance notes have been provided on the pages that follow.  The guidance starts with a section on the use of Third parties and the Cloud, which applies to requirements 1 to 10, if the cloud and / or third parties form part of the bidder’s solution/service. It then goes on to provide examples of the controls the bidder (and any partners and sub-contractors it uses) need to have in place to comply with each requirement.  Should the bidder be successful and be awarded the contract, they will need to provide details on these controls and how they have been implemented, along with evidence to support it.

As the size of companies submitting bids will vary, the guidance has been split in to two business categories to help the bidder understand the requirements, based on their own IT setup. Please identify which category your organisation falls under, and then read the guidance provided for that category.  

Where a bidder is successful and falls into the ‘Medium or Large’ category, they must either provide us with Cyber Essentials Plus certification evidence to review, or assurances and independent evidence that they meet the Cyber Essentials controls. It must include covering the controls that Cyber Essentials specifies as required (see the Cyber Essentials Common questionnaire), and equivalent assessment and testing (see the Cyber Essentials Common Test Specification).




Where a bidder is successful, falls into the ‘Small Business’ category, has no designated IT function, and has not had its controls independently assessed (like in Cyber Essentials Plus), we will assess the controls they state as in place in the “Information Risk questionnaire’ they return, and review the evidence provided.  The bidder should therefore be aware that they will need to be able to provide sufficient information, to make this possible.

The abbreviation ‘ICT’ stands for Information and Communications Technology, which covers any product that will store, retrieve, manipulate, transmit or receive information electronically in a digital form, e.g. Desktop computers, laptops and servers.

[bookmark: _Business_Categories][bookmark: BC]
Business Categories

		Small Business Category

		Corporate IT Category



		Possible scenarios may include:

· Self-employed or Micro business (0 to 9 employees)

· Small business (10 – 49 employees) with no designated IT function

· Simple IT configuration – maybe single device storing our data.

· Simple IT configuration plus use of cloud services such as webmail or cloud storage containing our data.

· Simple IT configuration plus a third party provider processing or storing our data.



		Possible scenarios may include:

· Medium business (50 to 249 employees)

· Large organisation (250 + employees)

· Any size organisation with a designated IT function

· Likely to include servers, networks, end user devices and firewalls.

· More complex IT configuration with central management of services.

· Private or corporately managed cloud services used to store our data.

· Third parties providing additional services and processing or storing our data.








Securing data in the Cloud and checking third parties

		[bookmark: _Requirement_1_-]Small Business Category

		Corporate IT Category



		A wide range of online services require users to transfer data to remote computing facilities – commonly known as the cloud.  Data being processed in the cloud represents a risk because the personal data you are responsible for leaves your network and be processed in systems managed by your cloud provider. It is therefore important to check that they have security measures in place:

· Make sure you know what data is stored in the cloud, as modern computing devices, especially those targeted at consumers, can have cloud backup or sync services switched on by default.

· Ensure you know in which country your cloud service provider hosts its data and whether the locations they use comply with the requirements of Data Protection law. 

· Check whether your cloud service provider complies with the CESG Cloud Security Principles

· Consider the use of two factor authentication especially for remote access to your data in the cloud.

· Check that third parties are treating your data with at least the same level of security as you would.

· Ask for a security audit of the systems containing your data.

· Review copies of the security assessments of your IT provider.

· If appropriate, visit the premises of your IT provider to make sure they are as you would expect.

· Check the contracts you have in place. They must be in writing and must require your contractor to act only on your instructions and comply with certain obligations of the DPA (then GDPR)

· If you use a contractor to erase data and dispose of or recycle your IT equipment, make sure they do it adequately / securely.

Source – A practical guide to IT security Ideal for the small business (Information Commissioner’s Office)

		Ensure that the CESG Cloud Security Principles are being adhered to.  The principles are:

· Data in transit protection

· Asset protection and resilience

· Separation between consumers

· Governance framework

· Operational security

· Personnel security

· Secure development

· Supply chain security

· Secure consumer management

· Identity and authentication

· External interface protection

· Secure service administration

· Audit information provision to consumers

· Secure use of the service by the consumer



Source – CESG Cloud Security Principles







[bookmark: _Requirement_1_-_1]
Requirement 1 - Securely configure and maintain ICT Systems (Return to Requirement)

		Small Business Category

		Corporate IT Category



		Almost all hardware and software requires some level of set-up and configuration in order to provide effective protection.   Please read key point 3 on page 1 before considering the following:  



Examples

· Identify and remove software and services that are not required on the organisations computers, in order to reduce the number of potential vulnerabilities.

· Change the default passwords in all software and hardware used

· Remove software that is no longer supported (or where security updates are not provided) by manufacturers.

· Disable or remove any unnecessary user accounts.

· Use ‘standard’ user accounts for day-to-day work, rather than ‘administrator’ accounts that have higher privileges.

· Use Encryption software where required – This is a means of ensuring that data can only be accessed by authorised users and requires a (strong) password to ‘unlock’.   Example types are: 

· Full disk encryption – Encrypts all the data on the computer

· File encryption – a method of encrypting  individual files

· Use and promote the use of strong (complex) passwords

· Control the use of removable media (such as memory sticks)

· If available, setup a remote disable or wipe facility on mobile devices, to allow remote deletion, should a device be lost or stolen.

· Where possible, disable the ‘Auto-run’ feature on removable media (and network drives if used)

· Perform regular data backups to protect against threats such as ransomware


Based on: Information Commissioner and UK Government IT Security guides for Small business, and the Cyber Essentials Scheme

		This requirement requires appropriate ‘Secure Configuration’ controls to have implemented and be maintained on an on-going basis.  Please read key points 3 and 4 on page 1 before considering the following:



Examples

· Create baseline security builds for workstations, servers, firewalls and routers. 

· Lock down operating systems and software and disable or remove default accounts and services, if no required.

· Remove or disable software and services not required on devices

· Strengthen passwords and remove software that is not required

· Implement controls to manage/control access to removable media 

· Implement hardware and software inventories, and provide a means to track all the organisation’s devices

· Perform regular vulnerability scans and promptly resolve any vulnerabilities found

· Perform regular backups

· Maintain security and event logs on servers, workstations and laptops


Based on:  Cyber Essentials Scheme  + 10 Steps to Cyber Security (HM Government) and best practice











[bookmark: _Requirement_1][bookmark: _Requirement_2][bookmark: _Requirement_2_-]Requirement 2 - Protect internal and external networks from attack (Return to Requirement)

		Small Business Category

		Corporate IT Category



		This requirement covers ‘Boundary firewalls and Internet gateways’, which are your first line of defence against an intrusion from the internet.  Please read key point 3 on page 1 before considering the following:    



Examples

· At the boundary of the public network (Internet) and the organisations private network, install a firewall(s) to protect the organisation, and change its default password.  Routers commonly have these built in to them.  A well configured firewall can stop breaches happening before they penetrate deep into the network.

· Disable or protect the firewalls administrative interface (configuration settings etc.) from being accessed remotely

· Install personal firewalls on your computers – These are software applications that control network traffic to and from a computer, permitting or denying communications based on a security policy.  These often come as part of anti-malware packages

· Implement a way of preventing users in the organisation from accessing websites or other online services that present a threat, or that you do not trust.  This can be done by installing an Internet Gateway, or using some software that is aware of potentially dangerous sites, and warns the user before they reach the site, or blocks their access to it.



Based on: Information Commissioner and UK Government IT Security guides for Small business, and the Cyber Essentials Scheme 

		This requirement requires appropriate network security controls (including ‘Boundary Firewalls and Internet Gateways’) to have implemented and be maintained on an on-going basis. Please read key points 3 and 4 on page 1 before considering the following:



Examples

· Police the organisations network and implement multilayer defences

· Protect internal networks, including installing firewalls / equivalent network devices on boundaries

· Change the default password on the firewall(s) 

· Manage and control firewall rules and require justification and approval to open firewall ports

· Disable unapproved or vulnerable services at boundary firewall(s)

· Remove or disable firewall rules that are no longer required, in a timely manner.

· Disable or protect the firewall administrative interface from being accessed remotely. 

· Perform network monitoring 

· Install personal firewalls and configure them to block unapproved connections by default

· Undertake regular penetration tests

· Where there is no requirement for a system to have Internet access, implement a 'Default Deny' policy and ensure it is applied correctly, thus preventing the system from making connections to the Internet



Based upon: Cyber Essentials Scheme  + 10 Steps to Cyber Security (HM Government) and best practice







[bookmark: _Requirement_3][bookmark: _Requirement_3_-]
Requirement 3 - Account provisioning and approval process (Return to Requirement)

		Small Business Category

		Corporate IT Category



		This requirement covers ‘Access Control’ which consists of restricting the access to your system(s) to only users and sources that you trust.
Please read key point 3 on page 1 before considering the following:

 

Examples

· Create an Access Control Policy that states how the organisation controls access to its systems

· Assign users their own unique username and password, ensure these are not shared, and require them to be used to logon to the organisations computers and applications.

· Disable any user accounts that are no longer required

· Ensure each user’s account only has the access permissions their role requires, and these are regularly reviewed and documented.

· Only use administrator accounts when strictly necessary (eg for installing known and trusted software), and change their passwords at least every 60 days.

· Promote and enforce the use of strong passwords

· Limit the number of times a user can type in the wrong logon ID and password, before locking their account.  This helps in the prevention of brute force password attacks, where login attempts keep being made by a computer, until the correct one is generated.

· Force users to change their password on a regular basis

· Cancel passwords or other access immediately if a staff member leaves the organisation or is absent for long periods.


Based on: Information Commissioner and UK Government IT Security guides for Small business, and the Cyber Essentials Scheme 

		This requirement requires appropriate ‘User Access Management ‘controls and controls to manage user privileges, to have implemented and be maintained on an on-going basis.  Please read key points 3 and 4 on page 1 before considering the following:



Examples:

· Define and Implement a starters, movers and leavers processes which includes justification, provisioning, approval, and  assigning to named individuals 

· Ensure all users have and use their own username and password, and are only granted the minimum level of access their role requires

· Regularly monitor for / disable inactive accounts, and those no longer required

· Manage all account privileges, document and  regularly review

· Restrict the number of privileged accounts created / used, and ensure their passwords are changed at least every 60 days

· Enforce regular password changes

· Enforce the use of strong passwords

· Control the use of administration accounts

· Ensure adequate authentication is performed before granting users access to networks, systems, application and computers

· Monitor accounts with access to sensitive information / privileged access


Based on: – Cyber Essentials Scheme  + 10 Steps to Cyber Security (HM Government) and best practice







[bookmark: _Requirement_4][bookmark: _Requirement_4_–]
Requirement 4 – Malware protection (Return to Requirement)

		Small Business Category

		Corporate IT Category



		This requirement requires you to protect your systems, computers and files from malicious code, known as malware (viruses, Trojans worms, ransomware etc.).  Please read key point 3 on page 1 before considering the following:



Examples

· Install malware protection software (also known as anti-virus) products on the organisations computers, and keep it up to date.  Anti-malware definitions (or signatures) tend to be updated frequently throughout the day, so setting your product to update automatically is the easiest option

· Ensure the malware protection remains switched on and is configured to scan for malware as files are accessed / downloaded

· Scan the organisations computers for malware daily, and if you are using a network, regularly scan it to detect and prevent threats

· Ensure that alerts issued by malware protection products, are reacted to.

· Scan removable media, such as memory sticks, CD’s and DVD’s for malware, before use. 

· Take action to deter (or preferably prevent) users from accessing information on potentially unsafe web sites.  As well as there being dedicated software to perform this function (black listing) and Internet Gateways, some malware protection software can perform these actions.  There are also web browser add-ons that grade the likely safety of sites shown in search results. e.g. Web of trust



Based on: Information Commissioner and UK Government IT Security guides for Small business, and the Cyber Essentials Scheme

		This requirement requires appropriate ‘Malware Protection’ controls to have implemented and be maintained on an on-going basis.  Please read key points 3 and 4 on page 1 before considering the following:



Examples

· Define and implement a policy on malware that helps manage the risks to business processes, and includes the process of re-acting to an alert / infection

· Implement malware protection defences and ensure they are kept up to date (engine and signatures), and configured to detect malware when files are accessed / downloaded.  This should form part of the malware policy

· Perform daily scans for malware

· Prevent users from making connections to malicious websites

· Control what executable code (including macros and scripts) users can run.

· Prevent malware infection from the use of removable media



Based on – Cyber Essentials Scheme  + 10 Steps to Cyber Security (HM Government) and best practice







[bookmark: _Requirement_5][bookmark: _Requirement_5_–]Requirement 5 – Keeping software up-to-date and secure (Return to Requirement)

		Small Business Category

		Corporate IT Category



		Perform regular maintenance on computer equipment and software, to keep it running smoothly and remove any security vulnerabilities.  Please read key point 3 on page 1 before considering the following: 



Examples

· Ensure all software installed on the organisations computers is licensed and supported

· Regularly update security software such as anti-virus and anti-malware.  This is required in order for it to continue to provide adequate protection.

· Keep the operating system and the application software on the organisations computers up-to-date by checking regularly for updates and applying them. Ensure all security updates are installed within 14 days of release.  Most software can be set to update automatically.  

· Perform regular reviews to ensure the protection in place on the organisations computers is still adequate.

· Keep mobile devices (used for mobile working) up to date with vendor updates and app patches


Based on: Information Commissioner and UK Government IT Security guides for Small business, and the Cyber Essentials Scheme

		This requirement requires appropriate ‘Patch Management’ controls to have implemented and be maintained on an on-going basis.  Please read key points 3 and 4 on page 1 before considering the following:



Examples

· Ensure software running on ICT Systems is licensed and supported (by the software vendor or supplier) to ensure security patches for known vulnerabilities are made available for install

· Define and implement a patching policy and process

· Install software updates, firmware updates and security patches within a timely manner – Ensure all Operating System and Application security patches are installed within 14 days of release (or automatically when they become available from vendors). 

· Define and implement a policy on removing out-of-date software that’s no longer supported

· Perform regular reviews to ensure the protection in place on the organisations computers is still adequate.

· Require mobile devices (including BYOD) to be kept up to date with vendor updates and app patches, as part of the mobile working policy


Source – Cyber Essentials Scheme  + 10 Steps to Cyber Security (HM Government) and best practice













[bookmark: _Requirement_6][bookmark: _Requirement_6_–]


[bookmark: _Requirement_6_–_1]Requirement 6 – Logging and Monitoring (Return to Requirement)

		Small Business Category

		Corporate IT Category



		Cyber criminals or malware can attack your systems and go unnoticed for a long time. Many people only find out they have been attacked when it is too late.  Monitoring the warning signs and acting on them assists with preventing this.  Please read key point 3 on page 1 before considering the following:  



Examples

· Check the security software messages, access control logs and other reporting systems the organisation has in place on a regular basis. A number of anti-malware products (sometimes known as Internet Security) provide notifications of threats in real time, and not just those relating to infected files – Attempts to illegally access your computer for instance from the internet.

· Act on any alerts that are issued by monitoring services.

· Make sure you know / are able to check what software and services are running on your network, so it can be seen if there is something there that should not be.

· Run regular vulnerability scans - Basic vulnerability scanners sometimes form part of anti-malware suits (as well as being available separately).  They scan your computer and tell you if any products are vulnerable and need updating. 


Based on: Information Commissioner and UK Government IT Security guides for Small business, plus best practice

		This requirement requires appropriate ‘Logging and Monitoring’ processes to have been implemented, actively taking place and maintained on an on-going basis.  Please read key point 3 on page 1 before considering the following:


Examples

· Define and implement a monitoring strategy that includes monitoring all networks and host systems, is based upon risk and takes into account any previous security incidents and attacks and aligns with the organisation's incident management policy

· Monitor inbound and outbound network traffic traversing network boundaries

· Monitor all user activity, but ensure it complies with legal and  regulatory constraints

· Fine-tune monitoring systems so they only collect relevant logs, events and alerts

· Define the logs that will be captured and how they will be protected

· Define log inspection frequency and the method of analysing logs for unexpected activity

· Ensure there is sufficient log storage

· Provide resilient and synchronised timing

· Provide adequate training on monitoring


Source – 10 Steps to Cyber Security (HM Government)





[bookmark: _Requirement_7][bookmark: _Requirement_8][bookmark: _Requirement_7_-]

[bookmark: _Requirement_7_-_1]


[bookmark: _Requirement_7_–]Requirement 7 – Information Risk Assessment and Management (Return to Requirement)

		Small Business Category

		Corporate IT Category



		Before you can establish what level of security is right for your business you will need to review the personal data you hold and assess the risks to that data. You should consider all processes involved that require you to collect, store, use and dispose of personal data.  Consider how valuable, sensitive or confidential the information is and what damage or distress could be caused to individuals if there was a security breach.  With a clear view of the risks you can begin to choose the security measures that are appropriate for your needs.  Please read key point 3 on page 1 before considering the following:



Examples

· Assess what risks there are in you providing the service (what may stop you, what may go wrong / how could information breaches occur), and then determine if there is any action you can take to minimise them.  Document your findings. 

· Document the severity of the risks the organisation has identified

· Take action to resolve the risks identified as achievable.  

· Where risks cannot be resolved, take action to reduce the impact they would have, should they occur

· Ensure security arrangements are in writing with any third parties the organisation works with, to deliver the service

· Take action to address the risks presented from ‘mobile working’ (including working from home/ remote/ another location), if it is performed.

· Ensure the location is physically secure and take action to resolve any issues found.  The physical security of equipment is important to consider as devices containing personal data could be stolen in a break-in or lost whilst away from the office.



Based on: Information Commissioner and UK Government IT Security guides for Small business, the CPNI Perimeters and Access Control guidance, and best practice.



		This requirement requires an information risk assessment of the service be undertaken, and risks to be managed and treated on an on-going basis. Please read key point 3 on page 1 before considering the following:  


Examples

· Define and implement the risk management policy, approach, responsibilities, process and appetite

· Perform a risk assessment of the service offered, covering the entire end-to-end process

· Ensure the risks found are documented, controlled, have ownership assigned and are tracked

· Treat the risks found, removing them or treating them so they become ‘low’ level risks

· Implement physical security controls to mitigate risks, including perimeter, physical entry, secure area, monitoring, visitor access and cable protection

· Implement third party access controls to mitigate risk, and formally agree these, plus define who has access to what information

· Where policy allows mobile working (including working from home/ remote/ another location), or the use of mobile equipment (Laptops for example), implement controls to mitigate the risks this presents.  

· Consider an increased level of monitoring on all remote connections and the corporate systems being accessed.

· Minimise the amount of information stored on mobile devices to only that which is needed to fulfil the business activity

· Install full disk encryption where possible on mobile devices, or where not, encrypt the data held on the device

· When working remotely and connecting back to a corporate network, protect the device and the information exchange by using an appropriately configured Virtual Private Network.

· Establish and agree Information security requirements with each third party involved in the service offered, to mitigate risk

· Ensure supplier agreements include the need to  address information security risks and protect the supply chain

· Review third party agreements (and controls) on a regular basis

· To mitigate risks resulting from administration, administrator access to any network component should only be carried out over dedicated network infrastructure and secure channels using communication protocols that support encryption.

· Mitigate the risk of issues caused from unplanned changes, by implementing a change control process, which provides all parties involved with advanced notice of service impacting changes



Source –10 Steps to Cyber Security (HM Government)























[bookmark: _Requirement_9][bookmark: _Requirement_8_–]
Requirement 8 – Security Awareness and Training (Return to Requirement)

		Small Business Category

		Corporate IT Category



		Your employees may have a limited knowledge of cyber security but they could be your final line of defence against an attack. Accidental disclosure or human error is also a leading cause of breaches of personal data. This can be caused by simply sending an email to the incorrect recipient or opening an email attachment containing malware. It’s therefore important to ensure a good level of Security Awareness.

Please read key point 3 on page 1 before considering the following:  



Examples

· Make employees at all levels aware of what their roles and responsibilities are. Train staff to recognise threats such as phishing emails and other malware or alerting them to the risks involved in posting information relating to your business activities on social networks.

· Encourage general security awareness within the organisation. A security aware culture is likely to identify security risks.

· Keep your knowledge of threats up-to-date by reading security bulletins or newsletters from organisations relevant to your business.

· Provide training to staff so they recognise threats such as phishing emails and other malware, and risks involved in posting information relating to business activities on social networks, and if so, how


Based on: Information Commissioner and UK Government IT Security guides for Small business, plus best practice

		This requirement requires appropriate security awareness processes to have been implemented and be maintained on an on-going basis. Please read key point 3 on page 1 before considering the following:



Examples:  

· Define, implement and communicate policies covering Information Security, including the acceptable and secure use of systems, and make complying with these a condition of employment 

· Establish a formal disciplinary process

· Define, implement and communicate security procedures for all ICT systems

· Define and implement a process on providing and maintaining security awareness

· Ensure all users are aware of their information security responsibilities

· Define and implement a staff induction processes 

· Provide staff training on Information Security and the responsibilities (including refresher training)

· Monitor the effectiveness of security training

· Define and implement a process that covers communicating new Cyber threats to the staff

· Encourage staff to formally assess and validate their Information Assurance skills.

· Promote an incident reporting culture



Source –10 Steps to Cyber Security (HM Government)







[bookmark: _Requirement_10][bookmark: _Requirement_9_-]


[bookmark: _Requirement_9_–]Requirement 9 – Information Security Incident Response and Recovery (Return to Requirement)

		Small Business Category

		Corporate IT Category



		You should consider what actions you should put into place should you suffer a data breach. Good incident management can reduce the damage and distress caused to individuals.   Please read key point 3 on page 1 before considering the following:  



Examples

· Create an incident management plan, stating the actions to be taken in the event of an information security incident

· Review what personal data you currently have and the means of protection you have in place.  

· Make sure you are compliant with any industry guidance or other legal requirements.

· Document the controls you have in place and identify where you need to make improvements.  Monitor the controls and perform regular reviews

· Identify alternate locations where the organisation could perform the service from, in event of the usual location becoming unavailable

· Put arrangements / plans in place to repair, replace, or use alternate PC’s and systems, in the event of a failure 

· Analyse any security incidents that occur, in order to identify any  actions that can be taken to prevent them occurring again

· Ensure Information Security is maintained in the event of needing to provide the service from an alternate location, or use alternative PC’s and systems


Based upon: Information Commissioner’s Office guide on IT Security for Small business, plus best practice

		This requirement requires appropriate information security incident management controls to have been implemented and maintained on an on-going basis.  Please read key point 3 on page 1 before considering the following:



Examples:  

· Establish an incident management capability that can address the full range of incidents that may occur, and includes senior management backing

· Define, implement and communicate incident management policy, process and response plans, including  roles and responsibilities

· Regularly test incident management plans and supporting plans (Business Continuity Disaster Recovery)

· Provide training to the incident response team and ensure all criminal incidents are reported.

· End ensure Information Security is maintained when Business Continuity plans are invoked

· Define and implement a data recovery capability and educate users and maintain their awareness

· Collect and analyse post-incident evidence and conduct lessons learned reviews



Source –10 Steps to Cyber Security (HM Government)











[bookmark: _Requirement_11][bookmark: _Requirement_12][bookmark: _Requirement_10_-]Requirement 10 - Data Protection Compliance (Return to Requirement)

		Small Business Category

		Corporate IT Category



		This requirement asks bidders to confirm their compliance with the Data Protection Act 1998 (DPA) superseded by the General Data Protection Regulations 2016 (GDPR) from 25th May 2018 where they act as Data Controllers for their own data. The statement also confirms assurance that bidder compliance practices as a Data Controller will support the Organisation’s compliance where acting as a Data Processor on our behalf. In responding to this requirement bidders should consider their overall compliance with the principles contained in Data Protection law and practices in support of safeguarding Data Subject rights.



Please see key point 3 on page 1.  

		As per Small Business category





[bookmark: _Requirement_13][bookmark: _Requirement_11_-]


[bookmark: _Requirement_11_-_1]Requirement 11 - Winning Bidder (Return to Requirement)

		Small Business Category

		Corporate IT Category



		Should the bidder be successful, and be awarded the contract, they will need to complete “Procurement Stage 2 – Evidence” at the Organisation’s discretion if the processing is deemed to be high risk, and repeat the process at a frequency to be determined in order to evidence ongoing compliance. This specifies the same requirements as this questionnaire, but requires detail and evidence to be provided, to support the assurances provided, rather than a ‘Yes’ or ‘No’ response.  



Examples:

· Details of actions taken to securely configure computers

· Details of firewalls installed

· Details of encryption being used

· Details of how you control access to your computers and systems

· Details of your malware protection product and its configuration

· Logging and monitoring reports

· Details of the risks you have identified and what you have done about them

· Details of the Physical protection you have put in place

· Details of how the organisation ensures Security Awareness

· The plan of actions you take in the event of a security breach

· The security arrangements you have in writing with any third parties you will work with to deliver the service

· Screen shots (showing software and settings in place etc.)

· Policies, diagrams, designs, registers and reports (or screen shots / extracts from these). 


		Should the bidder be successful, and be awarded the contract, they will need to complete “Procurement Stage 2 – Evidence” at the Organisation’s discretion if the processing is deemed to be high risk, and repeat the process at a frequency to be determined in order to evidence ongoing compliance. This specifies the same requirements as this questionnaire, but requires detail and evidence to be provided, to support the assurances provided, rather than a ‘Yes’ or ‘No’ response.  


Examples:

· Cyber Essentials Plus certificate OR evidence of Independent Cyber Essentials controls assessment and testing

· Copies of Information Security policies  and copies of process and procedure documents 

· Risk management policies and assessments

· Secure baseline build/configuration details and Incident Management process and plans

· Staff induction, training and Security awareness processes, and security sections in suppler agreements

· Physical Security policy and monitoring and malware protection policies 

· Defined roles and responsibilities 

· Incident management and recovery processes

· Screen shots (showing software and settings in place etc.)

· Policies, diagrams, designs, registers and reports (or screen shots / extracts from these). 
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Procurement Stage 2 – Evidence

1. Key Points



1. All activities which involve personal and/or sensitive personal data must comply with the Data Protection Act 1998 (DPA) and from May 2018, the General Data Protection Regulations 2016 (GDPR).  The Organisation, as Data Controller for the data under this contracted work, must ensure that you as the Data Processor are fully aware of how data must be handled to comply with the law. In order to do so, we need to understand the general practices you employ with regards to data management in order to provide assurance to us and the Data Subjects to whom we are accountable.



2. If you undertook the previous stage of this procurement you will have stated that you comply with the requirements of Data Protection law. This stage of the process requires that you focus in more detail on your compliance with principle 7 (DPA) becoming principle 5(1)(f) (GDPR) to determine whether your technical and organisational measures appropriately manage the risk of unauthorised or unlawful processing and accidental loss/ destruction or damage to personal data.



3. Our requirements are based on the Cyber Essentials Plus scheme and the ‘10 Steps To Cyber Security’ publication, both developed by the UK Government, along with the Information Commissioner’s Office’s ‘Guide to IT security for the small business’  and industry good practice. If you were required to undertake the first stage of this process, you will have confirmed that you meet our requirements by answering “Yes” to a number of compliance statements. Where this is the case, this questionnaire now requires you to provide detail and evidence to support those statements. In addition to being used as the second stage of a contract process, and irrespective of whether you have undertaken the first stage, this questionnaire is also used as a mandatory periodic review of continued compliance for contract holders.



4. The questions asked apply to the winning bidder (or existing contract holder, in the case of reviews), their partners, and any sub- contractors they use (or intend to use) to provide the solution/service.  This includes any other parties that access, process, store or communicate information, or provide IT infrastructure components/ services.  It is your responsibility to answer the questions on behalf of all parties involved after gaining detail and evidence from them to prove their compliance.


5. To comply with technical measures 1 to 5 below, medium and large organisations need to have either gained Cyber Essentials Plus certification, or be able to provide us with assurances and independent evidence that they meet the controls.  For smaller organisations, the assessment of controls said to be in place will be performed by us.  Guidance is provided later in this document for the size categories of organisation.  Assurance is required to be refreshed periodically.  



6. Any response that:

· does not fully meet our requirements,

· cannot be supported with sufficient evidence, or

· is subsequently found not to comply when reviewed

will require the bidder (or contract holder in a review) to take action so that their practices become compliant. 



7. Please read the Information Commissioner’s Office (ICO) guidance on the following link: The Guide to Data Protection to support your responses, and for further queries regarding Data Protection law and its application to your business, please contact the ICO for guidance (www.ico.org.uk or telephone 01625 545745)

2. Instructions

 

1. Please read the guidance provided in full before answering the questions.


1. Please read the requirements in the ‘Question’ column, and then provide a response to them in the adjacent ‘Answer’ column. Please do not provide this response on a separate document.  The guidance will have told you what needs to be covered and supplied.



1. Use the links under each question (‘Help Text’) for guidance on what your response should cover, and ensure you use the Business Categories guidance to identify the correct requirements for the solution/service you are (or will be) providing.


1. When you attach supporting evidence (e.g. a policy document or copy of a certificate) to this document, please ensure that you reference the document title of the attachment accurately from within this document. If you are drawing attention to a specific comment or section within a supporting document, please ensure this is also fully and accurately referenced (section and page number).


1. If you are responding to this questionnaire as part of an annual review, please additionally specify any changes to processes and controls that have been made since you last responded.


[bookmark: _3._Your_Details]3. Your Details



		1

		Name of Company / Individual:

(Help text)

		



		2

		Contact Details: 

(Help text)

		



		3

		Contact reference:

(Help text)

		





[bookmark: _4._ICO_Notification]4. ICO Notification



		[bookmark: _Duty_to_‘Notify’_1]Duty to ‘Notify’ the ICO

		Answer



		1

		Have you complied with the duty to notify the Information Commissioner’s Office that you are processing personal data?  



(What’s required?)

		☐		Yes 

(Go to Q2)

		☐		No

(Go to Q3)



		[bookmark: _Link_to_Notification_1]Link to Notification Register Page

		Answer



		2

		Please provide a working link to your current notification record on the ICO’s Register of Data Controllers.



(What’s required?)

		Please replace this text with a link



		[bookmark: _Notification_Self-Assessment]Notification Self-Assessment 



Only answer this question if you have not ‘notified’.

		Answer



		3

		If you believe that you do not need to notify, have you undertaken the ICO’s self-assessment check?



(What’s required?)

		☐		Yes, we do need to notify and we will do so within four weeks of submitting this questionnaire

		☐		No, we do not need to notify.  See below





		

		

		

		Please replace this text with the reason





[bookmark: _2._Technical_Measures][bookmark: _5._Organisational_Measures]5. Organisational Measures



		[bookmark: _Policy]Policies

		Answer



		1

		What Information security/ governance/ management policies do you have in place? What subject areas do they cover? 

What is the review and approval process?



(What’s required?)

		Please replace this text with a detailed answer and attach evidence



		[bookmark: _Training_&_Security]Security Awareness & Training

		Answer



		2

		How do you ensure Security Awareness throughout the organisation to a level appropriate to your defined roles and responsibilities? 



(What’s required?)

		Please replace this text with a detailed answer and attach evidence



		[bookmark: _Risk_Management]Information Risk Assessment and Management

		Answer



		3

		What programme and processes do you have in place to effectively manage Information Risk? What is your approach to making risk assessments and how do you identify, assign and monitor risk controls? What were the results of your risk assessment?



(What’s required?)

		Please replace this text with a detailed answer and attach evidence



		[bookmark: _Security_Incident_Response_2][bookmark: _Security_Incident_Response]Security Incident Response and Recovery

		Answer



		4

		Has the organisation defined and implemented an Information Security Incident Response and Disaster recovery capability?  

Has it produced and tested Information Security Incident Management Response plans, and trained the incident management team appropriately?  



(What’s required?)

		Please replace this text with a detailed answer and attach evidence








6. Technical Measures



		[bookmark: _Configuration_and_Maintenance_1]Secure Configuration and Maintenance of ICT Systems

		Answer



		1

		How have the ICT systems in the solution/service provided (or to be provided) been configured, to ensure they are secure, and how are their configurations maintained?



(What’s required?)

		Please replace this text with a detailed answer and attach evidence



		[bookmark: _Protecting_Network_and][bookmark: _Protect_Network_and_1]Protecting Network and Devices from Attack

		Answer



		2

		How are the networks in the solution/service provided (or to be provided) protected from external and internal attack?



(What’s required?)

		Please replace this text with a detailed answer and attach evidence



		[bookmark: _Account_Provisioning_and_1]Account Provisioning and Approval Process

		Answer



		3

		What is the user account provisioning process (account approval, creation, maintenance and deactivation) in the solution/service provided (or to be provided), and how is privileged access controlled? 



(What’s required?)

		Please replace this text with a detailed answer and attach evidence



		[bookmark: _Malware_Protection_1]Malware Protection

		Answer



		4

		How are the ICT Systems used in the solution/service provided (or to be provided) protected from Malware?



(What’s required?)

		Please replace this text with a detailed answer and attach evidence



		[bookmark: _Software_Updates_1][bookmark: _Software_and_Security]Keeping Software up-to- date and Secure

		Answer



		5

		What process is used to keep the software on the ICT Systems in the solution/service provided (or to be provided) up to date? How does it ensure the prompt installation of the latest software updates and security patches?  



(What’s required?)

		Please replace this text with a detailed answer and attach evidence



		[bookmark: _Logging_and_Monitoring_1]Logging and Monitoring

		Answer



		6

		What event logging and monitoring is performed on the ICT Systems and Networks used in in the solution/service provided (or to be provided)?  



(What’s required?)

		Please replace with a detailed answer and attach evidence








[bookmark: _7._Guidance][bookmark: Guidance]7. Guidance 



1. In order to assist the supplier in responding to the requirements stated, guidance notes have been provided on the pages that follow.  The guidance starts with a section on the use of Third parties and the Cloud, which applies to all the organisational and technical measures if the cloud and / or third parties form part of the solution/service provided (or to be provided).  It then goes on to provide examples of the controls the supplier (and any third parties it uses) need to have in place to comply with each requirement, and the detail and evidence of these they need to provide to us for review.



2. As the size of organisations providing services to us varies, the guidance has been split in to two Business Categories to help you understand the requirements, based on your IT setup. Please identify which category your organisation falls under, and then read the guidance provided for that category.  



3. Where the organisation falls into the ‘Medium or Large’ category, they must either provide us with Cyber Essentials Plus certification evidence to review, or assurances and independent evidence that they meet the Cyber Essentials controls. It must include covering the controls that Cyber Essentials specifies as required (see the Cyber Essentials Common questionnaire), and equivalent assessment and testing (see the Cyber Essentials Common Test Specification).



4. Where the organisation falls into the ‘Small Business’ category, has no designated IT function, and has not had its controls independently assessed (like in Cyber Essentials Plus), we will assess the controls the organisation states in this questionnaire are in place by reviewing the details and evidence provided.  This is only possible where sufficient information is provided.  



5. Evidence can be presented in the in the form of ‘screen shots’ (showing software and settings in place), as well as copies of policies, diagrams, designs, registers and reports (or screen shots / extracts from these). If evidence is requested and is not available, please provide details instead.  All evidence must be clearly labelled and linked to the question asked



6. The abbreviation ‘ICT’ stands for Information and Communications Technology, which covers any product that will store, retrieve, manipulate, transmit or receive information electronically in a digital form, e.g. Desktop computers, laptops and servers




[bookmark: BC]Business Categories 



		Small Business Category

		Corporate IT Category



		Possible scenarios may include:


· Self-employed or Micro business (0 to 9 employees)

· Small business (10 – 49 employees) without a designated IT function

· Simple IT configuration – maybe single device storing our data.

· Simple IT configuration plus use of cloud services such as webmail or cloud storage containing our data.

· Simple IT configuration plus a third party provider processing or storing our data.



		Possible scenarios may include:


· Medium business (50 to 249 employees)

· Large organisation (250 + employees)

· Any size organisation with a designated IT function

· Likely to include servers, networks, end user devices and firewalls.

· More complex IT configuration with central management of services.

· Private or corporately managed cloud services used to store our data.

· Third parties providing additional services and processing or storing our data.










[bookmark: _Securing_data_in]Securing data in the Cloud and checking third parties


		Small Business Category

		Corporate IT Category



		A wide range of online services require users to transfer data to remote computing facilities – commonly known as the cloud.  Data being processed in the cloud represents a risk because the personal data you are responsible for leaves your network and be processed in systems managed by your cloud provider. It is therefore important to check that they have security measures in place:

· Make sure you know what data is stored in the cloud, as modern computing devices, especially those targeted at consumers, can have cloud backup or sync services switched on by default.

· Ensure you know in which country your cloud service provider hosts its data and whether the locations they use comply with the requirements of Data Protection law. 

· Check whether your cloud service provider complies with the CESG Cloud Security Principles

· Consider the use of two factor authentication especially for remote access to your data in the cloud.

· Check that third parties are treating your data with at least the same level of security as you would.

· Ask for a security audit of the systems containing your data.

· Review copies of the security assessments of your IT provider.

· If appropriate, visit the premises of your IT provider to make sure they are as you would expect.

· Check the contracts you have in place. They must be in writing and must require your contractor to act only on your instructions and comply with certain obligations of data protection law

· If you use a contractor to erase data and dispose of or recycle your IT equipment, make sure they do it adequately / securely.



Source – A practical guide to IT security Ideal for the small business (Information Commissioner’s Office)

		Ensure that the CESG Cloud Security Principles are being adhered to.  The principles are:

· Data in transit protection

· Asset protection and resilience

· Separation between consumers

· Governance framework

· Operational security

· Personnel security

· Secure development

· Supply chain security

· Secure consumer management

· Identity and authentication

· External interface protection

· Secure service administration

· Audit information provision to consumers

· Secure use of the service by the consumer



Source – CESG Cloud Security Principles










[bookmark: _Your_Details][bookmark: YourDetails]Your Details


		

		

		Small Business Category

		Corporate IT Category



		1

		Name of Company / Individual

(return to requirement)

		Details required

Provide the name of the company or organisation you are representing in bidding for this contract

		Details required

As per Small Business category



		2

		Contact Details:

(return to requirement)

		Details required

· Provide the name of the individual who is acting as the main point of contact for your company

· Please supply an Email address

· Please supply a Postal address

· Please supply a work Telephone number

		Details required

As per Small Business category



		3

		Contact reference:

(return to requirement)


		Details required

· Please provide the reference number for the procurement you are bidding for

		Details required

As per Small Business category










[bookmark: _ICO_Notification][bookmark: ICO]ICO Notification



		

		

		Small Business Category

		Corporate IT Category



		1

		Duty to ‘Notify’ the ICO

(return to requirement)

		Details required

· Please tick ‘yes’ if you have a current entry on the ICO’s register of Data Controllers, and will maintain a current entry for the duration of this contract

· Please tick ‘no’ if the above is not the case

		Details required

As per Small Business category



		2

		Link to Notification Register Page

(return to requirement)

		Details required

· Please provide a working URL link to the specific page in the register of Data Controllers which contains your company’s entry

		Details required

As per Small Business category



		3

		Notification Self-Assessment (Only answer this question if you have not ‘notified’)

(return to requirement)



		Details required

· Please do not respond to this question if you have answered ‘Yes’ to question 1

· Please undertake the check and advise of the outcome by ticking one of the boxes.

· The result will either be that:

· Yes, you do need to notify the ICO. You will need to do this within the next four weeks. Or;

· No, you do not need to notify. Please state in the below box why you do not need to notify.

		Details required

As per Small Business category





[bookmark: _Name_of_Company/][bookmark: _Contact_details:][bookmark: _Contract_reference:][bookmark: _Duty_to_‘Notify’][bookmark: _Link_to_Notification][bookmark: _Notification_Self-Assessment_(Only]


[bookmark: _Organisational_Measures]Organisational Measures

[bookmark: _Policy_(return_to]

		[bookmark: Poilcy]1. Policies (return to requirement)



		Small Business Category

		Corporate IT Category



		Please read key point 4 on page 1, then provide evidence of any Information security policies your organisation has in place, along with evidence that they are signed off by management, regularly reviewed and evaluated for effectiveness.  If you don’t have dedicated policies, please note down what your policy on Information Security is (including acceptable and secure use of systems) and provide it to us for review.



Some information is available on policies in  A practical guide to IT security Ideal for the small business from the Information Commissioner’s Office, and examples of such polices are provided free by the SANS Institute



		Please read key point 4 on page 1 then provide evidence of the policies your organisation has in place covering Information Security and acceptable and secure use of the organisation’s systems, including:



· What they cover and how 

· How often they are reviewed

· Who agrees and signs them off

· How they are checked for effectiveness

· How it is ensured they are adhered to and whether adherence is a condition of employment



In addition to the guidance provided in the adjacent ‘Small Business’ category, further information can found in the UK Governments 10 Steps to Cyber Security publication, and ISO 27001:2013 (Clause 5.2 and section A.5 (Annex A), ISO 27001:2013)







[bookmark: _Training_&_Security_1]




		[bookmark: SecurityAwareness]2. Security Awareness and Training  (return to requirement)



		Small Business Category

		Corporate IT Category



		Please read key point 4 on page 1, then provide details (and evidence where specified) of the following:

· Details of how / if employees at all levels are made aware of their roles and responsibilities.

· Evidence of security awareness being promoted within the organisation, and details of how this is accomplished 

· Details of how staff keep their knowledge of security threats up-to-date

· Evidence of training provided to staff so they recognise threats such as phishing emails and other malware, and risks involved in posting information relating to business activities on social networks, and details of how this is accomplished



Source: Information Commissioner’s Office guide and UK Government guide on IT Security for Small business, plus best practice





		Please read key point 4 on page 1, then provide details (and evidence where specified) of the following:



A) Programme: Describe the process which provides and maintains security awareness, to include:

· Identification of specific roles which require tailored training and awareness

· How users have been made aware of their information security responsibilities relative to their roles

· Evidence of the staff induction processes to include general responsibilities for Information Security

· Evidence of routine training provided to employees on their Information Security responsibilities (including refresher training)

· Details of measures taken to monitor the effectiveness of the process

· Evidence of promoting a security incident reporting culture within the organisation



B) Change: Explain how new Cyber threats, risks to the organisation and legislation/ policy change are communicated and provide examples as evidence



C) Skills: Explain how employees are encouraged to assess, develop and validate their Information Assurance skills, and provide evidence

Source –10 Steps to Cyber Security (HM Government)








[bookmark: _Risk_Management_(return]

		[bookmark: InformationRiskAss]3. Information Risk Assessment and Management (return to requirement)



		Small Business Category

		Corporate IT Category



		Please read key point 4 on page 1, then provide details (and evidence where specified) of the following: 

 

· Evidence of the identification and assessment of information security risks, as a result of delivering the service us.  If this has not been undertaken, please perform an identification and assessment exercise, and provide the results to us for review.

· Details of the severity of the risks your organisation has identified

· Details of the actions taken to resolve the risks identified.  

· If risks have been identified but no actions taken to resolve them, please note down the organisations proposals on reducing their impact, or resolving them

· Evidence of written security arrangements in place with any third parties used to deliver the service to us

· Details of actions taken to address the risks presented from ‘mobile working’ (including working from home/ remote/ another location), if it is performed.

· Details of how the locations used to process / store our data are ‘Physically’ protected from unauthorised access. The Physical security of equipment is important to consider as devices containing personal data could be stolen in a break-in or lost whilst away from the office.

Information Commissioner and UK Government IT Security guides for Small business, the CPNI Perimeters and Access Control guidance

		Please read key point 4 on page 1, then provide details (and evidence where specified) of the following:  



A) Programme: Evidence of the approach to information risk management to include:

· Policy or policies which mandate the programme, describing the content

· Defined roles and responsibilities showing clear ownership of the programme’s activities

· How role holders are made aware of their responsibilities

· Applicability to any third parties who process data on your behalf

· The review process to monitor the effectiveness of the programme 

· How new (or changes to existing) systems or processes are assessed for risk, with reference to the requirements of the ICO’s Conducting Privacy Impact Assessments Code of Practice



B) Risk Assessment: Evidence of the Information Security Risk assessment performed on the service to be provided, including:

· How risks are identified

· How risks are recorded; ensuring they are dated, consistently graded and described





CONTINUED ON NEXT PAGE



		



		C) Controls: Details of how appropriate controls are identified, implemented and monitored, to include:  

· How controls are identified and understood and their effectiveness in reducing risk is monitored and recorded

· Details of Physical security controls in place, including Perimeter security, Physical entry controls (door entry), Swipe cards, Picture ID cards, Secure area security, Monitoring, CCTV, Visitor access, Security guards, Cable protection and Loading bay protection
How appropriate ownership of risks is ensured and recorded

· How the level of risk tolerance is determined, and embedded in the assessment process

· Whether information security controls are established and agreed with each third party that may access, process, store, communicate, or provide IT infrastructure to our data, and how compliance monitored

· Evidence of the change control process, including details of notification to affected stakeholders

· Treatment of issues caused from unplanned changes 



CONTINUED ON NEXT PAGE










		

		D) Mobile Working: Evidence of managing / controlling the risk from working from home/ remote/ another location, including:

· Whether there is an increased level of monitoring on all remote connections and the corporate systems being accessed

· How and if the amount of information stored on mobile devices in minimised to only that which is needed to fulfil the business activity

· Whether full disk encryption is installed on mobile devices, and where this is not possible, the data held on the devices is encrypted

· Whether when working remotely and connecting back to a corporate network, devices and the information exchange is protected by using an appropriately configured Virtual Private Network (VPN)

· 

E) Administrator accounts: Details of the approach to controlling the  risks with administrator accounts, how they are managed and how they access network components 


Source –10 Steps to Cyber Security (HM Government), CPNI Perimeters and Access Control guidance, and ISO 27001:2013, Annex A, Section 11 – ‘Physical and environmental security’, and Section 15 – ‘Supplier Relationships’








		[bookmark: _Security_Incident_Response_1][bookmark: SecurityIResponse]4. Information Security Incident Response and Recovery (return to requirement)



		Small Business Category

		Corporate IT Category



		Please read key point 4 on page 1, then provide details (and evidence where specified) of the following:



· Evidence that the organisation has considered what measures need to be put in place to deal with data breaches, should one occur.  Please include a copy of the organisations incident management plan, if it has one, or if not, note it down and provide to us for review.

· Evidence of reviews held on the personal data the organisation currently holds / processes, including details on whether the protection was found to be adequate

· Evidence of reviews undertaken to ensure the organisation is compliant with industry guidance or other legal requirements.

· Evidence of reviews undertaken on the controls in place, including detail of how often the reviews are performed, and how any improvements required are identified

· Evidence of the monitoring and adjustment of the controls in place

· Evidence of alternate locations identified where the organisation could perform the service from, in event of the usual location becoming unavailable

· Evidence of arrangements / plans in place to repair, replace, or use alternate PC’s and systems, in the event of a failure 

· Evidence that any security incidents that have occurred, have been analysed, to identify actions that can be taken to prevent them occurring again


Based upon:  A practical guide to IT security Ideal for the small business (Information Commissioner’s Office) and Best Practice







		Please read key point 4 on page, then provide details (and evidence where specified) of the following:



A) Evidence of Incident Management plan(s) in place, including:

· What the plan(s) cover, whether they cover the full range of incidents that may occur, and the support from senior management 

· Roles and responsibilities identified, how these have been communicated, and how training needs are identified and met

· Reporting incidents of a criminal nature and management

· Data recovery facilities available / how they’re engaged

· Testing of incident management and supporting plans (Business Continuity and Disaster Recovery), and its frequency 

· How and if it is ensured that Information Security is maintained when Business Continuity plans have to be invoked

· Staff incident management awareness training performed

· Reporting of incident statistics, analyses and feed into lessons learnt and training need reviews

· The formal disciplinary process undertaken if policies are demonstrated to have been breached

B) Evidence of the process for identifying, managing and resolving information security breaches , including:

· Reporting to the appropriate role/ team, and action tracking recording, for response and recovery, and for later review

· Investigated by the appropriate role/ team

· Escalated to senior roles and what determines this

· Notified to data controllers and the ICO and what determines this 

· Resolved and closed 

Source-10 Steps to Cyber Security (HM Government) and best practice








[bookmark: _Technical_Measures]Technical Measures



		[bookmark: SecureConfiguration]1. Secure Configuration and Maintenance of ICT systems (return to requirement)



		Small Business Category

		Corporate IT Category



		Please read key point 4 on page 1, then provide details (and evidence where specified) of the following: 



· Details on identifying software and services on the organisations computers, and subsequently removing it, to reduce the number of potential vulnerabilities.

· Details of changing the default password in the software and hardware used

· Details of disabling or removing unnecessary user accounts 

· Details of removing software that is no longer supported (or where security updates are not provided) by manufacturers.

· Evidence of ‘standard’ user accounts being used by users, rather than ‘administrator’ accounts

· Evidence of encryption software being used where appropriate. e.g. Full disk and File encryption

· Details of the organisations promotion and use of strong passwords

· Evidence that removable media (such as memory sticks) is being controlled and managed appropriately

· Evidence of ‘Remote Wiping of data’ being enabled on the organisations mobile devices, where possible / required

· Evidence of disabling the ‘Auto-run’ feature on removable media (and network drives where used) where possible

· Details on taking regular backups



Based on: Information Commissioner and UK Government IT Security guides for Small business, and the Cyber Essentials Scheme 

		Please read key points 4 & 5 on page 1, then provide details (and evidence where specified) of the following: 



· Evidence of baseline security builds created for workstations, servers, firewalls and routers, and operating system and software lockdowns performed

· Details of disabling or removing unnecessary user accounts, and changing default passwords on user accounts 

· Evidence of removing / disabling unnecessary software and services on computers 

· Evidence of removable media controls and management in place,  including restricting use, types of media allowed, type of information permitted to be stored, encryption used, and secure destruction

· Evidence of hardware and software inventories in place and device tracking

· Evidence of vulnerability scans performed, including details of how regular they are, what scanning tools are used, and the timescales

· Evidence of disabling Auto-run on network drives +removable media

· Details on taking regular backups

· Evidence of maintaining security and event logs.

· Cyber Essentials Plus certification evidence (or Independent evidence – See Guidance ) that covers annual assessment and testing, and includes the Secure Configuration controls in place 

Source – Cyber Essentials Scheme  +10 Steps to Cyber Security (HM Government










		[bookmark: _Protect_Network_and_2][bookmark: _Protect_Network_and][bookmark: _Configuration_and_Maintenance][bookmark: ProtectingNetworks]2. Protect  networks from Internal and external attack  (return to requirement)



		Small Business Category

		Corporate IT Category



		Please read key point 4 on page 1, then provide  details (and evidence where specified) of the following: 



· Details of the firewall(s) installed at the boundary of the public network (Internet) and the organisations private network.  Routers commonly have these built in to them.  Include confirmation that the firewalls default password has been changed.

· Evidence of disabling or protecting the firewalls remote administrative interface.

· Evidence of personal firewalls installed on the organisations computers. These are software applications that control network traffic to and from a computer, permitting or denying communications based on a security policy.  They often come as part of anti-malware packages, and the operating system.

· Details of any Internet gateways in place / used, or methods used to prevent (or discourage) users within the organisation from accessing websites or other online services that present a threat or that you do not trust



Based on: Information Commissioner and UK Government IT Security guides for Small business, and the Cyber Essentials Scheme

		Please read key points 4 & 5 on page , then provide details (and evidence where specified) of the following: 



· Details of Network perimeter protection, including whether the defence is multi-layered and whether there is protection between the untrusted external network and the trusted internal networks

· Details of Internal network protection, including details of firewalls or equivalent network devices installed on the boundary of the internal network(s). Include details of changing default firewall passwords. 

· Evidence of the firewall rule management and approval process, and the justification and approval of firewall port opening

· Evidence of the disabling of unapproved services or services typically vulnerable to attack at the boundary firewall

· Evidence of disabling or protecting the firewalls remote administrative interface.

· Evidence of Network monitoring performed, including details on whether intrusion monitoring tools are used, and the policy on auditing activity logs.

· Evidence of personal firewalls installed, and their configuration

· Evidence of testing performed – regular penetration tests and simulated cyber-attack exercises for instance.

· Where there is no requirement for a system to have Internet access, implement a 'Default Deny' policy, thus preventing Internet access

· Cyber Essentials Plus certification evidence (or Independent evidence – See Guidance ) that covers annual assessment and testing, and includes the Network controls in place. 

Base on: Cyber Essentials Scheme  + 10 Steps to Cyber Security (HM Government) and best practice.





[bookmark: _Account_Provisioning_and][bookmark: _Account_Provisioning_and_2]




		[bookmark: AccountProvisioning]3. Account provisioning and approval process (return to requirement)



		Small Business Category

		Corporate IT Category



		Please read key point 4 on page 1, and then provide details (and evidence where specified) of the following: 

 

· Evidence of the organisations Access Control Policy, if it has one, or details of how access to systems is controlled.

· Details of how it is ensured that all the organisations users are assigned unique usernames and passwords, do not share them, and require them to logon to computers and applications.

· Details of how the organisation ensures that its users only have permissions appropriate to the role they perform, and these permissions are regularly reviewed and documented

· Details on disabling users accounts that are no longer required

· Evidence of the restriction of Administrator accounts / their use, and the changing of their passwords at least every 60 days

· Details of how strong password use is enforced / promoted

· Evidence of the limiting of failed logon attempts.  Login should be prevented after a small number of unsuccessful logins, to prevent what’s known as a ‘Brute Force’ attack, where login attempts keep being made by a computer, until the correct one is generated. 

· Evidence of enforcing regular password changes 

· Details of how the organisation ensures that passwords are cancelled immediately upon staff members leaving, or being absent for long periods
 

Based on: Information Commissioner and UK Government IT Security guides for Small business, and the Cyber Essentials Scheme





		Please read key points 4 & 5 on page 1, and then provide details (and evidence where specified) of the following: 

  

· Evidence of the Starters, movers and leavers process in place, including details of justification, provisioning, approval, and  assignment to named individuals 

· Details on disabling or deleting leaver and inactive accounts

· Details on the management of account privileges, including whether they are documented, how often they are reviewed, how it’s ensured that all users have their own username and password, and are only granted the minimum access required to perform their roles.

· Details of restrictions in place to minimise the number and use of Administrative accounts, ensure they are only used to perform legitimate administrative activities, and whether they have access to email or the internet. 

· Evidence of configuring user accounts to require regular password changes (and admin password changes at least every 60 days)

· Evidence of actions taken to ensure the use of strong passwords

· Details that demonstrate the authentication steps performed before users are granted network, system, application, or computer access

· Evidence of user activity monitoring + controlled access to audit logs

· Details of providing standard user accounts to administrators, to use when performing non-administrative actions

· Cyber Essentials Plus certification evidence (or Independent evidence – See Guidance ) that covers annual assessment and testing, and includes the account provisioning and approval controls and process in place

Source – Cyber Essentials Scheme  + 10 Steps to Cyber Security (HM Government)










		[bookmark: _Malware_Protection_(return][bookmark: _Malware_Protection][bookmark: MalwareProtection]4. Malware Protection (return to requirement)



		Small Business Category

		Corporate IT Category



		Please read key point 4 on page 1, and then provide details (and evidence where specified) of the following: 



· Evidence of the malware protection (also known as anti-virus) installed on the organisations computers, and details of how it is kept up to date

· Details of the malware protection configuration, including whether it is set to scan files upon access  / download, and how the organisation ensures it remains switched on

· Details of the scans for malware being performed on computers and the network, including the frequency.

· Details of actions taken upon receiving an alert from the malware protection.

· Details of the policy on scanning removable media, such as memory sticks, CD’s and DVD’s for malware, before use. 

· Details of any actions taken to deter (or preferably prevent) users from accessing information on potentially unsafe web sites.  As well as there being dedicated software to perform this function (black listing), some anti-malware can perform these actions.  There are also web browser add-ons that grade the likely safety of sites shown in search results. e.g. Web of trust



Based on: Information Commissioner and UK Government IT Security guides for Small business, and the Cyber Essentials Scheme

		Please read key points 4 & 5 on page, and then provide details (and evidence where specified) of the following: 

 

· Evidence of Malware (viruses, worms, Trojans and spyware etc.) prevention policy and how it helps manage the risks to business processes, and includes the process of re-acting to an infection

· Evidence of the malware protection defences implemented

· Evidence of the Malware protection software used, including details of whether it is set to scan files upon access / download, and how it is kept up to date (engine and signatures)

· Details of Malware scanning performed on computers and the network, and the frequency

· Evidence of controls in place to prevent users from making connections to malicious websites on the internet (e.g. website blacklisting).

· Evidence of preventing users from running executable code or programs form any media to which they also have write access

· Details of policy on scanning removable media for malware

· Cyber Essentials Plus certification evidence (or Independent evidence – See Guidance ) that covers annual assessment and testing, and includes the malware protection controls in place.

Based on: Cyber Essentials Scheme  + 10 Steps to Cyber Security (HM Government) and best practice.





[bookmark: _Software_Updates][bookmark: _Software_Updates_(return]


		[bookmark: KeepingSWUpToDate]5. Keeping software up-to-date and secure (return to requirement)



		Small Business Category

		Corporate IT Category



		Please read key point 4 on page 1, and then provide details (and evidence where specified) of the following:  



· Details of how its ensured that the software running on the organisations computers is licensed and supported, thus ensuring the availability of security patches

· Evidence that the organisations computers are set to automatically download and apply security and software updates, or alternatively, (if it has been chosen to apply the updates manually) details of the process followed that ensures they are applied within 14 days of release.

· Evidence that the organisations computers are set to automatically download anti-malware signature and engine updates, as and when they become available, in order to ensure they can protect against the latest threats.

· Details of how often the security products installed on the organisations computers are reviewed, in order to ensure they are up to date, effective and supportable by their manufacturer

· Details of keeping mobile devices (used for mobile working) up to date with vendor updates and app patches

Based on: Information Commissioner and UK Government IT Security guides for Small business, and the Cyber Essentials Scheme

		Please read key points 4 & 5 on page 1, and then provide details (and evidence where specified) of the following: 

  

· Evidence of the defined patching process in place covering the installation of application software updates from vendors (including operating system and firmware) and Security patches, and details of how its ensured they are installed within 14 days of release.

· Details of how its ensured that the software running on the organisations ICT Systems is licensed and supported, thus ensuring the availability of security patches

· Details on how often checks are made for out-of-date software (i.e. software that is no longer supported.) that needs to be removed / replaced.

· Evidence of regular reviews performed to ensure the protection in place on the organisations computers is adequate.

· Evidence of keeping mobile devices (used for mobile working) up to date with vendor updates and app patches

· Cyber Essentials Plus certification evidence (or Independent evidence – See Guidance ) that covers annual assessment and testing, and includes the controls in place to keep software up-to-date and secure.

Source – Cyber Essentials Scheme  + 10 Steps to Cyber Security (HM Government) and best practice
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		[bookmark: LoggingAndMonitoring]6. Logging and Monitoring (return to requirement)



		Small Business Category

		Corporate IT Category



		Please read key point 4 on page 1, and then provide details (and evidence where specified) of the following:



· Evidence of monitoring tools in place.  Dedicated monitoring tools are available, but a number of anti-malware products (sometimes known as Internet Security) provide notifications of threats in real time, and not just those relating to infected files – Attempts to illegally access your computer for instance from the internet.  

· Details of how often the security software messages, access control logs and other reporting systems the organisation has in place are checked.  

· Details of actions that would be performed in the event of receiving an alert issued by a monitoring service.

· Details of how the organisation makes itself aware of what software or services are running on its computers and network, so it can identify if there is something present that shouldn’t be.

· Evidence of vulnerability scans run to identify and address any vulnerabilities in the organisations computers.  Dedicated vulnerability scanning tools are available, but basic vulnerability scanners are sometimes included in anti-malware suits.  These scan your computer and tell you if any products are vulnerable and need updating


Source: Information Commissioner’s Office guide and UK Government guide on IT Security for Small business, plus best practice



		Please read key point 4 on page 1, and then provide details (and evidence where specified) of the following:



· Evidence of the monitoring strategy and supporting policies the organisation has implemented, and the basis for these, including whether it takes into account previous security incidents and attacks and aligns with the organisation's incident management policy

· Evidence of the network monitoring in place, how often it occurs, how and if inbound and outbound network traffic traversing the network boundaries is monitored, and how unusual activity or trends that could indicate an attack, are identified.

· Details of the user activity monitoring performed and whether it complies with legal and regulatory constraints

· Details of the fine-tuning of monitoring systems performed so only relevant logs, events and alerts are collected

· Details of the logs being captured and how they are protected

· The frequency of log inspection, the method used to analyse logs for unexpected activity and how long logs are kept for

· Details of how the organisation ensures there is sufficient log storage 

· Evidence of ensuring that the time on systems is synchronised, to ensure the accuracy in logs

· Evidence of training provided to staff on logging and monitoring



Source – Cyber Essentials Scheme  + 10 Steps to Cyber Security (HM Government)








Other Sources of Guidance



The ICO website (www.ico.org.uk) provides comprehensive information and guidance on the Data Protection Act 1998 and the General Data Protection Regulations 2016.  Please ensure you comply with the relevant information to maintain compliance with Data Protection law



Specific guidance provided by the ICO to help businesses comply with Data Protection law includes:



· The Guide to Data Protection

· Overview of the General Data Protection Regulations 2016

· CCTV Systems and the Data Protection Act 1998 

· CCTV Small User Checklist (to be read with the above) 

· Brief Guide to Notification 

· Employment Practices Code – A Quick Guide (PDF) 

· FAQ’s for Organisations (on website) 

· CCTV Data Protection Code of Practice 

· Privacy and Electronic Communications Regulations 

· Website FAQs for Organisations 

· Good Practice Note – Buying and selling customer databases 

· Good Practice Note – Checklist for handling requests for personal information (subject access requests) 

· Good Practice Note – Electronic mail marketing 

· Good Practice Note – Outsourcing: a guide for small and medium-sized businesses 

· Good Practice Note – Providing personal information to a third party 

· Good Practice Note – Releasing information to prevent or detect crime 

· Good Practice Note – Subject Access and employment references 

· Good Practice Note – Training checklist for small and medium-sized organisations 
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		ICO Notification reference



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		Version Control	
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Whole Essex Information Sharing Framework 



This Information Sharing Protocol is designed to ensure that information is shared in a way that is fair, transparent and in line with the rights and expectations of the people whose information you are sharing. 



This protocol will help you to identify the issues you need to consider when deciding whether to share personal data. It should give you confidence to share personal data

when it is appropriate to do so, but should also give you a clearer idea of when it is not acceptable to share data.



Specific benefits include:

· transparency for individuals whose data you wish to share as protocols are published here;

· [bookmark: _GoBack]minimised risk of breaking the law and consequent enforcement action by the Information Commissioner’s Office (ICO) or other regulators;

· greater public trust and a better relationship by ensuring that legally required safeguards are in place and complied with;

· better protection for individuals when their data is shared;

· increased data sharing when this is necessary and beneficial;

· reduced reputational risk caused by the inappropriate or insecure sharing of personal data;

· a better understanding of when, or whether, it is acceptable to share information without people’s knowledge or consent or in the face of objection; and reduced risk of questions, complaints and disputes about the way you share personal data.



Please ensure all sections of the template are fully completed with sufficient detail to provide assurance that the sharing is conducted lawfully, securely and ethically.



		Item

		Name/Link /Reference

		Responsible Authority



		Privacy Impact Assessment

		

		



		Supporting Standard Operating Procedure

		

		



		Associated contract

		

		



		Other associated supporting documentation

		

		







Published Information Sharing Protocols can be viewed on the WEISF Portal.




		1.

		Purpose

		REFERENCES



		

(This section should explain why the data sharing initiative is necessary, the specific aims, benefits it will bring to individuals or to society more widely. This should be clearly documented in precise terms so that all parties are absolutely clear as to the purpose for the data sharing and how the shared data may be used).

PLEASE WRITE YOUR RATIONALE FOR THE SHARING HERE AND DELETE THE GUIDANCE ABOVE:



























		GDPR

Go to article 5



		2.

		Information to be shared

		



		

(Explain the types of data that you are intending to share. This may need to be quite detailed because in some cases it may be appropriate to share certain details held in a file about someone, but not other special categories of data).

PLEASE LIST THE DATA FIELDS (ITEMS) TO BE SHARED AND DELETE THE GUIDANCE ABOVE:























		GDPR

Go to articles 6 - 9



		3.

		Legal Basis

		



		

(Explain the legal power(s) you have that allow you to share the information – include how the sharing is consistent with the Data Protection Act 1998 Conditions for Processing (Schedules 2 & 3) ONLY VALID UNTIL 25TH MAY 2018



		Personal Data

		Sensitive Personal Data



		Sharing personal information in accordance with this protocol is lawful under the Data Protection Act 1998 Schedule 2: [please click and select]



		Sharing personal information in accordance with this protocol is lawful under the Data Protection Act 1998 Schedule 3: (if appropriate): [please complete]: [please click and select]





		Choose an item.		Choose an item.

		Choose an item.		Choose an item.

		Choose an item.		Choose an item.

		Choose an item.		Choose an item.





Other legislation or statute as follows [Please list relevant legislation]







(Explain the legal power(s) you have that allow you to share the information – include how the sharing is consistent with the General Data Protection Regulation 2016 (GDPR)).  PLEASE DELETE THIS GUIDANCE WHEN NO LONGER NEEDED:



		Personal Data

		Special Categories of Data



		Sharing personal information in accordance with this protocol is lawful under the General Data Protection Regulation 2016 article 6: [please click and select]



		Sharing personal information in accordance with this protocol is lawful under the General Data Protection Regulation 2016 article 9: (if appropriate): [please complete]: [please click and select]





		Choose an item.

		Choose an item.





		Choose an item.



		Choose an item.





		Choose an item.



		Choose an item.









Other legislation or statute as follows [Please list relevant legislation]



Fair Processing in accordance with General Data Protection Regulation 2016 article 12.

· (if Fair Processing has not taken place – detail why here, and;

· If the data has not been collected from a Data Subject – please detail this here including the source of the data)



Fair processing requirements have been satisfied by: [please complete]



		































GDPR

Go to articles 6-14



		4.

		Responsibilities

		



		

		For the purposes of this Protocol the responsibilities are defined as: 

		√ or ×

		Organisation Name(s)



		The Sole Data Controller for this sharing is

		

		



		The Joint Data Controllers for this sharing are:



Where two or more controllers jointly determine the purposes and means of processing, they will be joint controllers. They will in a transparent manner determine their respective responsibilities for compliance with the obligations under the GDPR, in particular with regard to the exercising of the rights of the data subject and their respective duties to provide the information referred to in Articles 13 and 14, by an arrangement between them unless the respective responsibilities of the controllers are determined by Union or Member State law to which the controllers are subject. The arrangement may designate a contact point for data subjects

PLEASE DELETE THE GUIDANCE ABOVE

		

		



		In the case of Joint Data Controllers, the designated contact point for Data Subjects is:



This is to provide a single point of contact for Data Subjects - generally this will be the organisation with ownership of the ISP.

PLEASE DELETE THE GUIDANCE ABOVE

		

		



		Data Processors party to this protocol are:



1. Where processing is to be carried out on behalf of a controller, the controller shall use only processors providing sufficient guarantees to implement appropriate technical and organisational measures in such a manner that processing will meet the requirements of this Regulation and ensure the protection of the rights of the data subject. 

2. The processor shall not engage another processor without prior specific or general written authorisation of the controller. In the case of general written authorisation, the processor shall inform the controller of any intended changes concerning the addition or replacement of other processors, thereby giving the controller the opportunity to object to such changes. 

3. Processing by a processor shall be governed by a contract or other legal act under Union or Member State law, that is binding on the processor with regard to the controller and that sets out the subject-matter and duration of the processing, the nature and purpose of the processing, the type of personal data and categories of data subjects and the obligations and rights of the controller.

Any controller involved in processing shall be liable for the damage caused by processing which infringes this Regulation. A processor shall be liable for the damage caused by processing only where it has not complied with obligations of this Regulation specifically directed to processors or where it has acted outside or contrary to lawful instructions of the controller. 

PLEASE DELETE THE GUIDANCE ABOVE



		

		







This Protocol will be reviewed one year after it comes into operation to ensure that it remains fit for purpose. The review will be initiated by [please complete]







		GDPR

Go to articles 13-14, 24 - 31



		5.

		Subject Rights

		



		

GDPR Article 15 - Subject Access - is an individual’s right to have a copy of information relating to them which is processed by an organisation. 



Once information is disclosed from one agency to another, the recipient organisation becomes the Data Controller for that information. With regards to subject access requests, the Data Controller has a statutory duty to comply with article 15 of the GDPR, unless derogation applies. It is good practice for the recipient organisation to contact the originating organisation. This enables the originating organisation to advise the use of any statutory derogation that may need to be applied prior to disclosure to the requesting individual. Communication should take place speedily thus allowing the servicing of the request to take place within the Statutory 20 working days (additional 2 months for complex SARs), time period.





If a party receives a request for information under the Freedom of Information (FOI) Act 2000 or Environmental Information Regulations (EIR) 2004 that relates to data that has been disclosed for the purposes of this Information Sharing Protocol, it is best practice to seek advice from the originating organisation prior to release. This allows the originating organisation to rely on any statutory exemption/exception under the provisions of the FOI Act or EIR and to identify any perceived harms. However, the decision to release data under the FOI Act or EIR is the responsibility of the agency that received the request. 



Essex Partner Agencies’ Information Sharing Agreements are made publicly available on the Whole Essex Information Sharing Framework website to enable compliance with article 12 of the GDPR.



GDPR Article 17 (1)(b)&(e) – Right to be forgotten – This right may apply where the sharing is based on consent, or where a Court Order has demanded that the information for an individual must no longer be processed.  Should either circumstance occur, the receiving Partner must notify all Data Controllers party to this protocol, providing sufficient information for the individual to be identified, and explaining the basis for the application, to enable all Partners to take the appropriate action to ensure compliance with the GDPR.



		GDPR

Go to articles 12 – 22



































GDPR

Go to article 17 & 19



		6.

		Security of Information

		



				Control in place

		√ / ×



		There are good quality access control systems in place

		



		Paper information is stored securely

		



		Paper and electronic information is securely destroyed with destruction log for electronic information

		



		Laptops and removable media such as memory sticks are secured when not in use

		



		Technical security appropriate to the type of information being processed is applied

		



		Arrangements are in place to meet the requirements for confidentiality, integrity and availability

		



		Disaster recovery arrangements are in place

		



		Encryption of personal data is fully implemented

		



		Data minimisation has been considered

		



		Can pseudonymised or anonymised data be used to meet your processing needs?

		



		There are sufficient access controls for systems/networks in place

		



		Routine and regular penetration tests are carried out

		



		Article 40 Codes of Conduct are adhered to (where applicable)

		



		Appropriate security is applied to external routes into the organisation; for example, internet firewalls and remote access solutions

		



		Additional control 1 – please specify here

		



		Additional control 2 – please specify here

		









Personal information will be securely shared via [please detail]



If any personal data is to be transferred outside of the EEA, please ensure you capture the relevant supporting adequacy decision for such a transfer here (articles 40-43). [please complete or delete if not applicable]

	

Partners receiving information will:

· Ensure that their employees are appropriately trained to understand their responsibilities to maintain confidentiality and privacy;

· Protect the physical security of the shared information;

· Restrict access to data to those that require it, and take reasonable steps to ensure the reliability of employees who have access to data, for instance, ensuring that all staff have appropriate background checks

· Maintain an up to date policy for handling personal data which is available to all staff 

· Have a process in place to handle any security incidents involving personal data, including notifying relevant third parties of any incidents

· Ensure any 3rd party processing is agreed as part of this protocol and governed by a robust contract and detailed written instructions for processing.



		GDPR

articles 30 - 45



		7.

		Format and Frequency

		



		

The format the information will be shared in is [please complete]



The frequency with which the information will be shared is [please complete]





		8.

		Data Retention

		



		

(Include detail here about how long each organisation will retain the information for, or use the standard statement below which assumes your retention schedule is available as part of your online privacy notice). 



Information will be retained in accordance with each partners’ published data retention policy and in any event no longer than is necessary.  



		GDPR

Go to article 5



		9.

		Data Accuracy

		



		

(Detail how the organisation will ensure the accuracy of the information shared, how this will be achieved in accordance with GDPR article 5, and detail the process for correcting inaccurate data).   [please complete]



		GDPR

Go to  articles 5, 16 - 18



		10.

		Breach Notification

		



		

Where a security breach linked to the sharing of data under this protocol is likely to adversely affect a data subject, Partners are required to inform all involved Partners within 48 hours of the breach being detected.  The email addresses on page 1 should be used to contact the Partners.  The decision to notify the ICO can only be made after consultation with any other affected Partner to this protocol, and notification to the ICO must be made within 72 hours of the breach being detected.  Where agreement to notify cannot be reached within this timeframe, the final decision will rest with the Protocol owner as depicted on page 1 of this document.



All involved Partners should consult on the need to inform the Data Subject, so that all risks are fully considered and agreement is reached as to when, how and by whom such contact should be made.  Where agreement to notify cannot be reached, the final decision will rest with the Protocol owner as depicted on page 1 of this document.



All Partners to this protocol ensure that robust policy and procedures are in place to manage security incidents, including the need to consult Partners where the breach directly relates to information shared under this protocol.



A processor is liable for any damage caused by processing, only where it has not complied with obligations of the GDPR specifically directed to processors or where it has acted outside or contrary to lawful instructions of the controller.



		GDPR

Go to articles 33, 34, 77 - 84



		11.

		Complaints

		



		

Partner agencies will use their standard organisational procedures to deal with complaints from the public arising from information sharing under this protocol.



		GDPR

Go to articles 16 – 22 & 77



		12.

		Commencement of Protocol

		



		

This Protocol shall commence upon date of the signing of a copy of the Protocol by the signatory partners.  The relevant information can be shared between signatory partners from the date the Protocol commences.





		13.

		Withdrawal from the Protocol

		



		

Any partner may withdraw from this Protocol upon giving 4 weeks written notice to the WEISF administration team weisf@essex.gov.uk.  The WEISF administration team will notify other Partners to the Protocol.  The Partner must continue to comply with the terms of this Protocol in respect of any information that the partner has obtained through being a signatory.  Information, which is no longer relevant, should be returned or destroyed in an appropriate secure manner.





		14.

		Agreement

		



		

This Protocol must be approved by the responsible person within the organisation (SIRO/Caldicott Guardian/Chief Information Officer).



		

Approver Name



		



		

Organisation Name



		



		

Date of Agreement 



		







Please submit this Protocol to weisf@essex.gov.uk with an attached email of approval from the signatory.  The Protocol will then be published on weisf.essex.gov.uk. 
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6.Non-Disclosure Agreement.docx
	
		Information Governance Support		Nottinghamshire County Council
in partnership with
Essex County Council



NON-DISCLOSURE AGREEMENT
 For use when a third party has access to Organisation data and where their employer has not agreed to a contract or similar agreement with appropriate clauses covering information handling








Approved by	
Date Approved	
Version	
Review Date	



Non-Disclosure Agreement

 Applicability 



Please note – this agreement covers circumstances where information held and owned by the Organisation will be accessed by a third party in circumstances where:

a) there is no existing contractual agreement with us containing appropriate Information Handling controls and 

b) the individual’s employer will have access to our data/ third party data held on

i. our systems and/ or 

ii. our data storage network and/or

iii. our manual files

And the third party falls into one of the following categories:



· An agency employee

· An employee of a partner organisation 

· A Volunteer

· A Trainee

· A Student

· An Apprentice





General Agreement



1. Definitions:



		The Supplier

		is the individual being granted access to the Organisation’s data and is the signatory at 7.3 below



		The Organisation

		is [INSERT ORGANISATION NAME] and is the Data Controller for the purposes of Data Protection law, represented by the signatory at 7.4.



		DPA

		The Data Protection Act 1998, applicable until May 25th 2018



		GDPR

		The General Data Protection Regulations 2016, applicable from May 25th 2018



		Caldicott

		Principles of handling patients’ health data (1997)



		FOI

		Freedom of Information Act (2000)



		EIR

		Environmental Information Regulations (2004) 



		Social Media

		Applications such as Facebook, Twitter etc









2. Data Protection: 

The Supplier shall comply with (and shall not do anything or fail to do anything which shall cause the Organisation to be in breach of) the DPA and the GDPR and undertakes as follows:



a. to comply with the DPA/GDPR and their relevant codes of practice;



b. to maintain the confidentiality of all  personal data to which authorised access has been granted under the terms of their engagement with the Organisation;



c. to process any personal data supplied by the Organisation only on and in accordance with instructions from the Organisation (including those set out in this Agreement) 



d. to provide promptly to the Organisation any information required to allow the Organisation to respond to Subject Access Requests under the DPA/ GDPR within a statutory deadline.



3. The Caldicott Principles: 



The Supplier shall comply with (and shall not do anything or fail to do anything which shall cause the Organisation to be in breach of) the Caldicott Principles and undertakes to comply with the following principles:



a. The purpose must be justified.

Every proposed use or transfer of personal data within or from the Organisation should be clearly defined and scrutinised, with continuing uses regularly reviewed by an appropriate guardian.



b. Personal data must not be used unless it is absolutely necessary.

Personal data should not be used unless there is no alternative.



c. The minimum necessary personal data information is to be used.

Where use of personal data is considered essential, each individual item of information should be justified with the aim of reducing identifiability.



d. Access to personal data should be on a strict need to know basis. 

Only those individuals who need access to personal data should have access to it, and they should only have access to the data that they need to see.



e. Everyone should be aware of their responsibilities.

Those handling personal data - both frontline and support staff - must be aware of their responsibilities and obligations to respect personal confidentiality



f. All persons handling personal data must understand and comply with the law.

Every use of personal data information must be lawful.



g. The duty to share information can be as important as the duty to protect patient confidentiality. 

Health and social care professionals should have the confidence to share information in the best interests of their patients within the framework set out by these principles. They should be supported by the policies of their employers, regulators and professional bodies.



4. ‘Access to Information’ Legislation: 



The Supplier shall comply with (and shall not do anything or fail to do anything which shall cause the Organisation to be in breach of) FOI and EIR and undertakes as follows:



a. To provide promptly to the Organisation any information required to allow the Organisation to respond to requests under FOI and EIR within a statutory deadline.  



b. The Organisation shall consider any representations from the Supplier regarding information that may be exempt from disclosure but responsibility for disclosure decisions rests with the Organisation.



5. Social Media Activity



a. Whether intended or not, content posted on social media regarding your personal life may be viewed by others as representing the Organisation and could possibly affect our reputation and business. The Supplier undertakes to comply with the following principles: 

  

i. Ensure you use good judgement when referring to any element of your work life when engaging in social media in a personal capacity.  



ii. Be aware that if you identify the Organisation then any comments or behaviour you exhibit can reflect on the Organisation.  It is therefore important that you conduct yourself in a respectful manner across all external communications channels where your comments may be associated with your work.  



iii. Do not talk about your job responsibilities and/or work projects, clients or customers on social media



iv. Do not directly engage with journalists via social media about the Organisation



v. Do not post statements, photographs, videos etc. that could be viewed as malicious, obscene, threatening or intimidating, that could disparage clients, customers, suppliers, competitors, or colleagues



vi. Refrain from using social media while on work time or on equipment provided, unless it is work-related as authorised by us



6. Organisation Policies and Standards



a. The Supplier undertakes to read and abide by our policies



b. The Supplier undertakes to complete any relevant induction training deemed the Organisation to be applicable to the work due to be undertaken 



7. Breach, termination and continuance



a. The Supplier shall permit the Organisation to take all reasonable steps to ensure that the provisions of this Agreement are being complied with.



b. Failure on the part of the Supplier to comply with the provisions of this Agreement shall entitle the Organisation to terminate all engagement with the Supplier (howsoever arising) with immediate effect. 



c. On termination of the Supplier’s engagement howsoever arising the Supplier undertakes that if so requested by the Organisation, he/ she shall



i. Transfer to the Organisation the whole or any part of the personal data and all other information received or acquired by the Supplier for the purposes of or in the course of his engagement by the Organisation and



ii. Destroy or erase the whole or any part of such personal data and all other information retained by the Supplier.



8. Acceptance



a. The Supplier confirms that he/she has read and will comply with and apply the requirements set out in this agreement in the course of his/her engagement with the Organisation and in the event he/she has access to, shares and/or processes Organisation data or any third party data held on the Organisation systems and/or network.



b. The Organisation signatory confirms that the Supplier’s processing of Organisation data:



i. Is necessary and within the conditions for processing of personal data

ii. Will be reviewed at least annually and resubmitted for approval if there is a need for the access to continue

iii. Will be effectively monitored for compliance with the requirements set out in this document

iv. Will be supplemented by a signed copy of Appendix A if access is required to a ‘high risk’ system 







c. The Supplier’s acceptance of the agreement:



		Print name: 

		



		Signature: 

		





		Position: 

		



		Organisation:

		



		Date: 

		







d. Acceptance of the agreement on behalf of the Organisation 

(refer to section 8.b. above)



		Print name: 

		



		Signature: 

		





		Position: 

		



		Date: 

		












Appendix A: Non-Disclosure Agreement for System Access



My role requires access to the system selected below:



		System Name:

		<Select System>







This will provide access to data held and owned by the Organisation. 

I must maintain the security of such data and must comply with relevant legislation and guidance, including:



· The Data Protection Act (1998)

· The General Data Protection Regulations (2016)

· The Data Protection (Subject Access Modification) (Social Work) Order (2011)

· The Computer Misuse Act (1990)

· The Freedom of Information Act (2000)

· The Caldicott Principles (1997)

· Essex County Council’s Policies and Procedures

· System Guidance (to be advised by the System Owner)



I understand that I must treat the information held within the system identified above with the strictest confidence and must not publish, copy, or otherwise disclose to others, or permit the use by others for their benefit or my own benefit to the detriment of any individual. 

I acknowledge that I must only access information within the system identified above that is solely relevant to my work on behalf of the Organisation, or on the behalf of my organisation and with the agreement of the Organisation.

I understand that breaches of this agreement will be investigated and may result in disciplinary action. Serious breaches may result in criminal prosecution.

Signed by the Applicant:

		Print name: 

		



		Signature: 

		





		Position: 

		



		Organisation:

		



		Date: 

		







Approved on behalf of the Organisation

	

		Print name: 

		



		Signature: 

		



		Position: 

		



		Date:

		







You must complete this form before access is given to the requested System.
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7. Letter to Data Processors v2.docx


Dear [ORGANISATION NAME]

As you will be aware, the law regarding Data Protection is changing and from the 25th May 2018 all organisations which process Personal Data (or have access to Personal Data )will need to comply with the provisions of the General Data Protection Regulations (2016) (GDPR) when doing so.

The new law requires schools, as a Data Controller, to ensure that all organisations who process personal data (or have access to Personal Data) on the schools behalf (Data Processors) are fully aware of their legal responsibilities and are processing in line with the law and our requirements. 

As the services delivered to Nottinghamshire Schools by your organisation are not covered by a contract which would be compliant with the GDPR, we take this opportunity to set out below the main areas of law which impact you as a Data Processor acting on our behalf and invite you to reply with a statement of assurance addressing these points. As an organisation which states it handles Personal Data to appropriate standards there is a clear expectation that you will be aware of the new requirements and will have established (or are in the process of developing) such a statement to support the statutory needs of your customers. 

Data Controllers may only appoint Data Processors which provide sufficient guarantees over appropriate technical and organisational measures to ensure processing meets the requirements of the GDPR. Processors are required to process personal data in accordance with the controller's instructions. It is in the interest of both controller and processor to make sure obligations are set out as clearly as possible.

I would welcome your response to these matters in order to ensure our compliance with the legal requirements can be established. If you do not have ready prepared documentation covering the points above, please complete the form overleaf and return to us as soon as possible. Once we have audited your response, the document can be shared to all schools that use your service so negating the need to do a separate response for each school.



Yours sincerely




Data Protection Assurance Statement

		Organisation Name:

		



		Data Protection Officer Name:

		



		Address:

		



		Email:

		



		Phone Number:

		







1. Restrictions on Sub-Contracting

The GDPR gives Data Controllers a wide degree of control in terms of the ability of the processor to sub-contract. Data Processors require prior written consent. The processor is required to inform the controller of any new sub-processors, giving the controller time to object. If there is an objection, the sub-processing may not continue.

The lead processor in a sub-contracting arrangement is required to reflect the same contractual obligations it has with the controller in a contract with any sub-processors and remains liable to the controller for the actions or inactions of any sub-processor. This letter seeks acknowledgement of and commitment to comply with this requirement:

		Response: 











2. Controller/ Processor contract

Data Processor activities must be governed by a binding contract. The binding obligations on the Processor must cover the duration, nature and purpose of the processing, the types of data processed and the obligations and rights of the Controller. There are a number of specific requirements including that the personal data is processed only on documented instructions from the controller, and requirements to assist the controller in complying with many of its obligations. The Data Processor has an obligation to tell the Controller if it believes an instruction to hand information to the Data Controller breaches the GDPR or any other law.

This letter seeks acknowledgement of and commitment to comply with this requirement:

		Response: 











If there is no contract with the Data Controller, please provide an up to date document setting out current standard of service delivery and terms and conditions under which the service is offered. 

		Response: 











3. Demonstrating compliance



GDPR requires organisations to demonstrate compliance. Processors are under an obligation to maintain a record of all categories of processing activities. These records must be provided to the Information Commissioner’s Office on request. This must include details of:



· the Controllers they act for 

· any other Processors 

· a Data Protection Officer (DPO) 

· the categories of processing carried out 

· details of any transfers to third countries 

· A general description of technical and organisational security measures. 

Processors must assess their need to comply by understanding whether they have fewer than 250 employees. If so, and unless the processing does not pose a risk to the rights and freedoms of individuals, is not more than occasional and does not include special categories of data (sensitive personal data), then the requirements are reduced.

This letter seeks acknowledgement that your organisation has reviewed and understood the level of the requirement on your organisation to comply with the General Data Protection Regulations:

		Response: 











4. Security

Processors, like controllers, are required to implement ‘appropriate’ security measures. What is ‘appropriate’ is assessed in terms of a variety of factors including the sensitivity of the data, the risks to individuals associated with any processing or breaches of security, the state of the currently available technologies, the costs of implementation and the nature of the processing. These measures might include pseudonymisation and encryption. Regular testing of the effectiveness of any security measures is also required where appropriate. This letter seeks acknowledgement of and commitment to comply with this requirement:

		Response: 











Where suppliers have access to school data, please confirm staff vetting procedures (e.g. DBS checking procedures), confidentiality clauses in employment contracts and any monitoring/ reviewing/ auditing of employee activities. This letter seeks acknowledgement of and commitment to comply with this requirement:

		Response: 











Where services include disposal of IT hardware – what standard of secure destruction is employed?

		Response: 











Data Controllers have a requirement to receive certification of the completed work. This letter seeks acknowledgement of and commitment to comply with this requirement:

		Response: 











Where devices are removed from site by a Data Processor, how secure are the premises in which they work and what requirements are in place to safeguard any data on the device to which an operative may have access? 

		Response: 











5. Breach notification

There are enhanced breach notification requirements on both Data Controllers and Data Processors. Processors are required to notify their relevant controller of any breach without undue delay after becoming aware of it. Controllers have 72 hours to notify the Information Commissioner’s Office from the point the breach is detected, therefore reporting from the Processor to the Controller is required well within this time period. Your organisation will to evidence effective process to identify and report breaches of your security measures to the Data Controller promptly, allowing the Controller time to deliberate and comply with the 72 hour rule. This letter seeks acknowledgement of and commitment to comply with this requirement:

		Response: 











6. Data Protection Officers

Both controllers and processors are required to appoint DPOs in certain situations, including where they are a public authority or body, where the data processing activities require regular monitoring of data subjects on a large scale, or where the core activities of the processing involve large amounts of special (sensitive) data or data relating to criminal convictions and offences. The primary role of the DPO is to assist the processor with, and advise on, compliance with the GDPR. Processors may also choose to appoint a DPO even if they do not fall into one of the specified categories. Please state above if you have appointed a DPO, or state that you have reviewed the requirement and determined that it is not applicable to your organisation.

7. Transfers to third countries

The processor has to exercise a degree of independence from the controller when deciding whether or not it can transfer personal data to a third country. While processors are required to follow the relevant Data Controller's instructions with regard to the data processing, no matter what those instructions are, they may only transfer personal data to a third country (in the absence of an adequacy decision) if the controller or processor has provided appropriate safeguards and on condition that data subjects have enforceable rights in that country with respect to the data. This letter seeks acknowledgement of and commitment to comply with this requirement:

		Response: 













		Signed by

		



		Print Name

		



		Role within the Organisation

		



		Date
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1. [bookmark: _Toc482647419]Response Template

For use with all responses



Response to Requests made under the Freedom of Information Act (2000)



Reference: 		[Insert Response Reference here]
Response Date :	14 February 2018



Select Confirm/ Deny statement

Question 1 - 

[Response Text]

Question 2 - 

[Response Text]

Question 3 - 

[Response Text]

Question 4 -

[Response Text]

Question 5 -

[Response Text]

If you are not satisfied with our response, you have the right to ask us to review our handling of your request. If this is the case, please contact us.

If you remain dissatisfied after the outcome of the review, you have the right to refer the matter to the Information Commissioner’s Office (ICO). We will provide further details of this right in a review outcome letter

		[Insert Organisation signature here]










2. [bookmark: _Toc482647420]Refusals

Use when refusing requests on the grounds that they exceed the cost limit or that they are vexatious/ repeated.



[bookmark: _Toc482647421]Section 12: Cost of Compliance exceeds Appropriate Limit

We estimate that the information you have requested would take longer than 18 hours to identify, locate, retrieve and extract which is the limit set by the Fees Regulations under section 12 of the Freedom of Information Act beyond which public authorities are not obliged to fulfil the request. 

The information is held by us for the purposes of the act; however 

[INSERT ARGUMENT for:

1) why it would take so long i.e. describe the process you would need to undertake to provide the information, 

2) set out a time/ cost estimate per element within the process showing how the  time/ cost adds up to being over 18 hours).]

As it has not been possible to reduce the scope of your request in discussion with you in line with the duty to advise and assist under Section 16 of the Act, please accept this response as a refusal notice under section 12 of the Freedom of Information Act.



[bookmark: _Toc482647422]Section 14: Vexatious Requests

Section 14 of the Freedom of Information Act 2000 (FOIA) allows public authorities to classify requests as vexatious.  In such circumstances a public authority is not obliged to comply with the request.  The purpose of this provision is to prevent abuse of the “right to know”.  

In our opinion your request(s) meet(s) the definition of a vexatious request under the Act by virtue of it being judged likely to cause a disproportionate or unjustified level of disruption, irritation or distress to fulfil it:

[EXPLAIN why you believe the request(s) meet the section 14 criteria and why? Refer to the points below if applicable

· Disproportionate burden

· Considering whether the purpose and value justifies the impact on the public authority

· Context and history of other requests/ complaints/ correspondence with the requestor or others acting in a campaign]

We have therefore decided to refuse your recent freedom of information request under Section 14 of the FOIA.



Section 14: Repeated Requests

Section 14 of the Freedom of Information Act 2000 (FOIA) allows public authorities to classify requests as repeated.  In such circumstances a public authority is not obliged to comply with the request.  The purpose of this provision is to prevent abuse of the “right to know”.  

This provision is being used as you have requested the same information from us previously and we have been clear that there is no further information held that would justify providing you with a new response. 

[DELETE as appropriate]

We recommend resubmitting your request on [Date]. This is our estimate of when additional new information is likely to be held as [explain why]

There is no future planned activity on this matter to enable me to advise you of an appropriate date on which to resubmit your request in anticipation of further information being held,

Please therefore accept this response as a refusal notice under Section 14 of the FOIA.






[bookmark: _Toc482647423]3. Exemptions



When withholding information under any of the provisions listed under sections 21 to 44 of the Act.



[bookmark: _Toc482647424]Section 21. Information accessible to applicant by other means.

I can confirm that we do hold this information; however the information is exempt from disclosure to you.  

The exemption applicable to the information is:

Section 21 of the Act – Information available elsewhere.  

The information you have requested is available at [insert web-link]



[bookmark: _Toc482647425]Section 22. Information intended for future publication.

I can confirm that we do hold this information; however the information is exempt from disclosure to you.  

The exemption applicable to the information is:

Section 22 of the Act - Information intended for future publication.  

This exemption carries a public interest test, and I have set out below the factors I have considered when applying the exemption:

Factors in favour of disclosure

[consider the following (where appropriate)]:

· The efficiency and effectiveness of the Authority

· Transparency when spending public money

· Transparency over decision making

· Informing public debate

In favour of non-disclosure

· [consider the following (where appropriate)]:

· Accuracy of Information 

· Consultation with 3rd Parties

Having considered the above factors I believe the public interest is in favour of upholding this exemption. This is our refusal notice in respect of your request.





[bookmark: _Toc482647426]Section 22A. Research.

I can confirm that we hold this information, however the information is exempt from disclosure to you.  

The exemption applicable to the information is:

Section 22A of the Act - Research information intended for future publication.  

This exemption carries a public interest test, and I have set out below the factors I have considered when applying the exemption:

Factors in favour of disclosure

 [consider the following (where appropriate)]:

· The efficiency and effectiveness of the Authority

· Transparency when spending public money

· Transparency over decision making

· Informing public debate

In favour of non-disclosure

[consider the following (where appropriate)]:

· Accuracy of Information 

· Consultation with 3rd Parties

Having considered the above factors I believe the public interest is in favour of upholding this exemption.  This is our refusal notice in respect of your request.



[bookmark: _Toc482647427]Section 30. Investigations and proceedings conducted by public authorities.

I can confirm that we do hold this information, however the information is exempt from disclosure to you.  

The exemption applicable to the information is:

[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Section 30(1) of the Act - Investigations and proceedings conducted by public authorities. Section 30 is a class based qualified exemption and consideration must be given as to whether there is a public interest in maintaining the exemption which is greater than the public interest in disclosing it.

Public Interest Considerations Favouring Disclosure:

Disclosure of the requested information could demonstrate how public funds are being spent as part of our responsibilities in respect of this particular investigation. Releasing the information could satisfy the public that the investigation is being properly conducted.

Public Interest Considerations Not Favouring Disclosure:

This is an ongoing investigation and disclosing information which has been received could prejudice the investigation. Disclosure of this information could identify any possible offences and could allow an individual(s) to assess whether they and/or their methods have or have not been identified. Armed with this knowledge, individuals may take steps to destroy evidence or avoid detection.

Public Interest Balancing Test:

Whilst there is public interest in this investigation and the enquiries that we are carrying out in order to identify any possible wrongdoing or offender(s), it is essential that the investigation process and any potential proceedings are not hindered by disclosure of information via a Freedom of Information request. 

It is our opinion that the balance of the public interest test favours maintaining the exemption and this information should not be disclosed.  This is our refusal notice in respect of your request.



[bookmark: _Toc482647428]Section 31. Law enforcement.

I can confirm that we do hold this information, however the information is exempt from disclosure to you.  

The exemption applicable to the information you have requested is:

Section 31 of the Act – Prevention and Detection of Crime  

This exemption carries a public interest test, and I have set out below the factors I have considered when applying the exemption:

Prejudice: 

The prejudice to the commercial interests would relate to: 

Would otherwise prejudice or be likely to prejudice the prevention or detection of crime (s31(1))  

<Explain what harm would be caused by the disclosure of the information>

Factors in favour of disclosure

[consider the following (where appropriate)]:

· The efficiency and effectiveness of the Authority

· Customer care

· Transparency when spending public money

· Transparency over decision making

· Informing public debate

· Bringing to light information affecting public health and safety

In favour of non-disclosure

[consider the following (where appropriate)]:

· Protecting society and public assets from criminal activity.

· Prejudicing criminal investigations

· Third parties who work with us may be discouraged from doing so if disclosures left them vulnerable to criminal activity.

Public Interest Balancing Test:

<Explain why you find in favour of non-disclosure>

Having considered the above factors I believe the public interest is in favour of upholding this exemption.  This is our refusal notice in respect of your request.



[bookmark: _Toc482647429]Section 32. Court records, etc.

I can confirm that we hold this information, however we cannot provide it to you due to an exemption within the Act.

The exemption applicable to the information is:

Section 32 (Court Records): 

Information contained in court records is exempt under Freedom of Information; this is an absolute exemption and does not require a public interest test.  This is our refusal notice in respect of your request.



[bookmark: _Toc482647430]Section 33. Audit functions.

I can confirm that we do hold this information, however the information is exempt from disclosure to you.  

The exemption applicable to the information is:

Section 33: Audit Functions 

(1) This section applies to any public authority which has functions in relation to— (a) the audit of the accounts of other public authorities, or (b) the examination of the economy, efficiency and effectiveness with which other public authorities use their resources in discharging their functions. 

(2) Information held by a public authority to which this section applies is exempt information if its disclosure would, or would be likely to, prejudice the exercise of any of the authority’s functions in relation to any of the matters referred to in subsection (1). 

(3) The duty to confirm or deny does not arise in relation to a public authority to which this section applies if, or to the extent that, compliance with section 1(1)(a) would, or would be likely to, prejudice the exercise of any of the authority’s functions in relation to any of the matters referred to in subsection (1).

When using this exemption the Act requires that we demonstrate that there would be prejudice in disclosing the information and conduct a balancing exercise of the competing public interests in disclosing or not disclosing. 



Prejudice: 

The prejudice to the audit functions of the public authority would relate to: 

Would, or would be likely to, prejudice the exercise of any of the authority’s functions in relation to any of the matters referred to in subsection (1)”.  <Explain what harm would be caused by the disclosure of the information>



Public Interest Test: 

The public interest in favour of disclosure would relate to: 

· Efficiency and effectiveness of the Authority 

· Informs public debate

· Provides transparency on the use of public money



The public interest against disclosure would relate to: 

· Ensuring that auditors can effectively carry out their duties.

· Protecting the integrity of the audit.



Concluding argument

It is our opinion that the balance of the public interest test favours maintaining the exemption and this information should not be disclosed.

As such, it is my decision that there is no public interest in disclosing the information. This is our refusal notice in respect of your request.



[bookmark: _Toc482647431]Section 36. Prejudice to effective conduct of public affairs.

I can confirm that we hold this information, however the information is exempt from disclosure to you.  

The exemption applicable to the information is:

Section 36 - Disclosure Prejudicing the Effective Conduct of Public Affairs

S36(2)(c) applies to information which is exempt information if, in the reasonable

opinion of a qualified person (in this case, the Monitoring Officer) disclosure under the Act would, would or would be likely to, prejudice the effective conduct of public affairs.

When using this exemption the Act requires that we demonstrate that there would be prejudice in disclosing the information and conduct a balancing exercise of the competing public interests in disclosing or not disclosing. 



Prejudice: 

The prejudice to the effective conduct of public affairs would relate to: 

Would otherwise prejudice or be likely to prejudice the effective conduct of public affairs (S.36(2)(c).  <Explain what harm would be caused by the disclosure of the information>



Public Interest Test: 

The public interest in favour of disclosure would relate to: 

· Efficiency and effectiveness of the Authority

· Informs public debate

· Provides transparency on the use of public money



The public interest against disclosure would relate to: 

Efficient & Effective Conduct of the Authority

· Inhibits the free and frank discussion required for robust decision making



Concluding argument

In this case there is a very strong factor favouring non-disclosure pertaining to the efficient and effective conduct of the Local Authority.   As such, it is my decision that there is no public interest in disclosing the information. This is our refusal notice in respect of your request.



[bookmark: _Toc482647432]Section 38. Health and safety.

I can confirm that we do hold this information, however the information is exempt from disclosure to you.  

The exemption applicable to the information is:

Section 38 of the Act – Health & Safety  

This exemption carries a public interest test, and I have set out below the factors I have considered when applying the exemption:

Factors in favour of disclosure

 [consider the following (where appropriate)]:

· The efficiency and effectiveness of the Authority

· Customer care

· Transparency when spending public money

· Transparency over decision making

· Informing public debate

· Bringing to light information affecting public health and safety

In favour of non-disclosure

[consider the following (where appropriate)]:

· Endangering the physical or mental health of any individual 

· Endangering the safety of any individual



Public Interest Balancing Test:

<Explain why you find in favour of non-disclosure>

Having considered the above factors I believe the public interest is in favour of upholding this exemption.  This is our refusal notice in respect of your request.



[bookmark: _Toc482647433]Section 39. Environmental information.

[bookmark: _Toc482647434]Manage the response under the Environmental Information Regulations



[bookmark: _Toc482647435]Section 40. Personal information.

I can confirm that we do hold this information, however the information is exempt from disclosure to you. The information has been withheld due to an exemption in the Freedom of Information Act. 

The exemption applicable to the information is:

[bookmark: _Toc95011554]Section 40(3)(a)(i)  Personal data of third parties is exempt if disclosure would breach the principles of the Data Protection Act 1998.  

We believe that providing you with the information would breach the following Data Protection principles: 

· Data shall be fairly and lawfully processed

· Data shall be processed for limited purposes

We are applying this exemption because

a)  we do not have the consent of the person who is the subject of the information to disclose it to you,

b)  disclosure does not meet any of the schedule 2 conditions that would make it “necessary”, and

c)  disclosure of the information to you would not be connected to the purpose for which we have collected and are holding the information.



We further believe that the release of the requested information would cause unwarranted interference to the rights and freedoms and legitimate interests of the data subject(s). Such a disclosure would in our view constitute a breach of Article 8 in the Human Rights Act (the right to privacy and family life).

In such circumstances this is an absolute exemption, and this is a refusal notice in respect of your request. 



[bookmark: _Toc482647436]Section 41. Information provided in confidence..

I can confirm that we do hold this information.  I consider the information exempt from disclosure to you under Section 41 of the Act – Information provided in confidence.  

Section 41(1) Information Provided in Confidence - provides that information is exempt information if:

(a) it was obtained by the public authority from any other person (including another public authority), and

(b) the disclosure of the information to the public (otherwise than under this Act) by the public authority holding it would constitute a breach of confidence actionable by that or any other person.



The exemption is an absolute exemption and therefore this is a refusal notice in respect of your request. 



[bookmark: _Toc482647437]Section 42. Legal professional privilege..

I can confirm that we do hold this information, however the information is exempt from disclosure to you.  

The exemption applicable to the information is:

Section 42 of the Act Legal Professional Privilege 

(1) Information in respect of which a claim to legal professional privilege or, in Scotland, to confidentiality of communications could be maintained in legal proceedings is exempt information. 

(2)The duty to confirm or deny does not arise if, or to the extent that, compliance with section 1(1)(a) would involve the disclosure of any information (whether or not already recorded) in respect of which such a claim could be maintained in legal proceedings.

Section 42 is a class based qualified exemption and consideration must be given as to whether there is a public interest in maintaining the exemption which is greater than the public interest in disclosing it.

Public Interest Considerations Favouring Disclosure:

[consider the following (where appropriate)]:

· The efficiency and effectiveness of the Authority

· Transparency when spending public money

· Transparency over decision making

· Informing public debate



Additional weight may be added to the above factor if the following issues are relevant in the particular case:

· large amount of money involved;

· large number of people affected;

· lack of transparency in the public authority's actions;

· misrepresentation of advice that was given;

· selective disclosure of only part of advice



Public Interest Considerations Not Favouring Disclosure:

[consider the following (where appropriate)]:

· Safeguarding openness in all communications between client and lawyer to ensure access to full and frank legal advice, which in turn is fundamental to the administration of justice.

Additional weight may be added to the above factor if the advice is:-

· recent;

· live;

· protects the rights of individuals.



Public Interest Balancing Test:

Whilst there is public interest in this investigation and the enquiries that we are carrying out in order to identify any possible wrongdoing or offender(s), it is essential that the investigation process and any potential proceedings are not hindered by disclosure of information via a Freedom of Information request. 

It is our opinion that the balance of the public interest test favours maintaining the exemption and this information should not be disclosed.

Therefore we will not be complying with your request and this is our refusal notice in respect of your request.



[bookmark: _Toc482647438]Section 43. Commercial interests..

I can confirm that we do hold this information, however the information is exempt from disclosure to you.  

The exemption applicable to the information you have requested is:

Section 43 of the Act – Commercial Interests  

This exemption carries a public interest test, and I have set out below the factors I have considered when applying the exemption:

Prejudice: 

The prejudice to the commercial interests would relate to: 

Would otherwise prejudice or be likely to prejudice the commercial interests of any person (S.43(2))  

<Explain what harm would be caused by the disclosure of the information>

Factors in favour of disclosure

 [consider the following (where appropriate)]:

· The efficiency and effectiveness of the Authority

· Customer care

· Transparency when spending public money

· Transparency over decision making

· Informing public debate

· Bringing to light information affecting public health and safety

In favour of non-disclosure

[consider the following (where appropriate)]:

· There is a public interest in ensuring that companies are able to compete fairly, in an open market along with being able to trade competitively.

· Any reputational damage that disclosure might cause the public authority or third party.

· Companies may be discouraged from participating in the scheme if they felt it could result in the disclosure of information relating to their general business.

· Disclosing valuation detail may prejudice the ability to achieve best price for assets on the open market

Public Interest Balancing Test:

<Explain why you find in favour of non-disclosure>

Having considered the above factors I believe the public interest is in favour of upholding this exemption.  This is our refusal notice in respect of your request.



[bookmark: _Toc482647439]Section 44. Prohibitions on disclosure...

I can confirm that we do hold this information, however it cannot be provided to you due to exemptions in the Freedom of Information Act. 

The exemption applicable to the information is:

Section 44 of the Act - Prohibition on Disclosure

· is prohibited by or under any enactment 

· is incompatible with any Community obligation, or 

· would constitute or be punishable as a contempt of court 

The legislation applicable to this exemption is <name the legislation which directs non-disclosure>

In such circumstances this is an absolute exemption, and this is our refusal notice in respect of your request.






4. [bookmark: _Toc482647440]Internal Review



		Our Ref:

		[Insert Reference]



		Date:

		14 February 2018





[Your Address]

[Complainant’s Address/ email]



Dear [Complainant’s Name]



Your Review Outcome:

Thank you for your application to review our handling of your recent request for information reference [Insert original request reference] which was received by us on [Date].

Your review was conducted on [Date] by an impartial Officer and reached the following conclusions:

[Insert a description of the issues considered and the outcomes]

I trust this resolves the concerns raised over our handling of your request. However, if you are still not satisfied you have the right to refer the matter to the Information Commissioner who can be contacted at the following address: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF, telephone 01625 454700

Yours sincerely



[Name of Review Officer]



[Your Role]

[Your contact details]  






5. [bookmark: _Toc482647441]ICO Complaint Response 



		Your Ref:

		[Insert your reference]



		Date:

		14 February 2018






[Insert your address]



Dear [Insert ICO Case Officer Name]

Your Reference: [Insert ICO Case Reference]

Thank you for your letter of [Insert Date] concerning the Commissioner’s investigation into the Authority’s response to a request for information made by [Complainant’s Name].

[Include if a review was conducted]

Background to the complaint to the Information Commissioner

The background to the request for information is fully set out in the Authority’s letter of [Insert Date] which was the response to [Complainant’s Name] request for an internal review.

[Summary of issues covered in the review]



Your Questions

[Addressing each point by using the numbering in the ICO complaint]





Please let me know if I can assist further. 


Yours sincerely,





[Name of Senior Manager]



[Your Role]

[Your contact details]  

[image: ]
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1. [bookmark: _Toc482951605]Response Template

For use with all responses



Response to Requests made under the Environmental Information Regulations (2004)



Reference: 		[Insert Response Reference here]
Response Date :	14 February 2018



Select Confirm/ Deny statement

Question 1 - 

[Response Text]

Question 2 - 

[Response Text]

Question 3 - 

[Response Text]

Question 4 -

[Response Text]

Question 5 -

[Response Text]

If you are not satisfied with our response, you have the right to ask us to review our handling of your request. If this is the case, please contact us.

If you remain dissatisfied after the outcome of the review, you have the right to refer the matter to the Information Commissioner’s Office (ICO). We will provide further details of this right in a review outcome letter

		[Insert Organisation signature here]










[bookmark: _Toc482951606]2. Exceptions



When withholding information under any of the provisions listed under Regulation 12(3-5) of the Regulations.



[bookmark: _Toc482951607]Regulation 12(3) – Personal Data

I confirm that we do hold the information you have requested, but cannot provide this to you. The information has been withheld due to an exception in the Environmental Information Regulations. 

The exception applicable to the information is: 

EIR Regulation 12(3) & Regulation 13 - Personal Data

[bookmark: _Toc95011554]Personal data of third parties is exempt if disclosure would breach the principles of the Data Protection Act 1998.  We believe that providing you with the information would breach the following Data Protection principles: 

1. Data shall be fairly and lawfully processed

1. Data shall be processed for limited purposes



We are applying this exception because

a)  we do not have the consent of the person who is the subject of the information to disclose it to you,

b)  disclosure does not meet any of the schedule 2 conditions that would make it “necessary”, and

c)  disclosure of the information to you would not be connected to the purpose for which we have collected and are holding the information.



We further believe that the release of the requested information would cause unwarranted interference to the rights and freedoms and legitimate interests of the data subject(s). Such a disclosure would in our view constitute a breach of Article 8 in the Human Rights Act (the right to privacy and family life).

In such circumstances this is an absolute exception. In accordance with the Regulations this letter acts as a refusal notice.



[bookmark: _Toc482951608]Regulation 12(4)(a) - Information not held at the time of the request

I can confirm that we do not hold this information.  

[If you know who does hold this information, include the following in your response]:



Under Regulation 9 & 10, our duty to provide advice and assistance, we believe this information is held by – [provide contact details]





[bookmark: _Toc482951609]Regulation 12(4)(b) - Manifestly unreasonable

I confirm that we do hold the information you have requested, but cannot provide this to you. The information has been withheld due to an exception in the Environmental Information Regulations. 

The exception applicable to the information is: 

EIR Regulation 12 (4) (b) – Manifestly Unreasonable

Public Interest Considerations Favouring Disclosure:

[consider the following (where appropriate)]:

· The efficiency and effectiveness of the Authority

· Transparency when spending public money

· Transparency over decision making

· Informing public debate

Public Interest Considerations Not Favouring Disclosure:

[consider the following (where appropriate)]:

· Volume of information requested

· Timescales applicable

· Disproportionate effort on the part of Authority Staff

Public Interest Balancing Test:

[Explain why you find in favour of non-disclosure]

It is our opinion that the balance of the public interest test favours maintaining the exception and this information should not be disclosed.

Therefore we will not be complying with this part of your request. In accordance with the Environmental Information Regulations, this letter acts as a Refusal Notice in respect of your request.





[bookmark: _Toc482951610]Regulation 12(4)(c) - Formulated in too general a manner after assistance

I confirm that we do hold the information you have requested, but cannot provide this to you. The information has been withheld due to an exception in the Environmental Information Regulations. 

The exception applicable to the information is: 

EIR Regulation 12 (4) (c) – Request Too General

Where assistance has been provided under regulation 9 to assist in defining the request, the Public Authority can engage the 12 (4) (c) exception.

Public Interest Considerations Favouring Disclosure:

[consider the following (where appropriate)]:

· The efficiency and effectiveness of the Authority

· Transparency when spending public money

· Transparency over decision making

· Informing public debate

Public Interest Considerations Not Favouring Disclosure:

[consider the following (where appropriate)]:

· Volume of information requested

· Timescales applicable

· Disproportionate effort on the part of Authority Staff

Public Interest Balancing Test:

[Explain why you find in favour of non-disclosure]

It is our opinion that the balance of the public interest test favours maintaining the exception and this information should not be disclosed.

Therefore we will not be complying with this part of your request. In accordance with the Environmental Information Regulations, this letter acts as a Refusal Notice in respect of this part of your request.





[bookmark: _Toc482951611]Regulation 12(4)(d) - Relates to unfinished/ incomplete data

I confirm that we do hold the information you have requested, but cannot provide this to you. The information has been withheld due to an exception in the Environmental Information Regulations. 

The exception applicable to the information is: 

EIR Regulation 12 (4) (d) – Information in the course of completion, unfinished documents and incomplete data.

Public Interest Considerations Favouring Disclosure:

[consider the following (where appropriate)]:

· The efficiency and effectiveness of the Authority

· Transparency when spending public money

· Transparency over decision making

· Informing public debate

Public Interest Considerations Not Favouring Disclosure:

[consider the following (where appropriate)]:

· Accuracy of Information 

· Consultation with 3rd Parties

Public Interest Balancing Test:

[Explain why you find in favour of non-disclosure]

It is our opinion that the balance of the public interest test favours maintaining the exception and this information should not be disclosed.

Therefore we will not be complying with this part of your request. In accordance with the Environmental Information Regulations, this letter acts as a Refusal Notice in respect of this part of your request.





[bookmark: _Toc482951612]Regulation 12(4)(e) - Would involve disclosure of internal communications

I confirm that we do hold the information you have requested, but cannot provide this to you. The information has been withheld due to an exception in the Environmental Information Regulations. 

The exception applicable to the information is: 

EIR Regulation 12 (4) (e) – Internal Communications

Public Interest Considerations Favouring Disclosure:

[consider the following (where appropriate)]:

· The efficiency and effectiveness of the Authority

· Transparency when spending public money

· Transparency over decision making

· Informing public debate

Public Interest Considerations Not Favouring Disclosure:

[consider the following (where appropriate)]:

· Free and frank discussions to inform decision making



Public Interest Balancing Test:

[Explain why you find in favour of non-disclosure]

It is our opinion that the balance of the public interest test favours maintaining the exception and this information should not be disclosed.

Therefore we will not be complying with this part of your request. In accordance with the Environmental Information Regulations, this letter acts as a Refusal Notice in respect of this part of your request.





[bookmark: _Toc482951613]Regulation 12(5)(a) – Would affect international relations/ defence/ security/ safety

Not applicable to this Authority



[bookmark: _Toc482951614]Regulation 12(5)(b) - Would affect the course of justice/ fair trial/ conduct of an inquiry

I confirm that we do hold the information you have requested, but cannot provide this to you. The information has been withheld due to an exception in the Environmental Information Regulations. 

The exception applicable to the information is: 

EIR Regulation 12 (5) (b) – The ability of a public authority to conduct an inquiry of a criminal or disciplinary nature

Public Interest Considerations Favouring Disclosure:

Disclosure of the requested information could demonstrate how public funds are being spent as part of the our responsibilities in respect of this particular investigation. Releasing the information could satisfy the public that the investigation is being properly conducted.

Public Interest Considerations Not Favouring Disclosure:

This is an ongoing investigation and disclosing information which has been received could prejudice the investigation. Disclosure of this information could identify any possible offences and could allow an individual(s) to assess whether they and/or their methods have or have not been identified. Armed with this knowledge, individuals may take steps to destroy evidence or avoid detection.

Public Interest Balancing Test:

Whilst there is public interest in this investigation and the enquiries that we are carrying out in order to identify any possible wrongdoing or offender(s), it is essential that the investigation process and any potential proceedings are not hindered by disclosure of information via a Freedom of Information request. 

It is our opinion that the balance of the public interest test favours maintaining the exception and this information should not be disclosed.

Therefore we will not be complying with this part of your request. In accordance with the Environmental Information Regulations, this letter acts as a Refusal Notice in respect of this part of your request.





[bookmark: _Toc482951615]Regulation 12(5)(c) - Would affect intellectual property rights

I confirm that we do hold the information you have requested, but cannot provide this to you. The information has been withheld due to an exception in the Environmental Information Regulations. 

The exception applicable to the information is: 

EIR Regulation 12 (5) (c) – Intellectual Property Rights

Public Interest Considerations Favouring Disclosure:

[consider the following (where appropriate)]:

· The efficiency and effectiveness of the Authority

· Transparency when spending public money

· Transparency over decision making

· Informing public debate

Public Interest Considerations Not Favouring Disclosure:

[consider the following (where appropriate)]:

· Breach of exclusive rights to certain intangible assets 

· Copyright infringement

· Infringement of Database rights

· High commercial value of the information



Public Interest Balancing Test:

[Explain why you find in favour of non-disclosure]

It is our opinion that the balance of the public interest test favours maintaining the exception and this information should not be disclosed.

Therefore we will not be complying with this part of your request. In accordance with the Environmental Information Regulations, this letter acts as a Refusal Notice in respect of this part of your request.







[bookmark: _Toc482951616]Regulation 12(5)(d) - Would affect confidentiality of public authority hearings under law

I confirm that we do hold the information you have requested, but cannot provide this to you. The information has been withheld due to an exception in the Environmental Information Regulations. 

The exception applicable to the information is: 

EIR Regulation 12 (5) (d) –Confidentiality of Proceedings

Public Interest Considerations Favouring Disclosure:

[consider the following (where appropriate)]:

· The efficiency and effectiveness of the Authority

· Transparency when spending public money

· Transparency over decision making

· Informing public debate

Public Interest Considerations Not Favouring Disclosure:

[consider the following (where appropriate)]:

· The need to protect the proceedings that would be adversely affected by disclosure 

· Breaching an obligation of confidence undermines the relationship of trust between confider and confidant 

· Actionable breach of confidentiality



Public Interest Balancing Test:

[Explain why you find in favour of non-disclosure]

It is our opinion that the balance of the public interest test favours maintaining the exception and this information should not be disclosed.

Therefore we will not be complying with this part of your request. In accordance with the Environmental Information Regulations, this letter acts as a Refusal Notice in respect of this part of your request.





[bookmark: _Toc482951617]Regulation 12(5)(e) - Would affect commercial/ industrial info protected by law

I confirm that we do hold the information you have requested, but cannot provide this to you. The information has been withheld due to an exception in the Environmental Information Regulations. 

The exception applicable to the information is: 

EIR Regulation 12 (5) (e) –The confidentiality of commercial or industrial information where such confidentiality is provided by law to protect a legitimate economic interest.



Public Interest Considerations Favouring Disclosure:

[consider the following (where appropriate)]:

· The efficiency and effectiveness of the Authority

· Transparency when spending public money

· Transparency over decision making

· Informing public debate

Public Interest Considerations Not Favouring Disclosure:

[consider the following (where appropriate)]:

· Harm to legitimate economic interests

· Preserving the principle of confidentiality

· Disclosing valuation detail may prejudice the ability to achieve best price for assets on the open market

Public Interest Balancing Test:

[Explain why you find in favour of non-disclosure]

It is our opinion that the balance of the public interest test favours maintaining the exception and this information should not be disclosed.

Therefore we will not be complying with this part of your request. In accordance with the Environmental Information Regulations, this letter acts as a Refusal Notice in respect of this part of your request.





[bookmark: _Toc482951618]Regulation 12(5)(f) - Would affect interests of the person who provided the information

I confirm that we do hold the information you have requested, but cannot provide this to you. The information has been withheld due to an exception in the Environmental Information Regulations. 

The exception applicable to the information is: 

EIR Regulation 12 (5) (f) –The interests of the person who provided the information, 

(i) was not under, and could not have put under, any legal obligation to supply it to that or any other public authority;

(ii) Did not supply it in circumstances such that that or any other public authority is entitled apart from these regulations to disclose it;

(iii) who has not consented to its disclosure



Public Interest Considerations Favouring Disclosure:

[consider the following (where appropriate)]:

· The efficiency and effectiveness of the Authority

· Transparency when spending public money

· Transparency over decision making

· Informing public debate

Public Interest Considerations Not Favouring Disclosure:

[consider the following (where appropriate)]:

· The extent of the harm to the interests of the person who provided the information to the public authority on a voluntary basis that would result from disclosure.

· To encourage the voluntary flow of information from private persons to public authorities.

· Any harmful effect on a public authority’s functions where that results from a reduction in the flow of voluntarily supplied information.



Public Interest Balancing Test:

<Explain why you find in favour of non-disclosure>

It is our opinion that the balance of the public interest test favours maintaining the exception and this information should not be disclosed.

Therefore we will not be complying with this part of your request. In accordance with the Environmental Information Regulations, this letter acts as a Refusal Notice in respect of this part of your request.





[bookmark: _Toc482951619]Regulation 12(5)(g) - Would affect protection of the environment

I confirm that we do hold the information you have requested, but cannot provide this to you. The information has been withheld due to an exception in the Environmental Information Regulations. 

The exception applicable to the information is: 

EIR Regulation 12 (5) (g) –The protection of the environment to which the information relates.

Public Interest Considerations Favouring Disclosure:

[consider the following (where appropriate)]:

· The efficiency and effectiveness of the Authority

· Transparency when spending public money

· Transparency over decision making

· Informing public debate

Public Interest Considerations Not Favouring Disclosure:

[consider the following (where appropriate)]:

· To avoid harming or causing any adverse effect to environmental protection.

Public Interest Balancing Test:

[Explain why you find in favour of non-disclosure]

It is our opinion that the balance of the public interest test favours maintaining the exception and this information should not be disclosed.

Therefore we will not be complying with this part of your request. In accordance with the Environmental Information Regulations, this letter acts as a Refusal Notice in respect of this part of your request.






3. [bookmark: _Toc482951620]Internal Review



		Our Ref:

		[Insert Reference]



		Date:

		14 February 2018





[Your Address]

[Complainant’s Address/ email]



Dear [Complainant’s Name]



Your Review Outcome:

Thank you for your application to review our handling of your recent request for information reference [Insert original request reference] which was received by us on [Date].

Your review was conducted on [Date] by an impartial Officer and reached the following conclusions:

[Insert a description of the issues considered and the outcomes]

I trust this resolves the concerns raised over our handling of your request. However, if you are still not satisfied you have the right to refer the matter to the Information Commissioner who can be contacted at the following address: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF, telephone 01625 454700

Yours sincerely



[Name of Review Officer]



[Your Role]

[Your contact details]  






4. [bookmark: _Toc482951621]ICO Complaint Response 



		Your Ref:

		[Insert your reference]



		Date:

		14 February 2018






[Insert your address]



Dear [Insert ICO Case Officer Name]

Your Reference: [Insert ICO Case Reference]

Thank you for your letter of [Insert Date] concerning the Commissioner’s investigation into the Authority’s response to a request for information made by [Complainant’s Name].

[Include if a review was conducted]

Background to the complaint to the Information Commissioner

The background to the request for information is fully set out in the Authority’s letter of [Insert Date] which was the response to [Complainant’s Name] request for an internal review.

[Summary of issues covered in the review]



Your Questions

[Addressing each point by using the numbering in the ICO complaint]





Please let me know if I can assist further. 


Yours sincerely,





[Name of Senior Manager]



[Your Role]

[Your contact details]  
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SUBJECT ACCESS REQUEST RESPONSE TEMPLATES
Response Templates for Requests for personal data made by the Data Subject or their authorised representative. Use these standard responses as a basis for ensuring compliance with the law, providing additional information where highlighted








Approved by	
Date Approved	
Version	
Review Date	

Subject Access Request Response Templates
Pre-Disclosure
	SAR-A1.Standard Enquiry Acknowledgment Letter
	A formal letter to send after receiving an informal enquiry to access personal data. Needs to include the standard application form (SAR-A2)
	SAR-A2.Standard Application Form
	To accompany the standard enquiry acknowledgment letter (SAR-A1) above, or to be available for download from the Organisation’s website.
	SAR-A3.Consent to Share Form
	For use by Data Subjects to authorise their representative to make a Subject Access Request and to receive a disclosure of their personal data on their behalf.
	SAR-A4. Request for a Child’s Personal Data by a Parent
	For use when a parent is requesting the personal data of their child. To be accompanied by the application form SAR-A2 and the Consent to Share form SAR-A3.
	SAR-A5.Request for Additional Information
	Going back to the requestor to confirm no personal data has been located and requesting further information to support an additional search
	SAR-A6.Standard Acknowledgment Letter
	Confirming that ID Checks are satisfactory and sufficient information has been received to support a search for the requested personal data
Post-Disclosure
	SAR-B1.Standard Disclosure Letter
	To accompany the disclosure of personal data in response to a subject access request
	SAR-B2.Redaction Guidance
	For issuing with a standard disclosure letter (SAR-B1) if any data has been redacted from the applicant’s disclosure.
	SAR-B3.No Personal Data Held
	Confirming that no personal data was identified. Requesting additional data to support a revised search.
Complaints
	SAR-C1.Internal Review
	Outcome letter after having reviewed the handling of a request in response to a complaint
	SAR-C2.ICO Complaint
	Letter after having reviewed the handling of a request in response to an Information Notice from the ICO
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SAR - Standard  Enquiry Acknowledgment Letter.docx




Microsoft_Word_Document1.docx




			Our Ref:


			[Insert Reference]





			Date:


			31 May 2017








[Your Address]


[Applicant’s Address/ email]





Dear [Applicant’s Name]





Subject Access Request


 


Thank you for your recent inquiry about access to personal data concerning yourself or someone who has authorised you to represent them.  In order that we can fulfil your request, we would be grateful if you could complete and sign the attached application form and return this to us together with 2 forms of identity for yourself (e.g. driver’s licence, passport, birth/marriage certificate and one with a current address). Copies are accepted.


 


Upon receipt of your application form, we will use the information supplied by you to search our files and systems for data relating to you.


 


Under Data Protection law, you are entitled to a) know whether we are processing personal data about you, b) receive a description of the personal data held by us, c) receive a description of the purpose(s) for which the personal data is being processed and d) confirmation of which other Organisations the personal data may be disclosed to. 





For more information about your Subject Access legal rights please visit the Information Commissioner’s Office website.





Yours sincerely





[Name of Officer]





[Your Role]


[Your contact details]  
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Microsoft_Word_Document2.docx
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SUBJECT ACCESS REQUEST APPLICATION FORM
 To be completed by Data Subjects wanting access to their personal data held by the organisation, or to be completed on behalf of the Data Subject by their authorized representatives








Approved by	
Date Approved	
Version	
Review Date	





Application to receive Personal Information 


[bookmark: _GoBack]held by [INSERT Organisation Name]





Please complete in BLOCK CAPITALS if handwritten


			Section 1 – The Request





			I am the person the information is about


			☐			if yes, please tick and then complete


Sections: 3, 4, 5 and 6





			OR


			


			





			I am acting on behalf of someone else


			☐			if yes, please tick and then complete


Sections: 2, 3, 4, 5 and 6








	


			Section 2 – The Information requested is about someone else





			I am the child’s parent


			☐			I enclose proof of parental responsibility





			The child is over the age of 13


			☐			I enclose consent to share from the child





			OR


			


			





			I am the personal representative


for a deceased person


			☐			I enclose evidence of this





			I am requesting the information on


behalf of someone else


			☐			I enclose a consent to share form





			If you are requesting information on behalf of someone else,


please give YOUR details below:





			Full 


Name:


			


			Relationship to data subject:


			





			Contact Number:


			


			Email Address:


			





			Postal Address:


			





























			Section 3 – Who is the Person that the information relates to? 


(The ‘Data Subject’)





			Title:


			


			First Name:


			


			Surname:


			








			


			


			Maiden Name:


			


			Other Names:


			





			Date of Birth:


			


			Contact Number:


			


			Email Address:


			





			Postal Address:


			



























			Identification Documents - please select one from each section





			Category 1: 


Proof of Address


			


			Category 2: 


Photographic Proof of Identification





			Bank Statement


			☐			





			Passport


			☐


			Utility Bill


			☐			


			Driving Licence


			☐


			Other


			☐			


			Other


			☐


			If other please state what equivalent is being supplied:


			


			If other please state what equivalent is being supplied:





			


			


			











			Section 4 – Details of the information being requested





			Please help us deal with your request quickly and efficiently by giving as much detail as possible about the information you want and the service(s) you have received.





			

















			Section 5 – Access to the Information





			How would you prefer to receive your information? 





			











			If you have any special needs when viewing information please state here





			

















			Section 6 – Declaration





			I certify the information provided on this form is true. 


I understand [INSERT Organisation Name] is not obliged to comply with my request unless they are supplied with such information as they may reasonably require in order to satisfy themselves as to:


· my identity and 


· to locate the information which I seek.





			Name


			


			Date


			





			Signature


			


			


			





			Warning – a person who unlawfully obtains, or attempts to obtain, personal information is guilty of a criminal offence and is liable to prosecution.











			Once the Form is Complete:





			Send this completed form to:


			[INSERT Postal Address]














			For queries, please contact:





			Telephone:


			[INSERT Phone Number]





			Email:


			[INSERT Email Address]





			Data Protection: The information included on this form will be used for the purpose of handling your subject access request and will not be kept longer than is necessary to do so.





			Please Note: If your Subject Access Request relates to a deceased person’s personal information, you are advised to contact us in order that we can advise you of the process for requesting this type of information.
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Microsoft_Word_Document3.docx

	
		Information Governance Support		Nottinghamshire County Council
in partnership with
Essex County Council



CONSENT TO SHARE FORM
 For use by the representative of a Data Subject giving authority to them to ask for and receive the Data Subject’s personal data by means of a Subject Access request 








Approved by	
Date Approved	
Version	
Review Date	






Subject Access Request - Authority to Share Personal Information





Please complete the Agreement below:


			Name of the Data Subject:


Whose personal information is being shared?


			





			Name of the Data Subject’s Representative:


Who will the personal information be shared with?


			











[bookmark: _GoBack]I the named ‘Data Subject’, give permission for my named ‘Representative’ to receive all my personal information held by [INSERT ORGANISATION NAME] under a Subject Access Request made under the <Select>





			Signature of the Data Subject:


			











			Dated:


			




















Please return this form to:


[Enter Organisation’s Postal Address]


[Enter Organisation’s Email Address]
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Microsoft_Word_Document4.docx




			Our Ref:


			[Insert Reference]





			Date:


			31 May 2017








[Your Address]


[Applicant’s Address/ email]





Dear [Applicant’s Name]





Subject Access Request – Request for a Child’s Personal Data by a Parent





Thank you for your recent inquiry about access to personal data concerning your [DELETE as appropriate: son/ daughter/ children]. In order that we can fulfil your request, we would be grateful if you could complete and sign the attached application form and return this to us together with 2 forms of identity (e.g. driver’s licence, passport, birth/marriage certificate and one with a current address) for yourself. Copies are accepted.





In order to safeguard the children/ young people under our care, and in order for us to consider your request, please provide proof that you hold parental responsibility in law, by providing a copy of the full birth certificate for your child on which you have been named as the father/ mother of the child(ren). Copies are accepted.





If a child is aged 13 or over we will require them to sign the attached Consent to Share form to allow access to their personal data. 





Upon receipt of your completed application form, identification evidence, evidence of parental responsibility and child consent (if applicable), we will use the information supplied by you to search our files and systems for data relating to your request. 


 


Under Data Protection Law, you are entitled to know: 


a) Whether we are processing personal data about your children, 


b) A description of the personal data held by us 


c) A description of the purpose(s) for which the personal data is processed and 


d) Which other Organisations the personal data may be disclosed to. 





For more information about your Subject Access legal rights please visit the Information Commissioner’s Office website.





Yours sincerely








[Name of Officer]


[Your Role]


[Your contact details]  
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Microsoft_Word_Document5.docx




			Our Ref:


			[Insert Reference]





			Date:


			31 May 2017








[Your Address]


[Applicant’s Address/ email]





Dear [Applicant’s Name]





Subject Access Request – Request for Additional Information





Thank you for Subject Access application form received [INSERT DATE] regarding your request to access personal information which you believe may be held by us.





Regrettably I must inform you that after exhaustive checks based on the supporting information you provided us on your application form and through additional searches I have been unable to locate any of your records.





I appreciate how important it is that you are able to find information about your contact with us, therefore should you be able to provide us with additional information we will undertake a further search. Please revisit the data provided on the application form and verify its accuracy, and supply any further information you feel may be relevant. Upon receipt of any further information I will undertake a further search and confirm the outcome.





If you are not satisfied with the way your request for access to personal data has been handled, please advise me and I will review our actions. 





If you remain dissatisfied following our review, you have the right to refer the matter to the Information Commissioner who can be contacted at the following address: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF, telephone 01625 454700





Yours sincerely








[Name of Officer]


[Your Role]


[Your contact details]  
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Microsoft_Word_Document6.docx




			Our Ref:


			[Insert Reference]





			Date:


			31 May 2017








[Your Address]


[Applicant’s Address/ email]





Dear [Applicant’s Name]





Subject Access Request – Acknowledgment Letter





Thank you for your recent inquiry about accessing your personal data. 


I acknowledge receipt of the information you have provided by way of proof of your identity. 





Using the personal details supplied by you on the application form I have requested a search for your information to be carried out. If any records specific to your request are identified, we would hope to finalise the preparation of your file within the statutory deadline of [40 calendar days (DPA)/ 20 working days (GDPR)]. Should we be unable to meet this deadline we will contact you informing you of the expected completion date as soon as possible. 





Under Data Protection law, you are entitled to know:





a) Whether we are processing personal data about you/ your child 


b) A description of the personal data held by us


c) A description of the purpose(s) for which the personal data is being processed and 


d) Which other Organisations the personal data may be disclosed to. 





For more information about your Subject Access legal rights please visit the Information Commissioner’s Office website.





Yours sincerely





[Name of Officer]





[Your Role]


[Your contact details]  
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Microsoft_Word_Document7.docx




			Our Ref:


			[Insert Reference]





			Date:


			31 May 2017








[Your Address]


[Applicant’s Address/ email]





Dear [Applicant’s Name]





Subject Access Request – Disclosure of Personal Data


Thank you for application form received [INSERT DATE] regarding your request to access personal information which you believe may be held by us.





I am now in a position to provide data which falls within the scope of your request. Please find this disclosed data accompanying this letter.





If your data contains instances where parts of the text have been removed, please refer to the accompanying Redaction Guidance document which explains what data has been removed and what legal reason we have relied upon in order to withhold the data from you.





If you are not satisfied with the way your request for access to personal data has been handled, please advise me and I will review our actions.


If you remain dissatisfied following our review, you have the right to refer the matter to the Information Commissioner who can be contacted at the following address: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF, telephone 01625 454700


Yours sincerely








[Name of Officer]


[Your Role]


[Your contact details]  
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REDACTION GUIDANCE
 To be provided to Applicants for personal data to explain why certain data has been redacted from our disclosure to them








Approved by	
Date Approved	
Version	
Review Date	



Redaction Guidance


You may notice that some parts of the information provided to you are blacked out (redacted). This is because we have applied an exemption under the Data Protection Act (1998) (and the General Data Protection Regulations (2016)). 


The list below gives a brief explanation of some of the exemptions we may have applied. Where we have redacted information we will state next to the redacted text which of the following exemptions have been applied:


			Third Party Exemption


			Information withheld under this exemption would contain personal information about another individual. This would not normally be released to you without that person’s consent.





			Given in Confidence


			Information withheld under this exemption may contain information given to us in confidence and to release it to you would be a breach of that person’s confidence. It may also include confidential information about other individuals.





			Court Document


			Documents withheld under this exemption can usually be obtained by contacting the Court involved and quoting the relevant case number. We will normally provide you with the name of the Court and the case number.





			Legal Professional Privilege


			Information withheld under this exemption would consist of communications and legal advice between solicitors and clients and this would not normally be released to you.





			HR records


			Information held in Human Resource/ Personnel Records would be exempt from disclosure if the release of the information would impede the prevention and detection of crime. Confidential Employment References are also exempt from disclosure as well as information containing management forecasting and planning e.g. planned redundancies.





			Social Work Exemption


			Information may be removed under this exemption if it could prejudice the carrying out of social work because it may cause serious harm to you or another person.





			Educational Records


			Information may be exempt from disclosure if it is likely to cause serious harm to the physical or mental health or condition of the child or any other person, or it contains information as to whether the child is currently, has been or is at future risk of child abuse.





			Health Information


			Health information may be exempt from disclosure if it was thought that the release of the information could cause serious harm to the physical or mental health or condition of the applicant or any other person (including a member of staff). This decision would be made by the appropriate health professional.





			The Data Protection (Miscellaneous Subject Access Exemption) Order (2000)


			Personal Data withheld under this exemption would include information contained in adoption records and related reports which would not be released to you.











If you have any queries about your files, please do not hesitate to contact us and we will endeavour to answer your questions.
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			Our Ref:


			[Insert Reference]





			Date:


			31 May 2017








[Your Address]


[Applicant’s Address/ email]





Dear [Applicant’s Name]





Subject Access Request – No Personal Data Held





Thank you for application form received [INSERT DATE] regarding your request to access personal information which you believe may be held by us.





Regrettably I have to inform you that after exhaustive checks from the information you have provided and verified as being complete and accurate to the best of your knowledge, we have been unable to locate any of your records. I have no further course of action open to me other than to close this case having been unable to identify and relevant data to provide to you.





If you are not satisfied with the way your request for access to personal data has been handled, please advise me and I will review our actions.





If you remain dissatisfied following our review, you have the right to refer the matter to the Information Commissioner who can be contacted at the following address: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF, telephone 01625 454700


Yours sincerely





[Name of Officer]





[Your Role]


[Your contact details]  
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			Our Ref:


			[Insert Reference]





			Date:


			31 May 2017








[Your Address]


[Complainant’s Address/ email]





Dear [Complainant’s Name]





Your Review Outcome:


Thank you for your application to review our handling of your recent request for personal data reference [Insert original request reference] which was received by us on [Date].


Your review was conducted on [Date] by an impartial Officer and reached the following conclusions:


[Insert a description of the issues considered and the outcomes]


I trust this resolves the concerns raised over our handling of your request. However, if you are still not satisfied you have the right to refer the matter to the Information Commissioner who can be contacted at the following address: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF, telephone 01625 454700


Yours sincerely





[Name of Review Officer]





[Your Role]


[Your contact details]  
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			Your Ref:


			[Insert your reference]





			Date:


			31 May 2017









[Insert your address]








Dear [Insert ICO Case Officer Name]


Your Reference: [Insert ICO Case Reference]


Thank you for your letter of [Insert Date] concerning the Commissioner’s investigation into the Authority’s response to a request for personal data made by [Complainant’s Name].


[Include if a review was conducted]


Background to the complaint to the Information Commissioner


The background to the request for personal data is fully set out in the Authority’s letter of [Insert Date] which was the response to [Complainant’s Name] request for an internal review.


[bookmark: _GoBack][Summary of issues covered in the review]





Your Questions


[Addressing each point by using the numbering in the ICO complaint]








Please let me know if I can assist further. 



Yours sincerely,








[Name of Senior Manager]





[Your Role]


[Your contact details]  
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Model publication scheme  


 
 


Freedom of Information Act  
 
 


This model publication scheme has been prepared and approved by the 
Information Commissioner. It may be adopted without modification by any 


public authority without further approval and will be valid until further notice. 
 


This publication scheme commits an authority to make information available to 
the public as part of its normal business activities. The information covered is 


included in the classes of information mentioned below, where this information 
is held by the authority. Additional assistance is provided to the definition of 


these classes in sector specific guidance manuals issued by the Information 
Commissioner. 


 
The scheme commits an authority: 


 
 To proactively publish or otherwise make available as a matter of 


routine, information, including environmental information, which is held by 


the authority and falls within the classifications below. 
 To specify the information which is held by the authority and falls within 


the classifications below. 
 To proactively publish or otherwise make available as a matter of 


routine, information in line with the statements contained within this 
scheme. 


 To produce and publish the methods by which the specific information is 
made routinely available so that it can be easily identified and accessed by 


members of the public. 
 To review and update on a regular basis the information the authority 


makes  available under this scheme. 
 To produce a schedule of any fees charged for access to information 


which is made proactively available.   
 To make this publication scheme available to the public. 


 To publish any dataset held by the authority that has been requested, 


and any updated versions it holds, unless the authority is satisfied that 
it is not appropriate to do so; to publish the dataset, where reasonably 


practicable, in an electronic form that is capable of re-use; and, if any 
information in the dataset is a relevant copyright work and the public 
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authority is the only owner, to make the information available for re-use 


under the terms of the Re-use of Public Sector Information Regulations 
2015, if they apply, and otherwise under the terms of the Freedom of 


Information Act section 19.    
The term ‘dataset’ is defined in section 11(5) of the Freedom of 


Information Act. The term ‘relevant copyright work’ is defined in section 


19(8) of that Act. 
 


Classes of information 
 


Who we are and what we do.  


       Organisational information, locations and contacts, constitutional and 
 legal  governance.  
       


What we spend and how we spend it.  
       Financial information relating to projected and actual income and 


 expenditure, tendering, procurement and contracts.   
 


What our priorities are and how we are doing.  


       Strategy and performance information, plans, assessments, inspections 
  and reviews. 


 


How we make decisions. 
       Policy proposals and decisions. Decision making processes, internal  


  criteria and procedures, consultations. 
 


     Our policies and procedures. 


      Current written protocols for delivering our functions and responsibilities.
  


Lists and registers. 


  Information held in registers required by law and other lists and registers 
 relating to the functions of the authority. 
 


The services we offer. 
       Advice and guidance, booklets and leaflets, transactions and media  


  releases. A description of the services offered. 
 


The classes of information will not generally include: 
 


 Information the disclosure of which is prevented by law, or exempt 


under the Freedom of Information Act, or is otherwise properly 
considered to be protected from disclosure. 


 Information in draft form.  
 Information that is no longer readily available as it is contained in files 


that have been placed in archive storage, or is difficult to access for 
similar reasons. 
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The method by which information published under this 
scheme will be made available 
 


The authority will indicate clearly to the public what information is covered by 


this scheme and how it can be obtained. 
 


Where it is within the capability of a public authority, information will be 
provided on a website. Where it is impracticable to make information available 


on a website or when an individual does not wish to access the information by 
the website, a public authority will indicate how information can be obtained by 


other means and provide it by those means.  
 


In exceptional circumstances some information may be available only by 


viewing in person. Where this manner is specified, contact details will be 
provided. An appointment to view the information will be arranged within a 


reasonable timescale.  
 


Information will be provided in the language in which it is held or in such other 
language that is legally required. Where an authority is legally required to 


translate any information, it will do so. 
 


Obligations under disability and discrimination legislation and any other 
legislation to provide information in other forms and formats will be adhered to 


when providing information in accordance with this scheme. 
 


Charges which may be made for information published 
under this scheme 
 


The purpose of this scheme is to make the maximum amount of information 


readily available at minimum inconvenience and cost to the public. Charges 
made by the authority for routinely published material will be justified and 


transparent and kept to a minimum.  
 


Material which is published and accessed on a website will be provided free of 
charge.  


 


Charges may be made for information subject to a charging regime specified 
by Parliament.  


 
Charges may be made for actual disbursements incurred such as: 
 


 photocopying  
 postage and packaging 


 the costs directly incurred as a result of viewing information  
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Charges may also be made for information provided under this scheme where 


they are legally authorised, they are in all the circumstances, including the 
general principles of the right of access to information held by public 


authorities, justified and are in accordance with a published schedule or 
schedules of fees which is readily available to the public. 


 


Charges may also be made for making datasets (or parts of datasets) that are 
relevant copyright works available for re-use. These charges will be in 


accordance with the terms of the Re-use of Public Sector Information 
Regulations 2015, where they apply, or with regulations made under section 


11B of the Freedom of Information Act, or with other statutory powers of the 
public authority.   


 
If a charge is to be made, confirmation of the payment due will be given before 


the information is provided. Payment may be requested prior to provision of 
the information.  
 


Written requests 
 


Information held by a public authority that is not published under this scheme 


can be requested in writing, when its provision will be considered in 
accordance with the provisions of the Freedom of Information Act.  
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Freedom of Information


Guide to information available from …………. School under the model publication scheme




		Information to be published

		How the information can be obtained

		Cost



		Class 1 - Who we are and what we do


(Organisational information, structures, locations and contacts)


This will be current information only




		(hard copy and/or website)

		



		Who’s who in the school 

		

		



		Who’s who on the governing body and the basis of their appointment

		

		



		Instrument of Government

		

		



		Contact details for the Head teacher and for the governing body (named contacts where possible with telephone number and email address (if used))

		

		



		School prospectus

		

		



		Annual Report

		

		



		Staffing structure

		

		



		School session times and term dates

		

		



		Class 2 – What we spend and how we spend it


(Financial information relating to projected and actual income and expenditure, procurement, contracts and financial audit)


Current and previous financial year as a minimum

		(hard copy and/or website)

		



		Annual budget plan and financial statements

		

		



		Capitalised funding

		

		



		Additional funding

		

		



		Procurement and projects

		

		



		Pay policy

		

		



		Staffing and grading structure

		

		



		Governors’ allowances

		

		



		

		

		



		Class 3 – What our priorities are and how we are doing


(Strategies and plans, performance indicators, audits, inspections and reviews)


Current information as a minimum




		(hard copy or website)

		



		School profile

· Government supplied performance data


· The latest Ofsted report
 - Summary
 - Full report

		

		



		Performance management policy and procedures adopted by the governing body.

		

		



		Schools future plans

		

		



		Every Child Matters – policies and procedures

		

		



		

		

		



		Class 4 – How we make decisions


(Decision making processes and records of decisions)


Current and previous three years as a minimum




		(hard copy or website)

		



		Admissions policy/decisions (not individual admission decisions)

		

		



		Agendas of meetings of the governing body and (if held) its sub-committees

		

		



		Minutes of meetings (as above) – nb this will exclude information that is properly regarded as private to the meetings.

		

		



		

		

		



		Class 5 – Our policies and procedures


(Current written protocols, policies and procedures for delivering our services and responsibilities)


Current information only




		(hard copy or website)

		



		School policies including:

· Charging and remissions policy


· Health and Safety


· Complaints procedure


· Staff conduct policy


· Discipline and grievance policies


· Staffing structure implementation plan


· Information request handling policy

· Equality and diversity (including equal opportunities) policies

· Staff recruitment policies

		

		



		Pupil and curriculum policies, including:

· Home-school agreement


· Curriculum


· Sex education


· Special educational needs


· Accessibility

· Race equality


· Collective worship


· Careers education 


· Pupil discipline


		

		



		Records management and personal data policies, including:

· Information security policies


· Records retention destruction and archive policies


· Data protection (including information sharing policies)

		

		



		Charging regimes and policies.

This should include details of any statutory charging regimes. Charging policies should include charges made for information routinely published. They should clearly state what costs are to be recovered, the basis on which they are made and how they are calculated.

		

		



		

		

		



		Class 6 – Lists and Registers


Currently maintained lists and registers only




		(hard copy or website; some information may only be available by inspection)

		



		Curriculum circulars and statutory instruments

		

		



		Disclosure logs 

		

		



		Asset register

		

		



		Any information the school is currently legally required to hold in publicly available registers (THIS DOES NOT INCLUDE THE ATTENDANCE REGISTER)

		

		



		

		

		



		Class 7 – The services we offer


(Information about the services we offer, including leaflets, guidance and newsletters produced for the public and businesses)


Current information only




		(hard copy or website; some information may only be available by inspection)

		



		Extra-curricular activities

		

		



		Out of school clubs

		

		



		School publications

		

		



		Services for which the school is entitled to recover a fee, together with those fees

		

		



		Leaflets books and newsletters

		

		



		

		

		



		Additional Information


This will provide schools with the opportunity to publish information that is not itemised in the lists above

		

		



		

		

		





Contact details:

SCHEDULE OF CHARGES


This describes how the charges have been arrived at and should be published as part of the guide.


		TYPE OF CHARGE

		DESCRIPTION

		BASIS OF CHARGE



		Disbursement cost

		Photocopying/printing @ ..p per sheet (black & white)

		Actual cost * 



		

		Photocopying/printing @ ..p per sheet (colour)

		Actual cost



		

		

		



		

		Postage

		Actual cost of Royal Mail standard 2nd class



		

		

		



		Statutory Fee

		

		In accordance with the relevant legislation (quote the actual statute)



		

		

		



		Other

		

		



		

		

		





* the actual cost incurred by the public authority
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Control









				Information Governance Support



				Nottinghamshire County Council
in partnership with
Essex County Council















				Document Control 



				Title				Corporate Risk Register

				Author/Owner				[Role or team who authored the document]

				Status				[Approved/ Draft]

				Version				[Major = Approved versions, Minor = subsequent drafts]

				Date Approved				[Date]

				Approved by				[Role or board who have authorised]

				Review Date				[Date approved + review period]

				Security Classification				[OFFICIAL/ OFFICIAL-SENSITIVE]











Data

		Corporate Risk Register										Mitigation						Current Score

		Risk Reference		Type 
(Select)		Title		Risk Detail		Owner Name		Management
(Select)		Detail		Options/ New Issues for Review		Likelihood
(Select)		Impact
(Select)		Overall		Date of Last Review

		[REF]		<Select>		Process		Information is lost or processed in a non-compliant manner due to gaps in processes and poor controls resulting in regulatory action, monetary penalties and potential service user harm		[Name]		<Select>		ROPA work carried out across all areas will help to identify any flawed processes, and remedial actions will be advised.  Additionally, in preparation for the GDPR we will be ensuring that there are PIAs in place for systems holding personal data, which again will allow us to have visibility of any risks and issues which require remediation.				<Select>		<Select>		ERROR:#VALUE!

		[REF]		<Select>		Supplier		Our suppliers cause us to breach Data Protection Law due to their poor information handling practices or IT security as we are Data Controller		[Name]		<Select>		Activity as part of  GDPR compliance to liaise with suppliers to confirmcompliance practices. Also,standard contract clauses and procurement process to be introduced				<Select>		<Select>		ERROR:#VALUE!

		[REF]		<Select>		Sharing		Sharing information inappropriately or illegally due to immature technology or understanding of legislation resulting in potential service user harm and  regulatory action (monetary penalties/reputational damage)		[Name]		<Select>		WEISF can be used as a treatment measure, as the more we upskill our Partners the more we will all be compliant.
The ROPA work will identify where information flows out of our organisation, and in these cases we will check to ensure that this is supported either by a contract or by an ISP.  Where this is not the case, remedial work will be undertaken. 				<Select>		<Select>		ERROR:#VALUE!

		[REF]		<Select>		Not Sharing		Staff handling personal data on our behalf do not share data where it is necessary to support those at risk, or to ensure appropriate care.  This may be due to insufficient knowledge in when and how to share such data, and a lack of understanding of Data Protection legislation and statutory duties placed on the Organisation.		[Name]		<Select>		Key employees will complete face to face training on Information Governance, including information sharing to ensure understanding and compliance and cultural focus on managed sharing of data				<Select>		<Select>		ERROR:#VALUE!

		[REF]		<Select>		Education /Awareness 		Someone who manages information on behalf of the Organisation unknowingly breaches information and security policies and guidance due to lack of awareness communication and training		[Name]		<Select>		We are keeping a log of all third party system access and logging who has/doesn’t have contracts and non-disclosure agreements 
High risk areas to have face to face training 
Security Incident trends analysis will assist in identifying areas where there are repeated incidents and further training can be targeted				<Select>		<Select>		ERROR:#VALUE!

		[REF]		<Select>		Purchasing		Budget holders purchasing goods or services under a management threshold  bypass privacy impact assessments on information related purchases		[Name]		<Select>		Looking to review all routes to purchase goods and services. 
Communications will ensure that budget holders are aware of the risks and how to mitigate them. 

				<Select>		<Select>		ERROR:#VALUE!

		[REF]		<Select>		Security		Malware being installed on systems by someone with a managed device clicking on a malicious link or attachment		[Name]		<Select>		Training and communications will rmeind employees of risks				<Select>		<Select>		ERROR:#VALUE!

		[REF]		<Select>		Compliance		General Data Protection Regulation readiness by 25 May 2018		[Name]		<Select>		Project initiated and planning underway.				<Select>		<Select>		ERROR:#VALUE!



&P	&G




Validation

		Type				Mitigation				Score

		<Select>				<Select>				<Select>

		Information Governance				Treat				1

						Tolerate				2

						Transfer				3

						Terminate				4
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Control









				Information Governance Support



				Nottinghamshire County Council
in partnership with
Essex County Council















				Document Control 



				Title				Risk Assessment Form

				Author/Owner				[Role or team who authored the document]

				Status				[Approved/ Draft]

				Version				[Major = Approved versions, Minor = subsequent drafts]

				Date Approved				[Date]

				Approved by				[Role or board who have authorised]

				Review Date				[Date approved + review period]

				Security Classification				[OFFICIAL/ OFFICIAL-SENSITIVE]











Data

		Risk Assessment Form



		RISK ASSESSMENT COMPLETED BY:              				[NAME]

		ROLE TITLE:				[ROLE]

		PROJECT / PROGRAMME (if applicable):				[PROJECT]

		DATE of the Assessment				[DATE]



		Risk No.		Describe the Risk Event (to include:) 
- the area of uncertainty in terms of the threat
- cause/trigger: the event/situation that gives rise to the risk
- impact: the effect or impact the risk would have if it occurs		Current
Assessment of Risk						Risk Owner		Mitigation Approach		Mitigating Actions / Controls Options
(What are the options for managing the risk?)		Control Owner		Controlled
Assessment of Risk

						Current 														Target

						Likelihood
(Select)		Impact
(Select)		Overall Score				(Select)						Likelihood
(Select)		Impact
(Select)		Overall Score

		1				<Select>		<Select>		ERROR:#VALUE!		[Name]		<Select>		1) 		[Name]		<Select>		<Select>		ERROR:#VALUE!

														<Select>		2)		[Name]		<Select>		<Select>		ERROR:#VALUE!

														<Select>		3)		[Name]		<Select>		<Select>		ERROR:#VALUE!

														<Select>		4)		[Name]		<Select>		<Select>		ERROR:#VALUE!

		2				<Select>		<Select>		ERROR:#VALUE!		[Name]		<Select>		1) 		[Name]		<Select>		<Select>		ERROR:#VALUE!

														<Select>		2)		[Name]		<Select>		<Select>		ERROR:#VALUE!

														<Select>		3)		[Name]		<Select>		<Select>		ERROR:#VALUE!

														<Select>		4)		[Name]		<Select>		<Select>		ERROR:#VALUE!

		3				<Select>		<Select>		ERROR:#VALUE!		[Name]		<Select>		1) 		[Name]		<Select>		<Select>		ERROR:#VALUE!

														<Select>		2)		[Name]		<Select>		<Select>		ERROR:#VALUE!

														<Select>		3)		[Name]		<Select>		<Select>		ERROR:#VALUE!

														<Select>		4)		[Name]		<Select>		<Select>		ERROR:#VALUE!



&P	&G




Validation

		Mitigation				Score

		<Select>				<Select>

		Treat				1

		Tolerate				2

		Transfer				3

		Terminate				4
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		Minor (1)

		Moderate (2)

		Major (3)

		Critical (4)



		Personal Data[footnoteRef:1] [1:  Personal Data is data which relates to a living individual who can be identified from that data, or from that data and other information which is in, or likely to come into the possession of the Data Controller ] 


		Type:  Low level information about an individual or group of individuals from which they can be identified in any way.

		Type:  Low-medium level identifiable personal information which may include national insurance number, bank details or any other personal information which may cause harm or distress.

		Type:  Medium-high level personal and sensitive personal information/ special categories 

		Type:  High level sensitive personal information/ special categories 



		

		Quantity: low volumes

		Quantity: low to high volumes



		Quantity:  low to high volumes



		Quantity:  low to high volumes





		

		Risk:  Distress and inconvenience, likely to reduce an individual or small group of individual’s perception of that service.

		Risk:  Financial loss or identity theft which is likely to reduce individuals or group of individual’s perception of that service.

		Risk:  Minor physical harm and undermined confidence in the service at a national level

		Risk:  Serious physical harm/death and complete loss of public trust.



		Business Information[footnoteRef:2] [2:  Business Information is information which relates to, but is not limited to, business processes, financial management, services provided and services received.] 


		Type:  Official



		Type:  Official



		Type: Official-Sensitive 



		Type:  Official-Sensitive





		

		Quantity: low volumes (see data tables below for assessing numbers)



		Quantity: low to high volumes (see data tables below for assessing numbers)



		Quantity:  low to high volumes (see data tables below for assessing numbers)



		Quantity:  low to high volumes (see data tables below for assessing numbers)





		

		Risk: Internal review unlikely to have impact on the corporate image.

		Risk: Scrutiny required by internal committees or internal audit to prevent escalation. Probable limited unfavourable media coverage.

		Risk: Scrutiny required by external agencies, ICO etc. Unfavourable media coverage. Noticeable impact on public opinion.

		Risk:  Intense political and media scrutiny i.e. front page headlines, TV. Possible criminal or high profile civil action against the organisation







Information Governance Risk Management Matrix



Step 1: Impact Severity



Key

		Guide to Data Levels



		Quantity Low

		Quantity Medium

		Quantity High



		One or more Personal Data sets 



		Personal Data combined with 1 Sensitive Personal Data set (sensitive personal data/ special category)

		Personal Data combined with more than 1 Sensitive Personal Data/ Special Category set.






Step 2: Likelihood/ Probability



		Almost Certain 

		4 

		The event is expected to occur in most circumstances > 80% 



		Likely 

		3 

		More likely to occur than not: 51% to 80% 



		Possible 

		2 

		Fairly likely to occur: 21% to 50%. 



		Unlikely 

		1 

		Low but not impossible: 1% to 20% 











Step 3: Risk Matrix (Threats)





		Impact (Negative) 



		Minor

		Moderate

		Major

		Critical



		1

		2

		3

		4



		Probability 

		4

		Almost Certain

		Medium 

(4)

		High 

(8)

		VeryHigh (12)

		Very High (16)



		

		3

		Likely

		Medium 

(3)

		High 

(6)

		High 

(9)

		Very High (12)



		

		2

		Possible

		Low 

(2)

		Medium 

(4)

		High 

(6)

		High 

(8)



		

		1

		Unlikely

		Low 

(1)

		Low 

(2)

		Medium 

(3)

		Medium 

(4)




































Step 4: Risk Appetite (Threats)



		Level of Risk

		Consequences

		Action Required



		Very High

12 - 16

		Disastrous (negative) impact. Unacceptable threat

		Treatment/Mitigation Action(s) required to minimise threat(s)



		High

6 - 9

		Severe (negative) impact. Considerable threat

		Treatment/Mitigation Action(s) required to minimise threat(s)



		Medium

3 - 4

		Medium (negative) Impact. Manageable threat

		[bookmark: _GoBack]Managed via contingency plans. Treatment/Mitigation Action(s) required to minimise threat(s)



		Low

1 - 2

		Relatively light negative impact. Acceptable threat

		The Organisation is content to accept this risk, but threat(s) should be reviewed regularly







 Risk Treatments:



Some generic and basic treatments to mitigate or treat identified threats include:



· Policy and Guidance advice: Pointing all staff within scope (and line managers as a minimum) to information security policy and guidance. In addition, practical examples can be identified so that specific information assets managed within the area can be used to illustrate what is covered and intended by policy.

· IT Assets Register: Giving staff visibility of a central register of assets in their custody can make clear that there is an awareness of what equipment can be expected to be returned.

· Job Profiles & Ownership: New or revised job profiles should have clear links to information management responsibilities – listing the assets for which a post holder should have responsibility, including system administrator rights, passwords, general security and sharing agreements, physical security pass codes and keys.

· Data Quality: Sampling audits can be a useful way of determining whether the quality of information managed within the area is deteriorating over the course of the change process. This can identify performance issues due to stress, absence, morale issues, and also any early warning signs of malicious data amendment/ deletion.
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